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YI'PO3A KUBEPTEPPOPU3IMA,
IHNOHATUE KUBEPBE3OINACHOCTM,
OCHOBHbBIE MEPbBI BE30OITIACHOCTH
B OPTAHUM3ALUU B LEJIAX
INPEJOTBPALLEHUS
KHUBEPTEPPOPU3MA,
JAIHUTA ITIEPCOHAJIbHbBIX TAHHbIX
PABOTHUKOB,



IHoHsTUS «KMOEepTEeppOpPU3IMA)» U
«Ku0ep0e30nmacHOCTHY.
Bo3Mmo:xHocTH ceTd UHTEpHET 1A
OCYIIECTBJICHUS TEPPOPUCTHYECCKUX AKTOB.
IIpuMepbl XakepCKUX aTaK Kak crnocoda
peajiM3anuu IKCTPEMUCTCKUX U
TEPPOPUCTHUYECKHUX ICHCTBHUH.



OnpenenuTh TOHATHE <KOMHBIOMEPHBLI Mmeppopu3m» — JIOCTAaTOYHO TpyJAHAs 3ajaya,
MOCKOJIbKY HEJIETKO YCTAHOBUTH YETKYIO TPAHUILY ISl OTIMYMS €r0 OT HHPOPMAIIMOHHON BOMHBI
U WH(POPMAIIMOHHOTO KpuMHHana. Eme omHa TPyAHOCTh COCTOMT B TOM, YTO HEOOXOAMMO
BBIJICTIUTh CIIeU(UKY UMEHHO 3TOM (popmbl TeppopusMa. CamMo MOHATHE <Kubepmeppopusm»
00pa30BaHO CIMSHHUEM [IBYX CJIOB. «Kubepnpocmpancmeo» (chepa JesSTEIbHOCTH B
MH(OPMAITMOHHOM MPOCTPAHCTBE, 00pa30BaHHASI COBOKYIMHOCTHI) KOMMYHHMKAIIMOHHBIX KAHAJIOB
HWHaTEepHETa M APYIUX TEJICKOMMYHHMKAIIMOHHBIX CETEH, TEXHOJOTMYEeCKOW HMHMPACTPYKTYPHI,
obecneunBaromei nx GYHKIHOHUPOBAHUE, M JIIOOBIX (DOPM OCYIICCTBISIEMON MOCPEACTBOM HX
HCI0JIb30BaHUS YEJIOBEYECKON aKTUBHOCTH) U «IMEPPOPUIM).

Hcxomst 13 OCHOBHOTO MOHATHS TeppopusMa (cm. 3 Dedepanvnozo 3axkona Ne 35-D3 «O
npomueoOelucmeun meppopuzmy) U COUYCTaHUS €ro C BUPTyalbHBIM IPOCTPAHCTBOM, MOXHO
BBIBECTH CJICAYIOIIEE ONPEICIICHUE.

Kubepmeppopuzm — 3mo uodeonozusa nHacuiua u nPaKkmuka 6030eUcCmeus Ha NPUHAMUE
PeuwlenHus op2anamu 20Cy0apCcmeeHHou 61acmu, OpP2AHAMU MECHHO20 CAMOYRPAGIEHUA WU
MENHCOYHAPOOHBIMU OP2AHUZAUUAMU, CEA3ZAHHBIMU C YCMpPAUieHUuem Haceaenusa u (uau)
UHbIMU  (hopmamu RPOMUGONPAGHBIX HACUNLCHIGEHHBIX O€UCMEUll, cogepuiaemvle 8
ungopmayuonnom u (uiu) Kubepnpocmpamcmee ¢ UCHOIb306AHUEM KOMNbIOMEPHBLIX
MEXHOI02U.

COOTBETCTBEHHO, TIO[ TEPMUHOM <KuOepmepakm» MOXHO IIOHUMATh Oeucmeus no
0e30p2anu3auuu  UHMOPMAYUOHHBIX CcUCImeM, Yycmpawiarouwiue HaceleHue u cozoaruue
OnacHocmu 2ubeniu 4eiloeeKa, NPUYUHEHUA 3HAYUMETbHO20 UMYUWIECMEEHHO20 yuiepoa 1udo
HACMYNIACHUA UHBIX MANCKUX NOCAEOCMEUIl, 6 UeAX 8030eliCeus HaA NPUHAMUE DeuleHUs
Op2aHamMu 61ACMU WU MENCOYHAPOOHBIMU OPZAHUZAUUAMU, A MAKICE Y2P03a COBEPUIEHUs
YKA3aHHBIX 0CUCMBULL 8 MeX MHce UETAX.




TpaHncrpaHuyHbIN XapakTep KUOEPIPOCTPAHCTBA, €r0 3aBUCUMOCTH OT CJOXKHBIX MH(OPMaIMOHHBIX
TEXHOJIOTHI, aKTUBHOE HCIOJIb30BAHUE IUIOMIAJOK M CEPBUCOB KHOEPIPOCTPAHCTBA BCEMHU TIpYyIIaMH
rpaxaad Poccun omnpenessitor HOBbIE BO3MOKHOCTH, HO TP 3TOM WU Pa3BUBAIOT HOBBIE YI'PO3bI JIMYHOCTH,
00IIIECTBY U TOCYIapCTRY.

Yepoza ungpopmayuonnoii 6ezonacnocmu Poccuiickon Dedepayuu - cO60KynHoCHb 0eiicmeuil u
¢axkmopos, cozoarouux onacnocmy HaAHeCeHus yuiepoa HAaUUOHATbHBIM UHmMepecam 8 UHMOPMAUUOHHOU
chepe. («/lokmpuna ungpopmayuonnoit 6ezonacnocmu Poccuiickoii @edepayun) yTBepx acHa YKa3oM
[Tpesunenta Poccutickoit deneparuuor 05.12.2016 1. Ne 646)

Ocnogenoii y2po3oii 6 oonacmu mexcOyHapoOHOU UHOOPMAUUOHHOU 0e30NACHOCHU A8IAEMCA
UCIIOJIb30BaHNE HH(POPMAIIMOHHBIX U KOMMYHUKAIIMOHHBIX TEXHOJIOTHH:

a) B KayecTBe HH(POPMAIIMOHHOTO OPYXHUS B BOCHHO-TIOJUTHYECKHUX IENSAX, MPOTHBOPEYAIIUX
MEXIyHapOAHOMY TIpaBy, JIJIsi OCYILECTBICHUS BPaXXA€OHbIX JEUCTBUI U aKTOB arpeCcCuu, HApPaBJICHHBIX Ha
OUCKPEIUTALNI0  CYBEPEHUTETA,  HApPYLICHUE  TEPPUTOPUAIBHOW  LEJIOCTHOCTA  TOCYHAapCTB W
MPEACTABISIONINX YIPO3y MEKIyHAPOIHOMY MUPY, 0€30ITaCHOCTH U CTPATErHYECKOM CTaOUIBLHOCTH;

0) 6 meppopucmuuecKux uensax, 6 mom 4ucie 011 OKA3aHUs 0eCmpPYKMUeH0o20 6030eicmeusn Ha
NeMeHmbl KpUMU4YECKoil UHPOpMAWUOHHOU UHPPpacmpPyKmypol, A Maxice 0111 NPONAZanobl meppopuma
U NpUGIeYeHUs K meppopucmuyeckou 0esameibHOCmu H08blX COPOHHUKOE,

B) JUIsl BMEILATEIhCTBA BO BHYTPEHHHE J€Jia CYBEPEHHBIX T'OCYIAapCTB, HAPYIIEHHUS OOIIECTBEHHOTO
MOPSI/IKA, Pa3KUTaHUsSI MEKHAIIMOHAIBHOM, MEXPacoBOM M MEXKOH(PECCHOHAIBHOW Bpa)bl, MpOIMaraHjibl
pPacUCTCKUX H KCeHOPOOCKMX WUACH WIM TEOpuid, MOPOXKAAIOIIUX HEHABUCTh U JUCKPUMHUHAIIUIO,
MOACTPEKAIIUX K HACUIIHIO;

r) JJs1 COBEpPUICHMS NPECTYIUICHH, B TOM YHMCJIE CBA3aHHBIX C HEIMPABOMEPHBIM JOCTYIIOM K
KOMIIBIOTEpPHOM HH(OpMaAILIMK, C CO3JaHUEM, HCIOJIb30BAHUEM U PACHPOCTPAHEHUEM BPEIOHOCHBIX
KOMIIBIOTEPHBIX ITPOrPaMM.

(Ocnosbl 2ocyoapcmeennoil noarumuku poccuiickou gheoepauuu
6 oonacmu mMexcoOyHapoOHou ungopmayuoHnou 6e3onacnocmu na nepuoo 0o 2020 zooa)



B oduumManbHBIX POCCUHCKHX JOKYMEHTaX B oOnacth HWHOOPMAIMOHHON
0€30MaCHOCTH TEPMHUH «KHOEpOE30MacHOCTh» HE BBIJCISICTCS M3 00beMa IMOHSATHS
«MH(pOpPMaIIMOHHAs OE30IIaCHOCTH» U HE UCIIOIb3YETCS OTASIBHO.

Hudopmauuonnaa _oezonacnocmov __Poccunickou _Dedepauuu - cocmosanue
3AUUUEHHOCIMU JTUYHOCHU, 00UecCmea u 20cyoapcmea Om 6HYmpeHHUX U 6HEULHUX
UHPOPMAYUOHHBIX  Y2P0O3, HNPU  KOMOPOM  00ecneqyusaromcs  peaiu3auus
KOHCMUmMYUUOHHDBIX BPAG U CB0000 Ue08eKa U PAHCOAHUHA, 00CMOUHbIE KAYECHE0
U YPOBEHb MHCUZHU ZPANHCOAH, CYBEepEeHUMmEnl, MePPUMOPUAIbHAA UENOCHIHOCHb U
ycmouuugoe COuUabHO-IKOHOMUUecKoe pazeumue Poccuuickou @eoepauuu,
oboopona u 0OezonacHocmov 2ocyoapcmea. («/[okmpuna uH@opmauuoHHOU
oezonacnocmu  Poccuiickou  @eodepauuu» yTBEpKIAcHAa YKazom Ilpesmaenta
Poccuiickoit @enepanuu ot 05.12.2016 1. Ne 646)

B oaHoMm u3 HeoduumuanbHbIX JoKymMmeHTOB CoBera depepamuu denepaibHOIO
CoOpanusi Poccuiickoit  ®epeparuu  — npoexkme «Konuenuuu Cmpamecuu
Kuoepoezonacnocmu Poccuiickou @edepauyuu) - KuodepodezonacHocms NOHUMACTCH,
KaKk 0ojiee y3KO€ MO CMBICIY IOHSTHE, YeM UHopmayuoHHas 0e30nacHocmb U
O3HAYaCT  COBOKYHHOCHIb  YCA06UU, NpU  KOMOPHIX 6C€  COCMAsIAlOuue
Kuoepnpocmpancmea 3auiui4eHbl Om MAKCUMAIBbHO B03MOMCHO20 YUCAA Y2POo3 U
6030€UCMEUIL C HeMNCeIaAMmeTbHbIMU ROCIEOCHEUAMU.




WMHTEepHET Kak TEXHOJIOTUs 00s13aH CBOMM POXKJICHUEM aMEPUKAaHCKUM BOCHHBIM. B Hauane
70-X TOAOB MpPONUIOro CTOJETHUsI crenuanucTel [leHTarona paboranu Haj TeM, Kak cieiarh
BOCHHBIE KOMMYHUKAIIMA HEYSI3BUMBIMU I siAepHOM araku (co ctopoHbl CoBeTckoro Corosa).
Brixon Obul HaiiieH B CO3J@HUM JEUEHTPAIM30BAHHOW CETH MOAKIIOYEHHBIX JPYr K JAPYyTY
KOMIIBIOTEPOB, IJI€ BBIBOJ M3 CTPOS JOCTATOYHO OOJIBIIOTO KOJMYECTBA Y3JI0B, COCTABISIONIUX
CeTh, HE BIMSET Ha JOCTaBKy JaHHbIX. Yke B KoHie 80-x HHTepHET ObUl OTKPBIT JJIs
KOMMEPYECKOT0 UCTIOIb30BAHHUS.

CeroiHsi MOKHO TOBOPUTH O TOM, 4TO MHTEpHET OXBAaThIBAE€T BCE CTPAaHbl MUPA, TAK KaK
Onarogapsi NPUMEHEHUIO HOBBIX TEXHOJIOTUM (MCIOJIB30BAaHUE MOOMIBHBIX CIIYTHUKOBBIX
YCTPOMCTB CBA3M) K ceTH MHTEpPHET MOXHO MOAKIIOYUTHCS W3 JI0O0OW TOYKM 3€MHOTO Iapa.
Eciau ’xe TOBOpUTH O pa3BepHYyTOM HHPpACTPyKType, TO B TakOoM KOHTeKcTe HMHTepHer
oxBarbiBaeT cerogHs Oosiee 150 ctpan Mupa. B Poccum, 1Mo pa3HbIM OIIEHKaM, YHCIIO
noJyib3oBareneid MuTepHeTa cocrasisier oT 3,5 10 8 MUILJIMOHOB YEJIOBEK.

[Ipu »tomM WHTEpHET MO-MPEKHEMY OCTAETCS HEKUM BHUPTYaJbHBIM «CBOOOJHBIM
IPOCTPAHCTBOMY, JIEMOKpaTHEN B BBICIIEM CBOEM MPOSBICHUU, 1€ KaXIblii BOJIEH CBOOOIHO
y3Jararb CBOU B3IVIAAbl. TpaHCHALIMOHAJIBHBIE TEPPOPUCTUYECKUE OPraHU3ALMU, B TOM YUCIIE U
«Anp-Kanpga», 1m0 JOCTOMHCTBY OLEHWIM JIEMOKPAarTu3M MPAKTUYECKM HHUKEM  HE
KOHTpoJinpyemMor CeTu M aKTHUBHO HCIIONB3YIOT €€ KaK IS MPOIaraHabl CBOMX B3MISIA0OB, TaK U
IJIsl HEMOCPEACTBEHHOU MOATOTOBKU TEPPOPUCTUUYECKUX AKTOB.

Bo3moxkHoctu MHTEpHETAa MO pacnpoCTpaHEHUI0 WH(PoOpMalu U €ro HHGOPMAIMOHHOMY
BO3JICUCTBUIO HE MEHBIIE, YEM Yy TPAJAUIIMOHHBIX CPEICTB MacCOBOW MHGOpPMAIMU, TAKUX KaK
razetbl, paauo u TeneBujacHue. OOUIMpPHBIE BO3MOXKHOCTH MHTEpHETa aKTHMBHO HCIOJIB3YIOTCSA
Pa3IMYHBIMU DKCTPEMUCTCKUMUA U TEPPOPUCTUUYECKHMMU OpraHu3alysIMU JJisd IpOIaraHabl
pPacoBOM, PEIUTHUO3HOM U ApYyrux (hOpM HETEPIUMOCTH.



Ileaun McnoJib30BaHus Teppopucramu ceti MHTEepHET BEChMa pa3HOOOPA3HBI:

- o0ecmedyeHrue JO0CTyna K CpPeACTBaM MacCOBOM HMH(OpPMAIMA WU MporaraHja
TEPPOPUCTUUYECKOMN JIECATEITBHOCTH;

- CO3JIJaHME CANUTOB C MOAPOOHON MH(MOPMAIIUE O TEPPOPUCTUUECKUX ABHKCHUSIX,
UX [eIsIX W 3a1a4ax, MMyOlauKanus JaHHBIX O BpPEMEHM W BCTpeYe JIIOIEH,
3aMHTEPECOBAHHBIX B MOMJICP)KKE TEPPOPHUCTOB, YKa3aHUW O (popmax Mporecta u T.II.,
TO €CTh OKAa3aHUE CUHEPreTUYECKOr0 BO3JAECHUCTBUS HA JIEATEIBHOCTh TPYIIIL,
MOJJIEPKUBAOLINX TEPPOPUCTOB;

- UCIOJb30BaHue MHTepHeTa A1 0OpalleHusi K MacCOBOM ayJUTOPHUU C LEJIbIO
COOOIIIEHUS 0 OYIYIIUX U YK€ CINTAHUPOBAHHBIX JICHCTBUSX HA CTpaHUIAX CAaWTOB WJIA
pacchlika MOAOOHBIX COOOIIEHWH MO OJJICKTPOHHOW IIOYTE, a TaKXKe IIpelaHue
TEPPOPUCTAMHU C MOMOIIBIO MHTEpHETA MIUPOKOM ITACHOCTH CBOEU OTBETCTBEHHOCTH
34 COBEPILIECHUE TEPPOPUCTUUECKUX AKTOB;

- BcemupHas naytuHa criocoOHa MHUIIMUPOBATH MICUXOJIOTHYECKUN TeppopusM. C
IOMOIIBI0 HMHTEpHETA TEPPOPUCTUUECKUE OpPraHU3ALMA CEIOT IIaHUKY, BBOIST B
3a0Ty>KI€HUE, IPUBOISIT K PA3PYIICHUIO SMOIIMOHAJIBHBIX U TTOBEJICHUYECKUX YCTAHOBOK
WHIWBU]IA.




Ceronnsi B InTepHeTe ()yHKIIMOHUPYET OOJIBIIIOE KOJUYECTBO MH(POPMAIIMOHHBIX
pecCypcoB (CaMTOB), CIIOCOOCTBYIOIIUMX Pa3BUTHIO KCEHODOOMHM U ISKCTpEeMHU3Ma.
YcnoBHO Takne caiiThl MOKHO PAa3/IeJIMTh HA YeThIPe OCHOBHbIE IPYIIIIbI.

1. Caiitbl, HEMNOCPEACTBEHHO pPACHpPOCTPAHSAIONIME HJAEH JKCTPEMHU3MA,
cernaparu3sMa M TeppopusMma. B 4acTHOCTH, 4epe3 TakKue PECYpChl MEKIYHAPOIHBIC
TEPPOPUCTUUYECKUE OPraHU3aAlUM MPAKTUUYECKH OECHpPEnsITCTBEHHO OCYIIECTBISIOT
npomnaraHjy paJudKalbHbIX TEUEHUM ucIaMa, MPONOBEAYIOMMX HIAEH JPKUXajda |
OOpBOBI C «KHEBEPHBIMM.

2. WubopMallMoHHBIE PECYpChl, OCYIIECTBIAIONIMEC HWHOOPMAIMOHHYIO U
(bMHAHCOBYIO TIOAJICPKKY MPEACTABUTEIICH MEXKIYHAPOJIHBIX TEPPOPUCTUUECCKHUX
OpraHu3anuii. ITH CalThl MPU3BIBAIOT K COBEPIICHUIO TEPPOPUCTUYECKHUX aKTOB,
IpomNaraHupyIoT CenapaTtu3M, PEIUTHO3HYI0 HETEPHUMOCTh W MEKHAIMOHAIBHYIO
PO3Hb.

3. CaiiThl, pazxurarnme kKceHohoOu Ha OCHOBE PACOBOM WJIM HAIlMOHAIHHOMN
npuHaajie)kHoCcTH. K HHUM, B  4YaCTHOCTH, OTHOCSTCS  HMHTEPHET-PECYPCHI
AHTHCEMHUTCKOTO XapaKTepa.

4. IaTepHeT-pecypchl CIPABOYHOTO XapakTepa, HaMpsMyK HE MPHU3BIBAIOIIUE K
MPOTUBOIIPABHOM JEATEIHHOCTH.




IIpuMepbl XaKepCKUX aTak
KaK cnocofa peajm3anum IKCTPEMUCTCKUX ¥ TEPPOPUCTHYECKUX AeliCTBUIA.

Bupyc Stuxnet 2010 zooa: onokuposana sadepuas npozpamma Hpana

DTa BHUpYyCHas NporpaMma, KoTopasi Becujia MEHee OJHOro Merabaiita, Obljga 3amyllieHa B CETh
MPaHCKUX SACPHBIX 3aBOJOB. Korma BHpyC JOCTHUT TOYKH HA3HAYEHHMS, OH B3sUI IIOJ KOHTPOJb BCHO
CHCTeMy. 3aTeM OH IIpHKa3all IIATH ThICSYaM YypPaHOBBIX IICHTpU(Yr Bpamarbcs 03 KOHTPOJI,
BHE3aITHO OCTAaHABJIMUBATLCS, a 3aT€M CHOBA HaYMHATh BPaIllCHHUE, ITApAILICIbHO MOChLIas OTYEThI O TOM,
YTO BCE B IOPSJIKE. JTa XaOTUYHAsS MAaHUITYJISALMS IpoAobKandachk B TeueHue 17 MecsieB, 3acTaBiss
3aBOJIbI JKUTh CBOEM COOCTBEHHOM >XH3HbIO, a pabOYMX M YUYEHBIX COMHEBAThCI B COOCTBEHHOM
paccyake. I Ha NpOTSHKEHUM BCETO 3TOTO BPEMEHHW HMKTO HE 3HaJ, 4To IpoucxoauT. KoBapHas u
CKpBITHAsl araka IIpMHEcCJa OOoJibllie Bpea, 4YeM eClIu Obl 3TU HEHTpUGYrH ObLIM OBl MPOCTO
YHUUYTOXXEHBI. BHpyC Bl THICSYM CIIEIMAIMCTOB IO HEMPaBUILHOMY IIyTH B TCUCHHE IOJyTOpa JIET,
MOTPATUB THICSIYM YacOB PaOOThl U YPAHOBBIE PECYpPCHI, OLICHUBAEMbIE MUJUIMOHAMHU JOJUIAPOB. ITOT
XaK 3allOMHHUJICA KakK pa3MaxoM, TaK M XHTPOCTHIO. BHPYC aTaKoBal SJICPHYIO MPOrpaMMy CTPaHEI,
KOTOpasi HaxoauJ1ach B cocTossHuU KoH(paukra ¢ CIIIA 1 apyruMu MHUPOBBIMU JIep)KaBaMHM, a TaKKe OH
0OMaHBIBaJI THICSYHM HAYYHBIX PAOOTHUKOB B TEUCHHE ITOIYTOpA JIET, IIOKA OH CKPBITHO BBHIMOJHSII CBOIO
IPSA3HYIO 3a7a4y.

Spamhaus 2013 zo0a: kpynneuwaa DDOS-amaka 6 ucmopuu
DDOS-araka — 3T0, M0 CyTH, MOTOK JAHHBIX. VICTOIB3ys NECATKH KOMIIBIOTEPOB, KOTOPBIC
TIOBTOPSIOT OJIMHAKOBBIN CUTHAJI ¢ OOJIBIIION YaCTOTON M Ha BHICOKOM YPOBHE IITyMa, XaKepbl OyKBaJIbHO
3aTalNIMBAIOT M TIEPErpykaroT KOMIIbIOTEpHBIE cHcTeMbl B HHTepHeTre. B mapre 2013 roma sta
konkperHas DDOS-araka oka3amach HacTONbKO OOJBIIONM, YTO OHA 3aMeainia padoTy BCETO
MHTEPHETa BO BCEM MHpPE, a TaK)Ke IMOJIHOCTHIO OTKIIFOUMJIO €r0 B HEKOTOPHIX YACTSAX MHUpa Ha IeibIe
JaCHl.




OcHoOBHBIE NTPUHIHUIIBI KHOEep0e30macHOCTH
OpraHu3anuu.

Opranuzanusa 0e30mMacHoOro 10CTyna K ceTu
UHTEpHET ¢ padounx MeCT B OPraHu3anuu.
KoHTeHT-puabTpanus uHpopManuu.
Ucnojib30BaHUE COBPEMEHHOI0 MPOrPaMMHOI0
o0ecnevyeHuUs JJIM 3aIUThI JAaHHBIX OPraHu3anuu
OcHoBHBIE TpeOOBaHUS K 0€30IIACHOCTH
npu padore ¢ nporpaMMHbLIM 00ecIieYeHueM,
npu padore B cetu UHTEpHET.



B otiimuune oT 00bIMHOTO TEPPOPHUCTA, KOTOPHIN JJIS TOCTUKEHUSI CBOUX 11€JIEH UCIIOIB3YET B3PHIBUATKY
WU CTPEJIKOBOE OpYyXKHUE, KHUOEPTEPPOPUCT HCIOIB3YET COBPEMEHHbIE WH(POPMAIMOHHBIE TEXHOJOTHH,
KOMIIBIOTEPHBIE CHUCTEMBI M CETH, CIEIUAIbHOE MPOrpaMMHOE OOECIeUeHUE, NpeaHa3HAYCHHOE IS
HECAHKI[MOHUPOBAHHOTO MPOHUKHOBEHHSI B KOMIIBIOTEPHBIE CUCTEMBI U OPTaHU3alUM yJAJCHHOW aTakyd Ha
MH(OpPMaLIMOHHBIE PECYPCHI KEPTBBL. B MEpBYI0 OUepeb —3TO KOMNbIOmMEPHble NPOZPAMMHbBIE 3AKIA0KU U
8UPYCHI, B TOM UYHUCIIE U CETEBBIE, OCYIIECTBISIONINE ChbEM, MOJUPUKALIMIO WM YHUUYTOXKEHUE UH(OPMALIHH,
TaK Ha3bIBAEMbIC <«JIOTUYECKHE OOMOBD), «TPOSHCKHE» MPOTpaMMbl M HHBIE BHJBI HH(POPMAIIMOHHOIO
OpYXKHUSL.

B kubepripocTpaHCTBE MOTYT OBITb UCIIOJNB30BAHBl PA3IUYHbIE NpUEMbl O COGEPUIEHUs
meppopuCmuyecKo2o aKma.

- HaHeceHHWe ymiepba OTIENbHBIM  3JIEMEHTaM KUOEpIpPOCTPAHCTBA, pa3pylIeHUE CeTei
ANICKTPONUTAHUS, HABEACHUE IIOMEX, MWCIOJIb30BAHUE CIEHHAIbHBIX MPOrpaMM, CTUMYIUPYIOIIHAX
pa3pylIeHUE anmnapaTHbIX CPEACTB;

- XUIIEHUE WIM YHHYTOXKEHHUE HHPOPMAIIMOHHOTO, MNPOTPAMMHOTO M TEXHUYECKOTO PECYpCOB
KHOEpIPOCTPAHCTBA, HUMEIOIINX CTPATETUYECKYI0 3HAYMMOCTb, IyTE€M MPEOAOJCHUS CUCTEM 3allUThI,
BHEJIPEHUSI BUPYCOB, MPOTPAMMHBIX 3aKIa0K;

- BO3JECHUCTBUE HAa MOpPOrpaMMHOE oOOecreueHue W HUHPOPMALUIO C IEJIbI0 MX MCKAKCHUS WU
MoaupuKanu B HMHOOPMALMOHHBIX CHUCTEMax M CHCTEMax YNOPAaBJICHUS, PACKPBITUE U yrposa
OMyOJIMKOBaHUSl 3aKpHITOM HHPOpMAMUd O (PYHKIMOHUPOBAHWM HWHPOPMAIMOHHON HHPPACTPYKTYPHI
rOCy/IapCcTBa, OOIIECTBEHHO 3HAYMMBIX M BOEHHBIX HWH(POPMAIIMOHHBIX CHUCTEM, KOAOB IIH(POBaHMUS,
MPUHIKUIAX PadOThl CUCTEM HIU(PPOBAHNS;

- 3aXBaT KaHAJOB TEJIEKOMMYHUKAI[MOHHOIO BEHIAHMS C LIEJIbI0 PACIpPOCTPaHEHUS JAe3UH(POpMaInH,
CJIyXOB, J€EMOHCTPALIMU U MOIIM TEPPOPUCTUUECCKON OpraHu3alli U OOBSIBICHUS CBOUX TPEOOBAHUI;

- YHUYTOXXKCHUE W aKTHUBHOE IOJABJICHHUE JIMHUN CBA3U, HEMPABUIIbHAS aJpecaiiusi, UCKYCCTBEHHas
neperpy3ka y3JioB KOMMYHHUKAIlMM, BO3JICHCTBUE HAa OMNEPATOpPOB, pa3paOOTUYMKOB HH(OOPMAIIMOHHBIX U
TEIEKOMMYHUKAIIMOHHBIX CUCTEM C IEJIbI0 COBEPIICHUS MU TIEPEUUCICHHBIX BBIIIE JICUCTBU.



Oobecneuenue unopmauuonnou __0e30nacCHOCmU - OCyULecmeneHue
63AUMOYBA3AHHBIX NPABOBHIX, OPZAHUIAUUOHHBIX, ONEPAMUBHO-DPA3bICKHBIX,
PazeeovieamesibHblX, KOHMPPA36€0bléaAMeENbHbIX, HAYUHO-MEXHUYECKUX,
UHGOPMAYUOHHO-AHATUMUYECKUX, KAOPOBBIX, IKOHOMUUECKUX U UHBIX Mep
HO NPOZHOZUPOBAHUIO, OOHAPYHCEHUIO, COEPHCUBAHUIO, NPEOOMEPAULEHUIO,
OMPAIHCEHUIO UHEOPMAUUOHHBIX Y2P0O3 U JAUKGUOAUUU NOCTIEOCMBUIL UX

nposA6IeHUA.
Obecneuenue UHPOPMAUUOHHOU 0E30NACHOCMU OCYULECHBIACMCA HA
OCHOge couemanus 3AKOHOO0AmMe1bHOI, NPAGONPUMEHUMETbHOIU,

NpA6OOXPAHUMETbHOU, CYOEeOHOU, KOHMPOJAbHOU U  Opy2ux opm
0esAmeIbHOCMU 20CY0apPCHEEHHBIX OP2AHO08 80 63AUMOOCUCMEUN C OP2AHAMU
MECHIHO20 CAMOYNPABIEeHUA, OPZAHUAUUAMU U 2PANHCOAHAMU.

(«loxkmpuna ungpopmayuonnoit vezonacnocmu Poccuiickou @edepavuuy
yrBepkeHa Yka3om [Ipesnnenta Poccuiickoit @eaeparuu ot 05.12.2016 1. Ne 646)



Cucmema__oodecneuenus __uH@OpMauuoHHol __0e30nacHocmu - COB0KYNHOCHMb CUJL
obecneueHus UHPOPMAUUOHHOI 030NACHOCHU, OCYULECHEIAIOUUX CKOOPOUHUPOBAHHYIO U
CNIIAHUPOBAHHYI0O  0€AMENbHOCHIb, U  UCHOIb3YEMbIX UMU  CPeOCme  obecneueHus
UH(opmauyuonHou Hezonacnocmu.

Cunvl_obOecneuenus unHPOpMAUUOHHOU 0E30NACHOCHU - 20CY0ApPCHIBEHHbIE OpP2aHbl, A
makoice noopa30eneHus u O00JIHCHOCHIHbIE JIUUA 20CYOaApPCHIGEHHbBIX OpP2AH08, OP2aAHO8
MECMHO20 CAMOYRPAGNEHUA U OP2AHUZAYUL, YNOTHOMOUYEHHbIE HA PeULeHUE 8 COOMEEnCMEUN
¢ 3akonooamenvcmeom Poccuiickou Dedepauuu 3a0au no oodecneveHuo UHGOPMAUUOHHOU
Oezonacnocmu.

Cpeocmea __obecneuenus uH@opmauuoHHoU Oezonacuocmu - npaesoevle,
OP2aHU3AUUOHHblE, MEXHUUEeCKUe U opy2ue cpeocmea, UcCnojib3yemvle CUIaMuU 0decnedyeHus
UH(OpMaAUUOHHOU Oe30nacHocCmu

Cucmema odecneueHus UHPOPMAUUOHHOU 0E30NACHOCHIU AG/IACHICA YACHIbIO CUCHIEMDbL
obecneueHnus HayuoHanbHou 6ezonacnocmu Poccuiickou @edepayuu.

Cucmema ooOecneuenus uHGOPpMAUUOHHOU 0E€30NACHOCMU CHIDOUMCA HA OCHOGE
Pa32paHuyeHus NOAHOMOYUN OP2AH08 3AKOHO0AMENbHOU, UCHOIHUMETIbHOU U CYO0eOHOouU
gracmu 6 OaHHOU c@hepe ¢ yuemom npeomMemos 6e0eHUs (PeoepaibHbIX O0pP2aH08
20Cy0apCmeeHHOll 61acmu, Op2aHo8 20Cyoapcmeennou eaacmu cyovekmos Poccuiickoi
Dedepayuu, a  makdiHce  OP2AHO8  MECHIHO20  CAMOYRPAGIICHUA,  ONPeOeIAeMbIX
3axonooamenvcmeom Poccuiickou @Dedepayuu 6 od1acmu odecneyenus 6e30nacHocmu.

Cocmae cucmemovl obecneueHuss UHOOPMAUUOHHOU 0E30NACHOCHMU ONPedeAemc
Ilpesuoenmom Poccuiickou @edepayuu.

(«lokmpuna ungopmayuonnou 6ezonacnocmu Poccuiickou @edepavuu

yTBepxkaeHa Yka3zoM Ipesunenra Poccutickoit @enepanmm ot 05.12.2016 1. Ne 646)




Opzanu3ayuoHHny10 __OCHO8Y _cucmembl __odecneyenus __UH@OOpMAUUOHHOU __ 0e30nacHocmu
cocmasaawm:. Cosem @Deoepayuu Deoepanvnozo Coopanua Poccuiickou  @Dedepauuu,
Tocyoapcmeennan Jlyma @eoepanvnozo Coopanus Poccuiickoii @Deoepayuu, I[Ipasumensvcmeo
Poccuiickoui @edepauuu, Cosem bezonacnocmu Poccuiickoii Dedepayuu, eoepaivnuvie opzanvl
ucnoanumenvhou enacmu, Ilenmpanovnviii 6ank Poccuiickoiui @edepayuu, Boenno-npomviuwinennas
komuccua Poccuiickon @edepayuu, mexceedomcmeennvie opzamnsl, cozoasaemvie Ilpesudenmom
Poccuiickoiu @edepauuu u Ilpasumenvcmeom Poccuiickoini @edepavuu, opzanvl uCnOJIHUMENbHOU
énacmu cyovekmoe Poccuiickoii @Dedepauyuu, opzanvl MECmMHO20 CAMOYNPAGNCHUSA, OP2AHbBL
Cy0eoHou eénacmu, NPUHUMAIOWUE 6 Ccoomeemcmeuu ¢ 3axonooamenvcmeom Poccuiickoi
Dedepayuu yuacmue 6 peuieHuu 3a0a4 no odecnevyeHuIo UHGoOpmayuoHHou 0e30nACHOCmU.

Yuacmnuxamu __cucmemsvl __odecneyenus __uHPopMauuoHHOU __0e30nACHOCHU___AGIAIOMCA'
COOCMEEHHUKU 00beKmMo8 KpUmu4ecKou UH@OpMauyuoHHOU UH@pacmpyKmypvl u Op2aHu3ayuu,
IKCnayamupyrouwue maxkue o00beKmbvl, Cpeocmea Maccoeoil UHPopmauuu U MaAccoevix
KOMMYHUKAUUI, OpP2AHU3AUUU OCHEHCHO-KPEeOUMHOU, 6anl0MHOU, OAHKOGCKOU U UHbIX cgep
¢unancoeozo pvinka, onepamopul céa3u, onepamopvl UHGPOPMAUUOHHBIX CUCHIEM, OP2AHU3AUUU,
ocyuiecmenaouwiue 0eameibHOCmy no CO30aHUI0 U IKCHIAYAMaAuuu UHPOPMAUUOHHBIX CUCHEM U
cemeil CeA3U, NO pazpadomke, NPOU3EOOCMEY U IKChHAYyamMmauuu cpeocme obecneuenus
UHGOpMaAyUOHHOU De30nacHocmu, no OKA3aHuIo yciyz 6 oodaacmu odecneueHus UHPOPMAUUOHHOU
0e3onacnocmu, OpeaHu3auuUu, OCyuwiecmeaAruue 00pazoeameibHyl0 0eaAmenbHOCmb 6 OAHHOU
obnacmu, o00wiecmeeHHvle O00bEOUHECHUA, UHbIE OP2AHUZAUUU U 2padicoanHe, KOmopvlie 6
coomeemcmeuu ¢ 3akonooamenvcmeom Poccuiickoi Dedepayuu yuacmeyrom é peuieHuu 3a0ay no
obecneueHu0 UHopmayuoHHOIl De3onacHocmu.

(«lokmpuna ungopmanuonnoit oezonacrnocmu Poccuiickoiit @edepayuuy
yTBepkIeHa Yka3om [Ipesuaenra Poccuiickoit @enepamumor 05.12.2016 1. Ne 646)




Jadauamu___20Cy0apCmeeHHblIX __OP2aH08 8 PAMKAX __ 0esAmeibHOCHU __ NO
obecneueHur) UHGOPMAUUOHHOU DE30NACHOCHIU ABTIAIOMCA '

@) oobOecneuenHue 3auiUmMvl NPA6 U 3AKOHHLIX UHMEPECOB8 2PAXNCOAH U
Op2aHU3auuil 6 UHPOpMAUUOHHOU chepe;

0) oueHka cocmoaHUua UHPOPMAUUOHHOU 0e30nACHOCMU, NPOZHOZUPOBAHUE U
OOHapyycenue - UHMOPMAUUOHHBIX  Y2PO3,  ONpeoeleHue  NPUOPUMENHBIX
HAnpPaeiIeHul ux npedomepauieHuA U TUKEUOAYUU NOCIEOCMEULL UX NPOAGICHUS;

8) NIAGHUPOBAHUE, OCYULECMBIeHUE U OUECHKA IPPeKkmugHocmu Komniekca mep
no odecneyenuro UHGOpMauUOHHOU OE30NACHOCMU;

2) opzanHuzauua 0eAmMenbHOCMU U KOOPOUHAUUA 63AUMOOCUCHEU CUJL
obecneuenusn UHPOPMAUUOHHOU OE30NACHOCHIU, COBEPULEHCMEOBAHUE UX NPABOBO2O0,
OP2AHU3AUUOHHO20, OnepamuHO-pa3vliCKHO20, Pa3eeovleameibHo20,
KOHmMppAa36e0vl6ameibHo20, HAy4YHO-MeEeXHUUeCcKoz2o, UHGOpMAUUOHHO-
AHATUMUYECKO20, KAOP08020 U IKOHOMUYUECKO20 00ecneueHu;

0) éblpadomka u peanuzauus mep 20Cy0apCcmeeHHOll NO0OEPIHCKU OPZAHUIAUUIL,
OCYUWEeCMENAIOUUX 0eAMEIbHOCHb N0 Pa3padomke, npou3e00Cmey U IKCHayamayuu
cpeocme oodecneueHus UHGOPMAUUOHHOU 0Oe30nacHocmu, no OKA3aHUI yciye 6
oonacmu obecneueHus UHGOpMayuoOHHOU Oe3onacHocmu, a MmakKxice Op2aHu3auuil,
OCYUWEeCMEIAIUUX 00pA308amMENbHYI0 0eAmeIbHOCHb 6 OAHHOU 001acmu.

(«loxkmpuna ungpopmayuonnou oezonacnocmu Poccuiickon @eoepavuuy
yTBepxkAcHa Yka3om [IpesuaenTta Poccniickoit deneparmuuot 05.12.2016 1. Ne 646)




Jaoauamu_20cyoapCcmeeHHblX 0P2aH08 8 _PAMKAX 0eAmeIbHOCHU N0 _DA38UMUI0
U_COBEPULEHCIMBOBAHUIO CUCHEMbL_00echeyeHus UHPOPMAUUOHHOU_De30nacHochu
ABIANOMCA

@) YKpenjieHue 8epmuKaiu ynpaeieHus u WeHmpaiu3ayus cul odecneuenHus
ungopmayuonnou - 0ezonacHocmu  Ha - (peoepaibHOM,  MEHCPEUOHAIbHOM,
PEUOHATBHOM, MYHUUUNAIbHOM YPOGHAX, a4 mMAK)MHce HA YpoéHe 00bEeKmoes
UHopmamuzayuu, Onepamopos UHGOPMAYUOHHBIX CUCIEM U CEMell C8A3U,;

0) coseepuiencmeosanue Gopm u mMemoooe 63aumMoOeUcmeuss cui obecnedeHus
UHDOPMAYUOHHOU 0€30NACHOCMU 6 UeNAX HOGbIUWEHUA UX 20MOBHOCMU K
NPOMUBOOCUCMEUI0 UH(OPMAUUOHHBIM YZPO3AM, 6 MOM YUCIE NYmeM pPezyaapHOo2o
npoeeoeHuUss mpeHupoBokK (yuenuit);

8) coeepuieHCmEOBaHue UHPOPMAUUOHHO-AHATUMUYECKUX U  HAYYHO-
MexXHUYEeCKUxX acnekmos ¢dynkyuonuposanusn cucmemul obecneueHusn
UHpoOpmayuonHou de3onacnocmu;

2) nosviuienue IPpPexkmusHocmu 63aumMoOeicmeus 20Cy0apCmeeHHblX 0p2anoes,
OP2AH08 MECMHO20 CAMOYNPABIACHUA, OP2AHU3AUUN U 2PANHCOAH NPU PeuleHUU 3a0ay
no ooecneyeHur) UHGOPMAUUOHHOU OE30NACHOCHU.

(«loxkmpuna ungpopmauuonnou vezonacnocmu Poccuiickon @eoepavuuy
yTBepkIeHa Yka3om [Ipesnnenrta Poccniickoit @eneparumor 05.12.2016 . Ne 646)




Jeamenvnocmo 20Cy0apCcmeeHHbLX 0p2aHo8 no obecneyeHuo
UHpOpMAUUOHHOIU 0Ee30NACHOCIU_0CHOBbLBACHICA HA C1eOVIOUUX NPDUHUUNAX .

@) 3aKOHHOCMb 00ULECMBEHHBIX OMHOUWICHUII 6 UHMOPpMAUUOHHOU chepe u
npasoeoe paBeHCmMEO 6cexX YUACMHUKO8 MAKUX OMHOWIeHUIl, OCHOBAHHbIE HA
KOHCMUMYUUOHHOM Npage 2paxcoan ce0000HO UCKamb, NOJIyuamsv, nepeoasamo,
nPOU3600UMb U PACHPOCHMPAHAMb UHGOPMAUUIO T11H00bIM 3AKOHHBIM CROCO00M,

0) KOHCmMpYKmMuUeHoe  e3aumooeiucmeue  20Cy0apCmeeHHbIX  OpP2aHOoe,
OP2AHU3AUUIL U 2PAXHCOaH NPU peuleHUU 3a0ay no odecneueHur) UHPOpMAyUoOHHOU
oe3zonacnocmu;

8) cooOnro0enue dananca mexcoy nompeoHoCmslo 2paxcoamn 8 C60000HOM 00MeHe
uHpopmayuen u 0ZpAHUYCHUAMU, CEAZAHHBIMU C HEOOX00UMOCMBIO 0OecneyeHus
HAUUOHAIbHOU 0e30naACHOCmU, 8 MOM YUC/le 8 UHPOpMayuOHHOU chepe;

2) OocmamoyHOCmb CUl U Cpeocmeé obecneueHus UHPOPMAUUOHHOU
Oezonacnocmu, onpeoenaemas 6 MmMOM UuUcle NOCPEOCHEOM HNOCHIOAHHO20
OCyuiecCmeneHus MOHUMOPUH2ZA UHPOPMAYUOHHBIX Y2PO3;

0) coOn00eHUe 00U EenPUHAHHBIX NPUHUUNO0E U HOPDM MENCOYHAPOOHO20 npasd,
MeHCOYHApPOOHbIX 002060p06 Poccuiickou Dedepayuu, a makxice 3aKOH00AmME1bCMEA
Poccuiickou @Deoepauuu.

(«loxkmpuna ungpopmauyuonnou oezonacnocmu Poccuiickonu @eoepavuuy

yTBepxkAcHa Yka3zoM Ipesuaenrta Poccniickoit denepamuuotr 05.12.2016 1. Ne 646)




Oonaoamenem __ungopmauuu moxcem 0Ovimov 2paxcoanun (uzuueckoe auuo),
opuouueckoe auuyo, Poccuiickaa @Dedepauyus, cyovexkm Poccuiickou  @Dedepayuu,
MYHUUURATbHOE 00pa3zoeanue.

QOonaoamens _ungopmavuu, eciu unHoe He npedycmompeno _heoepaibHvlmMu_3aKOHAMU,
enpaege.

1) paspewmamsv unu ozpanuuueamv O0ocmyn K uHnpopmayuu, onpeoenimsv NOPAOOK U
yciosus maKkozo 00Cmyna;

2) ucnonv3oeamv uHopmauuio, 6 MOM uuUcie PACHPOCHIPAHAMb ee, N0 CBOeMY
YCMOMPEHU,

3) nepeoasamov ungopmayuio opyzum auuam no 002060py Uil Ha4 UHOM YCHMAHOBIEHHOM
3AKOHOM OCHOGAHUU,

4) 3awumams YCMAHOBACHHbLIMU 3AKOHOM CHOCOOAMU C80U npaea 6 cayuae
HE3AKOHHO20 NOJIyYeHUs UHpopmayuu uiu ee He3aKOHHO020 UCNOIb306AHUA UHBIMU TUUAMU,

5) ocywmecmenamep unvle oeiicmeus ¢ ungopmayueil uiu papewiams oCyuiecmeneHue
makux oeicmeuil.

Oonaoamens ungopmayuu npu_ocyuiecme1leHuU cC6ouxX npas 00a3an:

1) coonwoams npasa u 3aKonmnvle uHMEPeECbl UHBIX TUY;

2) npunumams mepsvl no 3auiume ungopmauuu;

3) ocpanuuueamsv oocmyn K uHpopmauuu, eciu Mmaxas 00A3AHHOCHIb YCHIAHOGICHA
geodepanvnvimu 3axonamu.

Deoepanvuwiii 3axkon om 27.07.2006 Ne 149-D3 « Q6 ungpopmauuu, ungpopmauuonnwvix
mMexHOo102uAX U 0 3auwiume ungopmauuu (¢ peo. om 19.07.2018)




Opzanuzayusa o6e3onacnozo docmyna Kk cetu HHTepHeT ¢ pabounx MECT B OpraHu3aluu
6KI04aem 6 cefsa KOMIUIEKC TIPaBOBBIX, OPraHU3alMOHHBIX W TEXHUYECKUX MEPOIPHUITHUH,
HampaBJIEHHbIX HAa 0OOecreYeHue 3amuThl HHQOpMAMM OT HEMPAaBOMEPHOIO JOCTYIA, YHUUYTOXEHUS,
MOIU(PUIIUPOBAHUSI, OJIOKHUPOBAHUS, KONMMPOBAHUS, MPEIOCTABICHUS, PACIIPOCTPAHECHUS, @ TAKXKE OT
WHBIX  HENPaBOMEPHBIX  JEWCTBMM B  OTHOUICHHMM  TakoW  uH(opmaiuu;  coOJMIOneHUE
KOHOUACHIIMATBLHOCTH HMHGOPMAlIMM OrPAaHUYCHHOTO JIOCTYMa, pealu3alldio MpaBa Ha JOCTYH K
uH(opMaIuu.

Oonaoamenv ungopmayuu, onepamop UHOOPMAUUOHHOU CUCHEMbL 6  CIYHAAX,
YCmanoe1eHHbIX 3aKoH00amenvcmeom Poccuiickon @edepayuu, 06a3anvl odecnedyums.

1) mpenorBpamieHne HECAHKIIMOHUPOBAHHOTO JOCTyIa K MH(OpMamuu W (WiId) mepeaadn ce
JullaM, He UMEIOIIMM IIpaBa Ha JOCTYI K HH(OpMaIuy;

2) cBOEBpEeMEHHOE 00OHapyKeHHE (PAKTOB HECAHKITMOHUPOBAHHOIO JOCTYIIa K HH(POpPMAIINH;

3) mnpenynpexacHue BO3MOXKHOCTH HEOJArONPHUSATHBIX ITOCIACACTBHI HAPYIICHHUS IOPSIKa
J0CTyna K MHpopMaIuy,

4) HeOMYIIIEHWE BO3ICHCTBHSA HAa TEXHUYECCKHE CPEACTBA 00paObOTKH HH(POPMAIIHH, B Pe3yIbTaTe
KOTOPOT0 HapymiaeTcsi ux (yHKIIMOHUPOBAHUE;

5) BO3BMOXXHOCTh HE3aMEJINTEILHOTO BOCCTAHOBJICHHS WHMOOPMAITUH, MOIU(DHIIMPOBAHHON WU
YHUUYTOXEHHOM BCJICACTBUE HECAHKIIMOHUPOBAHHOTO JOCTYyIIA K HEH;

6) TOCTOSTHHBII KOHTPOJIb 332 00eCIICueHHEeM YPOBHS 3alTUIIICHHOCTH HH(MOPMAIIHH;

7) HaxoXJIeHHEe Ha Teppuropuu Poccmiickoii ®enepanmmu 0a3 JaHHBIX HHPOPMAIHH, C
HCIIOJIb30BAHUEM KOTOPBIX OCYILIECTBIAIOTCS cOOp, 3aMUCh, CUCTEMATU3allUsl, HAKOTUJICHHE, XPaHEHUE,
yTouHeHUE (OOHOBJICHHUE, W3MEHEHHUE), M3BJICUYCHUE MEPCOHAIBHBIX JIaHHBIX TrpaxiaaH Poccuiickoin
denepanuu.

Deoepanvuwiii 3axkon om 27.07.2006 Ne 149-D3 « Q6 ungpopmayuu, ungpopmauuonnwvix
mexHo02uaAx u o 3auwgume ungopmayuu (6 peo. om 19.07.2018)



K npaeogvim meponpusmuam omHOCUMCA PA3padomKa 6 Op2aHu3auuy_HOpMamueHo-
npaesoevlx 0OKYMEHMO08, KOmMopuvle Onpeoesiiom.

- HOPSO0K MOAKIIOYCHUS aBTOMATU3UPOBAHHBIX Pa00YHX MECT COTPYAHMKOB MPEAIPHUITHS
K cetu IHTEepHET;

- Ha3HAYEHHE JOCTyNa K pecypcam cetu MHuTepHerT;

- PETUCTPAIMIO MOJIb30BATES;

- OrpaHUYeHHs P padoTe B ceTu HTEpHET;

- oOpallieHHe B Ipyrue OpraHu3aliy OT UMEHH YUPEKICHUS;

- KOHTPOJIb UCITOJIb30BaHUS PECYPCOB c€TU HTEpHET.

OoHum u3z maxkux 00KymeHmoe moxcem ovimo «llonoixcenue o nopaoke noOKaI0O4UeHUA U
paoomovl aemomamu3upoBaAHHBIX pPaAdOUUX MeCHl COMPYOHUKO8 NPEOnpusmus 6 cemu
Humepuem).

K opzanuzauuonnvim meponpusmuam OmHOCUMCA MEPONPUANUA KOMODbIE:

- ONpPEACTAIT TMOPSAJAOK MOJAKIIOYEHUS pabOYuX MECT COTPYAHMKOB K MEXKIYHApOIHOU
cetu HTEpHET U pernaMeHTUPYIOT UCII0Ib30BaHUE CETU VIHTEpHET B YUPEKACHUH;

- HampaBjI€Hbl Ha TOBBIMICHUS 3(DPEKTUBHOCTH PadOThl COTPYAHHUKOB, HCIIOJB3YHOIIUX
AJIEKTPOHHBICE HMH(POpPMALIMOHHBIE PpeCcypchl [NMOOaNbHOM ceTh VIHTEepHEeT, U  ypOBHS
nH(pOpMallMOHHOW  0€30MacHOCTH  JIOKAJIbHOW  HMH(POPMALIMOHHO-BBIYMCIUTEIBHON  CETH
YUpEKICHUS,

- YCTaHABJIMBAIOT IOCTOSHHBIM KOHTPOJb M CIHeHu(UKaAlMIO BHAOB HHPOpMAIMU, K
KOTOPOM pa3pelieH J0CTYH TOMY WX HUHOMY PaOOTHUKY.




K mexnuueckum meponpuamuiam _OmHOCUMCA _MEPORPUAMUA_NO 8blOOPY U
YCHAHOBKE  MEXHUUECKUX _ YCHMPOUCHE U UH(OPMAUUOHHBIX  MEXHOI02Ull
(annapamuo-npocpamMmHblX CPeOCcHi8) KOmopwvle no360A10H OCYULECHBIIAMD:

- HACHTU(PUKALINIO U ayTCHTU(PUKALNIO CYOBEKTOB JIOCTYIIAa U OOBEKTOB JIOCTYIIA;

- yIpaBlieHHe JOCTYIIOM CyOBEKTOB NIOCTyna K oObeKTam mocTyna (KOHTEHT-
buibTpanus HHPOPMAIUHN);

- OTPAaHUYEHUE TPOTPAMMHOM CPEIBI;

- 3aIIATa MAIIIMHHBIX HOCUTEJIEH NH(OPMALIUY;

- perucTpanus coObITUH 0€30MaCHOCTH;

- AHTUBUPYCHAs 3aIlUTA,;

- 0OHapy>keHue (NMpeI0TBPAILICHUE) BTOPKEHUM;

- KOHTPOJIb (aHAJIN3) 3alIUIIEHHOCTH NH(OPMALIUH;

- 00ecrneyeHue eJIOCTHOCTH MH(POPMAILTMOHHON CUCTEMBI;

- 3aIUTa CPEJIbl BUPTYIU3AINH;

- 3aIIATa TEXHUYECKUX CPEJICTB;

- 3amuTa MHQPOPMAIIMOHHOW CHUCTEMBI, €€ CpPEICTB, CUCTEM CBS3W U MEpeaadu
JTAHHBIX;

- BBISIBJICHUE HHIIUJCHTOB (OJIHOTO COOBITHS WM TPYIMbI COOBITHI), KOTOpBIC
MOT'YT TIPUBECTH K COOSIM WM HAPYUICHUIO (PYHKIIMOHUPOBAHUS WH(POPMAIIMOHHOM
CUCTEMBI,

yIpaBjieHUE KOHUTYypalyel nHPOPMAITMOHHON CUCTEMBI.
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B cBsi3u ¢ HapacTarouM o0aJbHBIM IPOIIECCOM aKTUBHOTO (DOPMHUPOBAHUS U
ITMPOKOMACIITAOHOTO HCIOJIB30BAaHUSI MH(POPMALIMOHHBIX peCcypcoB ceTth HHTepHeT
ocobo€ 3HadeHue mnpuolOperacT UHPOpMAIMOHHAs O€30MaCHOCTh OpraHU3alNi,
OPEANPUATHI U YUPEKICHUM, U B IEPBYIO O4Epeib 00pa30BaTEIbHBIX YUPEKICHUMN IS
JNETEU U MOJIOJIEXKHU.

Jns 5THX 1ener UCHOJb3yeTCsl MporpaMMa OTpaHWYEeHUs BEO-KOHTEHTA (aHIUI.
Content-control software nau web filtering software), kotopast mo3BoJiseT OJIOKHPOBAThH
BE€O-CalThl C COACPKUMbBIM, HE MPEAHAZHAYCHHBIM IS TPOCMOTpa. Tak Ha3bIBa€MbIN
KOHTEHT-(OUIBTP.

KoHTeHT-QUIbTp — 3TO YCTPOWCTBO WM NIPOrpaMMHOE oOecredeHue s
(UIBTpAIMU CAUTOB MO HMX COJACPKUMOMY, HE IO3BOJISIONIECE MOJYYHUTh JOCTYI K
ONPENCIEHHBIM caWTaM WM yciayraM ceth HarepHer. Cucrema IO3BOJISIET
OJIOKMPOBaTh BeO-CAlTHI C CONEPIKUMEBIM, HE MPEIHA3HAYCHHBIM IS IIPOCMOTPA.

KoHTeHT-QunbTp paboTaeT MO CTAaTUCTUYECKOMY IIPUHIUILY, TO €CTh
MIOACUYMUTHIBACT 3apaHee OIMPEHCIEHHBIE CIJIOBA TEKCTA U OIPEACIAET KaTeropuro, K
KOTOPOU OTHOCUTCS COAEPKUMOE CAUTA.

[lenpt0 Takux YCTPOUCTB MM MPOTPaMM SBISIETCS OrPAHUYEHUE HOCTYyIla B
NHTEepHET s WIKOJ, NPEANPUATUNA, PETUTUO3HBIX OpraHu3alui U T. A. Yalie Bcero
KOHTEHT-(WIBTPBI UCHOJIB3YIOTCS JJIsi OTPAHUYEHUS TOCTYTA ISl JIETEN U IIOAPOCTKOB,
B y4eOHBIX 3aBEJCHHUAX, OHMONMMOTEKaXx M Ha paboumx MecTaXx B Pa3IUIHBIX
YUPEXKACHUAX, a TAK)KE UTPOBBIX KJIyOax U uHTEpHET-Kade.



https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%BD%D0%BE%D0%B5_%D0%BE%D0%B1%D0%B5%D1%81%D0%BF%D0%B5%D1%87%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%A1%D0%B0%D0%B9%D1%82
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82
https://ru.wikipedia.org/wiki/%D0%A0%D0%B5%D0%B1%D1%91%D0%BD%D0%BE%D0%BA
https://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D0%B4%D1%80%D0%BE%D1%81%D1%82%D0%BE%D0%BA
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82-%D0%BA%D0%B0%D1%84%D0%B5

[IporpaMMHBI€ CpEICTBA 3alIWThl MH(OpMAIIMK BKJIOYAIOT MPOrpaMMbl ISl HACHTU(PUKAIIUU
MOJIb30BaTeNIe, KOHTPOJS JOCTyma, mudpoBaHus HHOOpPMAIMK, YAaJICHUS OCTaTo4HON (pabodeii)
uH(popMaru TUMa BpeMEHHBIX (haiJIoB, TECTOBOTO KOHTPOJISI CUCTEMBI 3aIIUThI U JAP.

[IpeuMy1iecTBa TPOTrpaMMHBIX CPEACTB — YHUBEPCAIBHOCTb, TMOKOCTh, HAJEKHOCTh, MPOCTOTA
YCTaHOBKH, CIOCOOHOCTh K MOAU(UKAIIUU U PA3BUTHIO.
Henocratku — orpaHuueHHass (PYHKIHOHAJIBHOCTh CETH, HCIOJb30BAHHE YacTU PecypcoB (haiii-

cepBepa M pPabOYMX CTaHIUM, BBICOKAs YYBCTBUTEIBHOCTh K CIyYallHBIM WU MpeIHaAMEPECHHBIM
W3MEHEHHSIM, BO3MOXKHAsI 3aBUCHUMOCTh OT THUIIOB KOMIIBIOTEPOB (MX ammapaTHBIX CPEACTB).

3ammTa Ha YpOBHE ammaparypbl U MNPOrPAaMMHOTO OOECTeUeHHUs IMpeaycMaTpUBacT YMpaBICHUE
JOCTYIIOM K BBIYMCIUTEIBHBIM pecypcaM. 3allluTa Ha ypOBHE JaHHBIX HaIpaBlieHa Ha 3allUTy MH(popMaIuu
Ipu 00OpallleHUH K Hel B Iporiecce padboThl U Ha 3alUTy UHGOPMAIIMU TIPH €€ Tiepeade Mo KaHajlaM CBSI3H.

CpelncTBa perucTpaiuy, Kak U CPeACTBa KOHTPOJS JAOCTYIa, OTHOCATCS K 3(PGEeKTUBHBIM METOJaM
samuThl oT HCJ[. OnHako, eciny cpencTBa KOHTPOIS JOCTyIa MpeaHa3HAYCHBI ISl IPEAOTBPALICHHUS TaKUX
JEUCTBUM, TO 3a/1a4a PETUCTPALIN — OOHAPYKUThH YK€ COBEPIIICHHBIC JCHCTBUS.

Omna u3 3amad obOecreueHUs: 0e30MacHOCTH MHMOpMAIMU JJi BCEX CIIydaeB IMojib30BaHus OBM
SABISICTCSL 3auguma uH@oOpmayuu om paspyuwieHus, KOTOPOE MOXKET MPOU30NUTH NpPHU TOATOTOBKE U
OCYIIIECTBIICHNHN KaKUX-TM00 BOCCTAHOBUTEIBHBIX MEPOIIPHUATHIA.

Oco0y10 0MacHOCTh MPEICTABISIOT HPOZPAMMbBL-BUPYCHL, KOTOPHIC CO3AAIOTCS JJIsi HAPYIICHUS PA0OTHI
KOMITBIOTEPOB — BILIOTH JIO CTUpaHUs WHPopMaIuy.

Jlns oOHapyXeHHs U YHaJIeHUsS BHPYCOB CIyXarT anmueupycel. OHU TOAPA3ACISIOTCS Ha
CIICIIMATIM3UPOBAHHBIC W YHUBEpCalbHblE. Pasznuume 3akirodaeTcss B TOM, YTO CIEIMATIU3UPOBAHHBIC
aHTUBUPYCHI MOTYT OOPOTHCS TOJABKO C YK€ HAMMCAHHBIMU BHUPYCaMH, a YHUBEPCAJbHBIE — U C CIIe HE
HalmuCaHHBIMU. W3 yHHBEpCAIbHBIX AHTUBUPYCOB OOJBIIOE PACTIPOCTPAHCHHUE HMMEIOT PE3UICHTHBIC
AHTUBUPYCHI W TPOTPAMMBI-PEBU30PHI. Kpome Toro, mjis 3amuThl OT BUPYCOB MCIOJB3YETCS KOMILICKC
Pa3JIMYHBIX OPraHU3AIMOHHBIX MEPOTPUSTHH.




Cdhepbl NporpaMMHoON 3aLKTb

/

3aLWmMTa AaHHBIX

/

|

\

3aluuMTa NporpamMm

[

CoxpaHeHue
KOHMDUAEHLMANBHOCTH

CoxpaHeHue ObecneyuBaeT AsnseTcs
LENOCTHOCTH KayecTBo 06paboTKu KOMMepuecKoi
NlaHHbIX TaNHOW

Hawnbonee ya3euma
AN
3N0YMbILLNEHHMKA

OcHoenbvle Hanpaelenus uCnoib306aHUA npoepwmnuod 3auiuniol uud)opfmmuu:

3amurta nHdopmanuu ot HC/I,
3al{dTa MPOrpamMM OT KOITUPOBAHMS,
3amyTa MHQOpMalluu OT pa3pyIIeHus,
3ayura MHQOpMalluu OT BUPYCOB,
3alyTa IIPOorpaMM OT BUPYCOB,
IIporpaMMHas 3alluTa KaHajJoB CBS3H.




Ilpozpammnsie cpeocmea 3auwgumaol uHopmayuu 0enamcsa Ha.

- BCTPOEHHBIE CPEJICTBA 3AIUTHI HHOOPMAIINH;

- aHTUBUPYCHBIC IPOTrPaMMBI (AHTUBHPYC) - Mporpamma st OOHAPYKEHHSI KOMITBIOTEPHBIX BUPYCOB H
Je4eHus MHPUIMPOBAHHBIX (DAWIIOB, a TaKXKe I MPOPUIAKTUKHU - TMPEAOTBPAIICHUS 3apakeHus (QaiioB
WJIU ONIEPALIMOHHOM CUCTEMBbI BPEJJOHOCHBIM KOJIOM,;

- cHelMaIN3UPOBAHHbBIC MPOTrPaMMHBIE CPEACTBA 3allIUThl MHOOPMAIIMU OT HECAHKIIMOHUPOBAHHOIO
noctyna (00Ja7arT B IIEJI0M JIYYIITUMHA BO3MOXXHOCTSMU U XapaKTEPUCTUKAMH, YeM BCTPOEHHbBIE CPECTBA).
Kpome mporpamm mudpoBanus U KpUNTOTPAPUIECKUX CHUCTEM, CYIIECTBYET MHOIO IPYTHUX JOCTYITHBIX
BHEIITHUX CPEACTB 3aIUThl HHPOPMAIIUH.

- MEKCETEBBIC KPaHbI (TaKXe Ha3bIBaeMble OpaHaMay3paMu WK (aipBomamu). Mexay JOKaIbHOU H
100aTbHOM CETSIMM  CO3/Ial0TCS  CIICIIMAJIbHbIC MPOMEXYTOUHBIE CEpPBEPHI, KOTOPHIE HHCIEKTUPYIOT U
(GUIBTPYIOT BECh MPOXOMASIINN Yepe3 HUX TpadUuK CETEeBOTrO/TPAHCIIOPTHOTO YPOBHEU. DTO MO3BOJISET PE3KO
CHU3UTh YIpo3y HECAHKIMOHUPOBAHHOTO JOCTyIla WM3BHE B KOPIOPATUBHBIE CETH, HO HE YCTPAHSAET ATy
OMAacCHOCTh TMOJIHOCTBHIO. bosiee 3amuiieHHass pa3HOBUIHOCTh METOJa — 3TO CHOCO0 Mackapaja
(masquerading), korma Bech UCXOMSAIINN U3 JIOKAJIbHOM ceTh Tpaduk noceiiaeTcs ot umeHu firewall-cepsepa,
nenast T0KaJIbHYI0 CETh MPAKTUYECKU HEBUIUMOM.

- proxy-servers (proxy — H0BEpEeHHOCTh, JOBEPEHHOE JIHI0). Bech Tpaduk ceTeBoro/rpaHcmopTHOrO
YPOBHEUW MEXY JIOKAJbHOU U IT100abHON CETAMU 3aNpeIlacTCs MOTHOCTHIO - MapIIPyTHU3AlIUs KaK TaKoBas
OTCYTCTBYET, a OOpalieHus] U3 JOKaJIbHOU CETH B IJI00ATBHYIO MPOUCXOIAT YEpe3 CHElUATbHBIE CEPBEPHI-
nocpeauuku. O4YeBUIHO, YTO MOpH ATOM OOpallleHuss U3 MIO0aJbHOM CETH B JIOKAJIbHYIO CTaHOBATCS
HEBO3MOXXHBIMU B MPUHIMIIE. DTOT METOJl HE JAET JIOCTATOYHOM 3alllMThl MPOTUB aTak Ha 0ojiee BHICOKHUX
YPOBHSX - HAallpUMeEp, Ha YPOBHE MPUIIOKEHUs (BUPYCHI, KoA Java u JavaScript).

- VPN (BupTyasibHasi 4acTHasl C€Th) MO3BOJSIET MEPEaBaTh CEKPETHYIO MH(GOPMALIMIO Yepe3 CETH, B

KOTOPBIX BO3MOXHO MPOCIYIIMBAHUE TpaduKka MOCTOPOHHUMH JitofibMU. Mcnionb3yembie TexHomaoruu: PPTP,
PPPOE, IPSec.




MNporpaMMHble
cpeacTsa 3awuThl

OnpeaeneHune Pervctpauus
Hig::":ﬂ:gf:xm npas KS:;E?:" cpeacts u ::J;‘;;ﬁ’;ﬁ:ﬂea curHanusaumsa o | | Bcnomoratens-
cpencTs, 3anau, TEXHUYECKMUX TEXHUYECKNX nonb3oBaTenen 2V nocne HeCaHKLMOHUPO-| | Hble nporpamMmbl
MaccUBOB W CpeacTB, CpencTs u npu oﬁpaGQTKe 33BepLICHNS BaHHbIX pa3nnyHoro
nonb3oBarenen 3ahad n NONL3OBATENA] 3aKpbITON AENCTBUAX Ha3HaueHus
nonb3oBarenei nHdopMaumm paboTel
KoHTpone paboTsl | | ABTOMatuyeckoe
MexaHu3ma npocTtasneHne
3aWmTbl rpuda




3awuma ungopmauuu om HeCAaHKUUOHUPOBAHHO20 00CMYNA

Jns  3alMThl  OT YY)KOro BTOPKEHHS 00s3aTEIbHO IPEayCMaTPUBAKOTCS
ompeAciaeHHbIe Mephl Oe3omacHOoCTU. (OcoOble  (QYHKIMH, KOTOpPbHIE JIOJKHBI
OCYIIECTBISATHCS IPOrPAMMHBIMU CPEACTBAMH, ITO:

- uAeHTU(PUKALINSA OOBEKTOB U CYOBEKTOB,

- pasrpaHuyeHue (MHOINA TOJHAs W3OJISLIMSA) JIOCTyNa K BBIYUCIUTEIbHOU
TEXHHKE,

- KOHTPOJIb M perucTpanus AeUCcTBUi ¢ HHbOpMaIMe U IporpaMMaMH.

B npouenypax uaeHTH(PUKALIMNA UCTIOJIB3YIOTCS Pa3IUYHBIE METO/bI:

- IPOCTBIE, CI0KHBIE U OJHOPA30BbIEC TTAPOJIH,

- 0OMEH BOIIPOCAMH U OTBETAMM C aJIMUHUCTPATOPOM,

- CPEACTBA aHAIM3a MHIAUBUAYAIBHBIX XapaKTEPUCTHK,

- KJIFOYM, MAarHUTHBIE KapThl, 3HAYKU U T.1.,

- CIICIMAJIbHBIC UACHTU(PUKATOPHI WX KOHTPOJIbHBIE CYMMBI JIJISI allnapaTryphl.

ITocne naeHTudUKAIMY 3alIuTa OCYIIECTBIAETCS Ha 3 YPOBHSIX:

- anmaparypsbl,

- IPOrPaMMHOI0 00€CIeUYeHU,

- JIaHHBIX.



Knaccugpukayua cucmem 3auyumot 0m HeCAaHKYUOHUPOBAHHO20 00Cmyna
Cucrtembl 3allUTHl KOMIIBIOTEpPA OT YYXKOTO BTOPKEHUSI BeChbMa pPa3sHOOOPa3HbI
KJIACCU(PUIIUPOBATHCS 1O CIASAYIOIIUM TPYIIIaM:

U  MOTYT

- CpelICTBa COOCTBEHHOM 3aIIUTHI, MPEIYCMOTPEHHBIE OOIIIMM MIPOTPAMMHBIM 00€CTICUCHUEM;
- CPE/ICTBA 3AIIUTHI B COCTABE BHIYMCIUTEILHON CUCTEMBI;
- CPE/ICTBA 3aIIMTHI C 3aITPOCOM MH(OPMAIIHH;

- CPEACTBA MACCUBHOM 3aIUTHI U T.]I.

_—

CpeactBa
cob6CTBEHHOM
3alMThl

INeMeHTbl 3alMThl,
npucyLLune camomy
NporpaMmMHOMy
obecneyeHnio unu
conpoBoXxaawLue
ero npoaaxy
W NpenaTcTeyoWwme
HE3aKOHHbIM
OENCTBUAM

CpeactBa NporpaMMHOM 3aLUNTbI

CpeacTBa 3aWiuThl
B COCTaBe
BbIYNCNUTENBHOMN
CHUCTEMBI

CpencTBa 3alUMThI
annapaTtypbl, ANCKOB U
WTATHbLIX YCTPONCTB.
Mpwn ncnonb3oBaHUm
Takux CpeacTe
onepauuoHHasa cpeaa
B OT/IMYME OT LUTATHOro
PEXWUMa MOCTOAHHO
N3MEHAETCA, NOCKONbKY
BbINONHEHWE
nporpamMM 3aBUCKT
OT onpegeneHHbIX
AEUCTBUNA,
cneuransHbIX Mep
NpeaoCTOPOXHOCTEN
n YCNOBUWWA,
rapaHTUpYroLWMX
3aWmTy

Cpeactea 3awmnThl

— C 3anpocom —

WHboOpMaLMun

TpebyioT aAns ceoei
paboTkl BBOAA
LOMONHUTENbHOW
WHMOPMaLMK C Uenblo
naeHTUdUKaumm
NOSIHOMOYMIA
nonb3oBarenen

Cpeactea

— aKTUBHOW —

3alluUTbI

NHuunupyroTcs
NpW BO3HMKHOBEHWHK
0cobbIX 06CcTOATENLCTB:
- BBOAE HENPaBWALHOIO
napons
- YKa3aHuu
HenpaBWIbBHOW AaTbl
WNU BpEMeHHU
npu 3anycke
nporpmMamMm
- NONbITKax AocTyna K
MHbOpMaLMK
6e3 paspeweHua 1 T.n.

o

CpeacTea

— NaccUBHOM —

3alMUThI

HanpaeneHbl Ha
npeaocTepexeHue,
KOHTPOJb, MOUCK YNMK U
AOKa3aTeNbCTB C Uenblo
co34aHns 06CTaHOBKM
HeoTBpaTUMMOro
pacKkpbITUA
npecrynneHus




3amura uHGoOpMaLIUU OT KONMMPOBAHUSA

Jawmguma  ungopmauyuu  om - KORUPOBAHUA  PeaIU3YEemMCA
8bINOJIHEHUEM pAOaA (QYHKUUI, ACNAIOWUXCA 00WUMU O 6CeX
cucmem 3auiumol

UICHTU(UKALAS CPEABI, U3 KOTOPOU OYAET 3aIyCKaThCs MporpamMmma,

ayTEHTU(HUKALIUS CPEIbI, N3 KOTOPOH 3alyIlieHa IIporpaMma,

peaKkysl Ha 3aIllyCK M3 HECAHKIIMOHWPOBAHHOW Cpelibl (CBOJAMTCS K
BbIJa4€ COOOIICHUM),

perucTpanus CaHKIMOHUPOBAHHOIO JOCTYIIA,

HPOTUBOJICHCTBUE U3YUYCHHUIO AJITOPUTMOB PAOOThI CHCTEMBI.



3amuTa nepcoHaJbHbIX JaHHbIX PA00THUKOB
KaK OMH U3 CI0C000B o0ecneueHus
Kudepoe3onmacHoCTH,
NPOTUBOACHCTBUSA COBEPIICHUIO BO3MOKHBIX
TEPPOPUCTHUYECKUX AKTOB.

PenepabHbii 3aK0H 0T 27.07.2006 Nel52-D3
«O mepcoHANbHBIX JaHHBIX)»



OcHOBHBIC HOPMATHBHO-NIPABOBbIE AKTHI,
perjiaMeHTHpYyomue padory ¢ NepcOHANTbLHBIMHU JAHHBIMU

1. Deoepanvubtii_zakon_om_27.07.2006  Ne 149-dD3 «06 ungpopmauyuu, ungopmayuorHHnwvix
MEeXHON0ZUAX U 0 3auiume UHGoOpMayuu

2. Deoepanvustii 3akon om 21.07.2006 Ne 152-D3 «O nepconanbHblX OAHHBIX)

3.  Iocmanosnenue Ilpasumenvcmea P® om 21.03.2012 No 211 «O6 ymeepirtcoenuu nepeuns
Mep, HAanpaeieHHvIX Ha obecneueHue GbINOJAHEHUA O00A3AGHHOCHMEll, NPedyCMOMPEHHBIX
Deoepanvhbim 3akoHom «O NEPCOHATBHBIX OAHHLIX) U HPUHAMBIMU 6 COOMEEHMICHIBUU C HUM
HOPMAMUBHBIMU NPABOBLIMU AKMAMU, ONEPAMOPAMU, AGTAINOUWUMUCA 20CYO0APCMECHHBIMU UU
MYHUUURATLHOIMU OP2AHAMU)

4,  Ilocmanosnenue Ilpasumenvcmea  P® om_01.11.2012 Ne 1119 «O6 ymeepicoenuu
mpeoosaHuil K 3auiume NEPCOHAIbHBIX OAHHBIX NPU UX 00pAdOMmKe 8 UHPOPMAUUOHHBIX CUCHEMAX
NEePCOHAIbHBIX OAHHBIX)

5. IHpukaz3 @CTIK PD® om_11.02.2013 N 17 «0O6 ymeeprcoenuu Tpebosanuii o 3aujume
uHgopmayuu, He cocmaenaOuiell 20Cy0apCmMeEeHHyI0 MAilHy, CO0EPHCAueics 6 20Cy0apcneeHHbIX
UH(OPMAUUOHHBIX CUCHEMAX)

6. Ipuxaz @CTIK PD® om 18.02.2013 Ne 21 «O6 ymeepircoeHuu cocmaga u co0epiHcanus
OP2AHU3AUUOHHBIX U MEXHUUECKUX mMep no odecneuenuro 0e30nacHOCmu nepcoHalIbHbIX OAHHBIX
npu ux oopadomke 6 UHGPOPMAYUOHHBIX CUCMEMAX NEPCOHATIbHBIX OAHHBIX)

(. Ipuxkaz @®CHb _P® om_10.07.2014 Ne 378 «O6 ymeepicoenuu cocmasa u cooepicanus
OP2AHU3AUUOHHBIX U MEXHUUECKUX Mep no obecneueHuro 0e30nacHOCmu nepcoHaIbHbIX OAHHBHIX
npu ux oopadomke 6 UHPOPMAUUOHHBIX CUCHIEMAX NEPCOHATIbHBIX OAHHBLIX C UCHONAb30BAHUEM
cpeocme  Kpunmozpaguueckoii  3augumsl  UHGOpMaAuuu, HEOOXO0UMbBIX O GbINOJIHEHUA
ycmanoeneunvix Ilpaeumenvcmeom P® mpebdosanuit k 3auiume NEPCOHANbHLIX OAHHBIX OJiA
Kax#c0020 u3 ypoeHeul 3auju{éHHOCmU




Ilepconanvuvie dannvie — nobas ungopmayus, OMHOCAMAACA NPAMO WU KOCEEHHO

ONPeoe1EHHOMY UU Onpeodenaemomy usuueckomy auuy (cyovekmy nepcoHaIbHblX OAHHDBIX).
Deoepanvhoii 3ak0n om 27.07.2006 Ne 152-D3 «O nepconanvbHblX OAGHHBIX)

CyObEeKT MEPCOHAIBHBIX HAHHBIX — (U3UYECKOE JIMIIO, KOTOPOE MPSIMO MW KOCBEHHO
ONPEIECIICHO WX OINPEAEISIEMO C IIOMOIIBIO TEPCOHATBHBIX JaHHBIX.

Takum o00pa3om, JejlaeM BBIBOJ, 4YTO HH(pOpMaIUsi, KOTOpas NpsSIMO WM KOCBEHHO HE
yKa3bIBA€T HA KOHKPETHOE (PU3MUYECKOE JIUIO0 NEPCOHATbHBIMU JIaHHBIMU HE SIBJISICTCA.

Onepamopwt u unvle auUa, NOaYYUCUIUE OOCHYN K HEPCOHATbHBIM OAHHBIM, 00A3AHbBL He
PACKpbleams mpemvum JUUAM U He PACHPOCMPAHAMb NEPCOHATIbHbIE OAHHble 0e3 co2nacus
CyOveKma nepcoHanbHbIX OAHHBIX, eC/lU UHOE He NPedyCMOmMpPEHO hedepaibHbIM 3AKOHOM.

Xpanenue nepcoHanbHblX OAHHBIX O0IAHCHO OCYULECMBIIAMBCA 6 (hopme, NO3601AI0ULElH
onpeoeaums Cy0beKma nepcoHAIbHLIX OAHHBIX, He 00buie, Uem 3Imo20 mpeodyom uenu
00padomKu nepcoHaIbHbIX OAHHBIX, €CAU CPOK XPAHEHUA HNEPCOHANbHBIX OAHHBIX He
ycmanoenex geoepanvrvim 3AKOHOM, 002080pOM, CHOPOHOIL KOmopoz2o,
8blc000Nnpuodpemamenem ujiau  nopyuumenem no - KOMOPOMY  A6AAemMCA  CYObeKm
nepconanvuulx  Oannvix. QOoOpadamovieaemvlie  nNEPCOHAIbHbIE  OAHHbIE  NOOJIEHCAm
YHUUMOMNCCHUIO TUO0 00e3TUYUCAHUI0 NO OOCHIUNCEHUIO Uenell o0padomku uau 6 ciay4ae
ympampl He00X00UMOCHMU 6 O0CHUNCEHUU IMUX Uenell, eclu UHoe He NnpedycMompeHo

gheodepanvrvim 3aKoHOM.
Deoepanvhoiii 3ako0n om 27.07.2006 Ne 152-D3 «O nepconanbHblX OAGHHBIX)




[lepcoHanbHbIE MaHHBIC, B 3aBHUCUMOCTH OT IeJed HuX 00pabOTKH, MOXHO
pPa3AEInUTh HA HECKOJIBKO KAaTETOPHUNA:

- OOIIIEeNOCTYIHBIE (JaHHBIE, TOCTYN K KOTOPHIM MPEAOCTABICH HEOrPAHUYECHHOMY
Kpyry JHI[ C CcOIJlJachsi CyObEKTa II€pCOHAJBHBIX JAHHBIX WA Ha KOTOphIE B
COOTBETCTBUM C (eAepadbHbIM 3aKOHOM HE PpPaclpOCTPAHSIOTCA TPeOOBaHUSA
COOJIIOICHUSI KOH(DUAECHITUAIBHOCTH);

- crnenuagbHble  (KacarolMEecs PacoBOM, HAIMOHAJIBLHOM  MPHUHAJICKHOCTH,
HOJIMTUYECKUX B3IVISIJIOB, PEIUTHO3HBIX M (PUIOCOPCKUX YOEKICHUN, COCTOSHUSA
3JI0POBbSI, HHTUMHOM >KU3HU);

- OMomMeTpHuYecKre (XapakTepusyromue (GU3NOJIOrHYeCKUE OCOOCHHOCTH YEJIOBEKA
¥ Ha OCHOBE KOTOPBIX MOKHO YCTAHOBHUTbH €0 JINYHOCTH).

Onepamop  nepcoHAIbHLIX  OAHHBIX -  20CYOAPCMBEHHBIU  OP2aH,
MYHUUURNATIbHBLIL OpP2aH, 0pudUuecKkoe uiu @Quiuueckoe Jauyo, camocmoame1bHo
UIU COBMECMHO C Opy2uUMU JAUUAMU Op2aHusylowiue u (uiu) ocyuwiecmensaouiue
00padOmMKy NepcoHANIbHBLIX OAHHBLIX, @ MAaK}ce onpeoeiaruiue uyeau 00padomKu
NePCOHAIbHBIX OAHHBIX, COCMAE NEPCOHATbHBIX OAHHDBIX, NOOJIEHCAUUX 00padomKe,
oeiicmeus (onepauuu), cogepuiaemvle ¢ NePCOHATbHLIMU OAHHBIMU.

Deoepanvhwtii 3axkon om 27.07.2006 Ne 152-D3 «O nepconanbHblX 0AGHHBIX)




Oopabomka nepcoHanvbHLIX OAHHBIX - JII0O0e Oelicmeue (onepauus) uiu COB0KYRHOCHLb
oelicmeuil (onepayuil), coeepuiaemvix ¢ UCHOIb30GAHUEM CPEOCHmE ABMOMAMU3AUUU UdU 0e3
UCROIb306AHUL MAKUX CPEOCME ¢ HEPCOHANbHLIMU OAHHBIMU, 6KIKUaAs CcOOp, 3anUCh,
cucmemamu3sayuio, HaAKONjieHue, XpaHeHue, ymouynenue (00Ho61eHUe, UIMEHEHUE), U36/leueHue,
ucnonvzoeanue, nepeoauy (pacnpocmpanenue, npeoocmasjieHue, 00cmyn), o0b0e31uduUeanue,
O10KUpoeanue, yoanenue, yHUUmMONceHue nepcoHaIbHblX OAHHBIX.

IpuHOuNbI 00PA0OTKHU MEPCOHAIBHBIX JAHHBIX

1. Ob6pabomka nepcoHanbHBIX OAHHBLIX OO0JHCHA OCYUWLECMEIAMbCA HA 3AKOHHOU U
CnpageodIueoll ocHoge.

2. Qopabomka nepcoHANbHLIX OAHHBIX OO0JIHCHA  OCPAHUUUBAMBCA  OO0CHIUNICCHUEM
KOHKDEmHbIX, 3apaHee oOnpeoelieHHvlx u 3aKkoHHvlx uenei. He oonyckaemca oopabomka
nepPCcoHANbHBIX OAHHBIX, HECOBMECMUMAS C UETAMU COOPA NEPCOHATbHBIX OAHHBIX .

3. He oonyckaemca o0veounenue 0a3 OAHHbBIX, COOePIHCAUUX NEPCOHATbHBIE OAHHbLE,
00padbomKa KOMopPwvIX OCYUieCmens1emcs 8 Yeax, HeCOBMEeCHUMbBIX MeHcdy CO0OIl.

4. Oopadbomke noonexcam mojibKO NEPCOHAIbHbIE OAHHblE, KOMOPble OMEEUAlOm UEIAM UX
oopadbomku.

5. Cooepycanue u 00vem o00padbamvieaemvix NEPCOHATbHBIX OAHHBIX  OOJNHCHDL
COOMEEMCmMeE08ams 3a:16,1€HHbIM yeaam oopadomku. Oopadamovieaemvle nepcoHaIbHbIE OAHHbIE HE
00/191CHbL ObIMb U30BIMOUHBIMU NO OMHOWEHUIO K 3AABIEHHBIM YeAM UX 00padomKu.

6. Ilpu ooOpabomke nepcoHANbHLIX OAHHBIX OO0JHCHbL OblMb 00ecneueHvl MmMOUYHOCHIb
NEPCOHANBbHBIX OAHHBIX, UX OOCHAMOYHOCHDb, d 6 HEOOX0OUMBIX CAYUAAX U AKMYAIbHOCHb HO
OMHOUIEHUI0 K UEIAM 00padoOmKu nepcoHanbHuvlx Oanubvlx. Onepamop O001>ceH NPUHUMAMD
Heo0xo00umvle mepvl 1UOO 0obecneuusamep UX NPUHAMUE NO YOATEHUIO UNU YHMOYHEHUI) HEeNOJIHbIX
WU HEMOYHDBIX OAHHDIX.

Deoepanvhutit 3akon om 27.07.2006 Ne 152-D3 «O nepconaibHblx OAHHBIX)



YcioBust 00pad0TKHU NMEPCOHAIBHBIX JAHHBIX
(Deoepanvhwtit 3akon om 27.07.2006 Ne 152-D3 «O nepcoHanbHblX OAHHBIX))

1. Oobpabomka nepcoHaANbHBLIX OAHHBIX OO0JHCHA OCYULECMBIAAMBCA C
coOnwoenueM  NPUHUUNOE U NpaAeul,  NPeOyCMOMPEHHBIX  HACHOAUWUM
Deoepanvuvim 3axkonom. QoOpadomka nepcoOHANbHBLIX OAHHLIX OONYCKACMCA 6
C1E0YIOUUX CIIYUAAX:

1) o6pabomka nepconanvHblx OAHHBIX OCYUWLECHBAACMCA C CO2NACUA CYObeKma
NePCOHANbHBIX OAHHBIX HA 00PAOOMKY €20 NePCOHAIbHBIX OAHHBIX;

2) obpabomka nepcoHaIbHBIX OAHHBIX HEO0OX00uUMa 011 OOCHUNCeHUsn uenell,
HPEOYyCMOMPEHHBIX MEHCOYHAPOOHBIM 002080pom Poccuiickou @Dedepauuu uau
3AKOHOM, OJ11 OCYULECMBIEHUA U 8bINOJIHEHUA B03/10)CEHHBIX 3AKOHOO0AME/lbCHEOM
Poccuiickou @edepayuu na onepamopa Yynkuuil, nOJIHOMOUUN U 00A3AHHOCHENU,

3) oopabomka nepcoOHANbHBIX OAHHBIX OCYULECIMEIACMCA 8 C653U C yUacHmuem
JAUUA 6 KOHCMUMYUUOHHOM, ZPDAHCOAHCKOM, QAOMUHUCHPAMUECHOM, Y207106HOM
cyoonpouseoocmee, CyOonpou3e00Cmee 6 apoumpaxicHvlx cyoax,

3.1) oopabomka nepcoHanbHLIX OAHHBIX HeEOOXO00UMA O1A UCNHOJAHEHUS
CyOeOH020 akma, aKkma Opy2020 Op2aHa UAU OOAHCHOCHIHO20 JUUA, NOOJIeHCAUUX
UCRONHEHUI0 8 COOmeemcmeuu ¢ 3akonooamenvcmeom Poccuiickou Dedepavyuu 00
UCHOJTHUMETbHOM RPOU3B00CHEe (Oajlee - UCHONIHEeHUE CYOeOH020 aKkma);



4) o0Opabomka RnepCcOHANIbHBIX OAHHBIX HeEoOXO00uUMa O3 UCHOIAHEHUA
NOIHOMOYUL  (hedepanbHblX  Op2aH08  UCHOJTHUMEIbHOU  61ACHU, OP2AHO08
20CY0apCMBEHHBIX  BHEDI00MCEMHBIX  (POHO08,  UCNOJTHUMEIbHBIX  OP2AHO6
2ocyoapcmeennou enacmu cyovekmoeg Poccuiickoii Dedepayuu, opzanos mecmmuozo
CAMOYNPAGICHUA U (QYHKUUI Op2anu3zauyuil, y4acmeylouwux 6 npeoocmasieHuu
COOMBEMCHBEHHO 20CY0APCHEEHHBIX U MYHUUUNAIbHBIX YCYy2, NPEOyCMOMPEeHHbIX
@Deoepanvnvim 3akonom om 27.07.2010 Ne 210-@3 "06 opecanuzauyuu
npeooCmaeieHus  20CYy0apCmeEeHHbIX U  MYHUWURAIbHBIX yeay2', eKawuas
pecucmpayuio  cy0vekma  HEPCOHANBHBIX OAHHBLIX HA €OUHOM  nopmane
20CY0apCmMEEeHHbIX U MYHUWURAIbHBIX YCAye U (Uau) pe2uoHAbHbIX NOPMAnax
20Cy0apCcmeeHHbIX U MYHUYUNAIbHBIX YCI1Y2,

5) o6pabomka nepconanbHbIX OAHHBIX HEOOX00UMA 01 UCNHOIHEHUS 002080pa,
CMOPOHOU KOMOpP020 Ju00 6bl200onpuodpemamenem uau nopyuumesnem no
KOMopomy A61:1emca CyOveKm nepcoHalbHbIX OAHHbIX, A MAKdce 014 3aKII0YCeHUA
002060pa no uHUWUamMUueEe CY0bEKmMa NEPCOHAIbHLIX OAHHBLIX UWIU 002060pa, NO
Komopomy cyovekm nepPCOHAIbHBIX OQHHBIX 0yoem ACNAMBCA
8b12000npUOOPemamenem uiu nOpyuumenem;

6) obOpabomka nepcoHAIbHBIX OAHHBIX HEOOXO0UMA OJIA 3AWUMBL HCU3HU,
300P06bA UU UHBIX MHCUZHEHHO GAXMCHBLIX UHMEPecos CyOveKkma nepcoHabHbIX
OAHHBIX, €C/1U NOJIYUEHUE CO2NaACUA CYObEeKma nepCcoHaIbHbIX OAHHBIX HEB0IMONHCHO;



1) oopabomka nepcoHanbHbIX OAHHBIX HEOOX00UMA OJ151 OCYULeCMEIeHUS NPae
U 3AKOHHBIX UHMEPECco8 onepamopa uiu mpemovpux Juu, 6 mom 4ucie 6 Cay4asx,
npeoycmompenuvix Dedepanvuvim 3akonom "0 3awume npas u 3aKOHHBHIX
UHmMepeco8 Qu3uuecKkux Jauy npu OCyuieCmeleHuu O0eAmelbHOCmU nO 6036pamy
NPOCPOYEHHOU 3A00NHCCHHOCMU U O 6HeCceHuu usmenHenuil ¢ MDedepanvHuvlii 3aKOH
"O mukpogunancosoii oesasmenvHocmu u MUKpounancosvix opzanuzayusax'’, auoo
071 00CMUNCEHUA 00ULeCMBEHHO 3HAUUMDBIX Ye/lell NPU YC108UU, YMO NPU IMOM HE
Hapywaromcsa npasa u c60000vl cydveKma nepconHaibHbvlX OAHHbBIX;,

8) oOpabomka nepcoHanNbHLIX OAHHBIX HEOOXO0UMA O OCYUWLECMBICHUS
npogeccuonanvHou oeamenvbHoCmu deypHaaucma u (uiu) 3aKOHHOU 0esAmelbHOCHmU
cpeocmea Maccoeou uHgopmauuu audO0 HAYUHOU, JTUMEPAMYPHOU UIU UHOU
MeEopuUeCcKou 0esimelbHOCMU NPU YC/I06UN, YHO NPU IMOM He HAPYUIAIOmCA npasa u
3AKOHHble UHMEPeChl CYObeKma nepCcoHaIbHbIX OAHHBIX;

9) oopabomka nepconaIbHbIX OAHHBIX OCYULECHIBIACHICA 6 CHAMUCIUYUECKUX
UJIU UHBIX UCCe008AMENbCKUX UENAX, HPU YCA08UU 00A3aAMETbHO20 00e31UYUCAHUA
nepCcoHAIbHLIX OAHHBIX;



10) ocywecmensemca oopabomka  NePCOHATbHLIX  OAHHBIX, OOCHYH
He0ZPaAHUYeHHO020 Kpy2a Uy K KOMopviM npedocmasnen cyobeKmom nepcoHanbHbulX
OGHHBIX JUOO NnO e20 npocvOe (Oajee - nNeEPCOHAbHbBIE OAHHbBIE, COCIAHHbBIE
00ULe00CMYNHBIMU CYObEKMOM NEPCOHAIbHBIX OAHHbBIX);

11) ocywmecmensnemcs o00padbomka nepcoOHANbLHBLIX OAHHBIX, NOOIEHCAUUX
OnyoOnuUKoeaHul0 UaU  00A3AMENbHOMY  PACKPLIMUIO 6 COOMBEMCMEUU C
gheoepanvnvim 3axkonom.

1.1. Oopadbomxka nepcoHanbHBIX OAHHBIX 00BEKMO8 20CY0apCmEeHHO OXPaHbl U
Y1eHO08 UX CeMell OCYULeCMBIACHCA C YUEeHn oM 0CODeHHOCmell, NPedyCMOmMPEHHbIX
Deoepanvhvim 3akonom om 27 mas 1996 zooa N 57-D3 ""O zocyoapcmeennoii
oxpane'’.

2. Ocobennocmu 00padOmMKu CHEYUATbHBIX KAMe2opuil NepcoHAbHbIX
OAHHBIX, A MAKXMHCe OUOMEMPUUECKUX NEPCOHATIbHBIX OAHHBIX YCHIAHABAUBAIOMCA
coomeemcmeenno cmamovamu 10 u 11 nacmosauiezo Dedepanibho2o 3aKoHa.




3. Onepamop enpage nopyuums 00padOMKy NEPCOHATIbHBIX OAHHBIX OPY2OMY JIUUY C
coznacus cy0veKkma nepcoOHAbHLIX OAHHBIX, €C/lU UHOe He NPedyCMOmpPEHOo hedepaibHbim
3AKOHOM, HA OCHOGAHUU 3AKIIOUAECMO20 C IMUM JUUOM 002080pA, 6 HMOM HUCTe
20CY0aApPCMEEHHO20 UAU  MYHUUUNAIbHO20 KOHMPAKmMA, JaU00 nymem  NPUHAMUA
20CY0apPCMEEHHBIM UIU MYHUUUNATIbHBIM OpP2AHOM COOMEemcmeyruieco akma (oanee -
nopyuenue onepamopa). Jluuo, ocywiecmenawouiee 00padoOmKy nepcoHAIbHLIX OAHHBIX NO
nopyuenuio onepamopa, o00A3aH0 Co0n00AmMb HPUHUUNBL U Hpasuna o0opadomku
NEPCOHAIbHBIX OAHHBIX, npedycmompennvle Hacmoawum Dedepanvnvim 3aKkoHom. B
nopyueHuu onepamopa OO0JMCHbl 0blmb ONpeoeseHbl nepeueHy oOeucmeuun (onepayuii) c
NEPCOHAIbHBIMU OAHHBIMU, KOmMOpble O0yOym CO8epuiamvCia JUUOM, OCYULECHBAAIOUUM
00padOmMKy nepcoHaIbHbIX OAHHBIX, U Ueau 00padomku, 0071)HCHA Oblmb YCMAHOB1EHA
00A3AHHOCMbB MAK020 JAUUA CO0MI00amb KOHMUOCHUUATIbHOCHb NEPCOHAIbHBIX OAHHBLIX U
obecneuueamov 0€30NACHOCHIbL NEPCOHAIbHBIX OAHHBIX HPU UX 00padoOmKe, a MaKxHce 00HCHbL
Oblmb yKa3zanvl mpedoeaHus K 3auiume 00padamvleaemvlx NEPCOHAIbHLIX OAHHBLIX 6
coomeemcmeuu co cmamueii 19 nacmosauiezo PedepaivbHo2o 3aKoHda.

4. Jluuo, ocywecmenawuiee o00padOmKy nepCcoHANbHBIX OAHHLIX NO HNOPYYEHUIO
onepamopa, He 004A3aH0 noayuamsy coznacue cyodveKma nepcoHanbHbvlX OAGHHBIX HA 00PAdOmMKy
€20 NepCcoHAIbHBIX OAHHbIX.

5. B cayuae, ecnu onepamop nopyuaem 00padoOmKy HepCOHATbHBLIX OAHHBIX OPY2OMY
JIUYY, OMEEMCHBEHHOCHb neped cyObeKmom nePCcoHaAIbHBIX OAHHBIX 3a 0eUCmeUs YKA3aHHO20
auya Hecem onepamop. Jluyo, ocywecmenarouiee o0padomKy nepcoHAIbHbIX OAHHBIX HO
nopyuenuio onepamopa, Hecem OmeemcmeeHHOCMb nepeod Onepamopom.




Aemomamu3upoeannas  00padomKa  NEPCOHANBHBLIX  OAHHBIX -
00padoOmKa nepcoHAIbHLIX OAHHBIX C HOMOULLIO CPEOCHE BbIYUCAUMENbHOU
MEeXHUKU.

@Deoepanvuoiii 3akon om 27.07.2006 Ne 152-D3 «O nepconaibHblX OAHHBIX)

Oopadomka nepcoHabHLIX OAHHBIX He MOXHCem Oblmb NPUHAHA
OCYyULeCmensemoll ¢ UCNOIb306AHUEM CPEOCME AGMOMAMUIAUUN MOAbKO HA
mMOM  OCHOBAHUU, UYUMO HNEPCOHANbHBIE OAHHbBIE  COOEPHCAMCA 6
UHpOpMAYUOHHOIU cucmeme NePCOHAIbHBIX OAHHBIX W00 ObliU U361e4EeHbl
u3 Hee.

Ilocmanoenenue Ilpasumenvcmea P® om 5.09.2008 Ne 687 «Oo6
ymeepocoenuu Ilonoscenus 06 ocooennocmax oopadomku nepcoHaibHbIX
OAHHBIX, OCYULECBAAEMOU 0€3 UCNOIb30BAHU CPEOCE A OMAMUIAUUN)

Hugopmayuonnasa cucmema nepcoHaibHblX OAHHBIX - COBOKYRHOCHIb
cooeprcauiuxcsa 6 0a3ax OAHHBIX NEPCOHATIbHBIX OAHHBIX U 00ecneuusarouiux
Ux 00padomKy UHPOPMAUUOHHBIX MEXHOI02UU U MEXHUYECKUX CPEOCHE.

Deoepanvhwtii 3akon om 27.07.2006 Ne 152-D3 «O nepconanbHblX OAHHBIX)



Kareropuun nHGOpMALIMOHHBIX CHCTEM MEPCOHAJbHBIX JAHHBIX

Hugopmayuonnan cucmema aenaemca uUHPOPpMAUUOHHOU cucmemoil, ooOpadamolearouiell
CneyuaIbHbvle Kame20puu nepcoHaAIbHbIX OAHHBIX, eC/IU 8 Hell 00padamuvlearomcs nepcoHaIbHble OAHHbLe,
Kacawouwguecsa pacoeoil, HAUUOHAIbHOU NPUHAOIEHCHOCHU, NOTUMUYUECKUX 632711008, PEIULUOZHBIX UJU
gunocogpckux yoesrcoenuii, cocmosanus 300p08bs, UHMUMHOU HCUZHU CYOBEKMOE8 NePCOHANbHBIX OAHHbBIX.

Hugopmayuonnan cucmema saenaemca uUHPOPpMAUUOHHOU cucmemoil, ooOpadamolearouienl
Ouomempuueckue nepcoHalbHvle OAHHbBlEe, €ClU 6 Hell 00padamvlearomca cee0eHus, Komopble
xapaxkmepusyrom u3uonozuueckue u ouonouveckue 0coOeHHoOCmu 4en06eKa, Ha OCHOBAHUU KOMOPBIX
MOMCHO YCMAHOBUMDb €20 JUYHOCHIbL U KOMOpble UCHOIb3YIONMCA ONEPamopom O07sa yCHAaHOBAeHUs
JIUYHOCIMU CYObeKma NepPCOHANbHbIX OAHHBIX, U He 00padamvleardmcs cee0eHus, OmHocAuUuecs K
CREeYUAIbHBIM KAMe2opUuAM nepcoHaibHblX OAHHbBIX.

Hugopmayuonnan cucmema saenaemca uHPOpMAWUOHHOU cucmemoil, ooOpadamolearouienl
00uedocmynuovle NEpPCcoHANbHBIE OaAHHbBle, €ClU 6 Hell 00padamvlearomca NnepPcoHalbHble OAHHbLE
CYObeKmoe NepcoOHANbHLIX OAHHBIX, HNOAYUEHHbIE MOAbLKO U3 O00UW€00CMYNHBLIX UCMOYHUKOB
HEPCOHANbHBIX OAHHBIX, CO30AHHBIX 6 coomeemcmeuu co cmamoveit 8 @DedepanvHozo 3axkona 'O
nepcoHabHbIX OaHHBIX'" .

Hugopmayuonnana cucmema aensemca UH@OPMAUUOHHOU cucmemoil, odpadamviearouieli UHbLE
Kamezopuu nepcoHaIbHblX OAHHbBIX, eC/IU 6 Hell He 00padamuvléaromc nepcoHaibHble OAHHbIE, YKA3AHHbLe
8 ad3auax nepeom - mpemvem HaACMOoAUuie20 NyHKmd.

Hughopmayuonnas cucmema sagisaemcsa uHGOPMayuoHHOU cucmemoil, 0dpadamolearouiell NEPCoOHAIbHbIE
OanHble COMPYOHUKOB8 Onepamopa, eciiu 8 Hell 00padamuvlearOmcsa nepcoHaIbHble OAHHblIE MOAbKO
YKA3aHHBIX COMPYOHUKO08. B ocmanvHulx cayuasax ungopmayuonnas cucmema nepcoHaibHblX 0AGHHbIX
A615emcAa UHPOPMAUUOHHOU cCUCMEMOil, 00padambléarouieil NepCcoHanbHble OAHHbLE CYObEKMO8
NEPCOHATIbHBIX OAHHBLX, He AGIANWUXCA COMPYOHUKAMU OneEPamopa.

Ilocmanoenenue Ilpasumenvcmea Poccuiickoii @edepavyuu om 1 noaopsa 2012 2. Ne 1119

«00 ymeepicoenuu mpedosanuil K 3auiume nepcoHaIbHbIX OAHHLIX NPU UX 00padoOmKe 6

UHGOPMAYUOHHBIX CUCIEMAX NEPCOHATbHBIX OAHHBIX



Iloo axkmyanvubiMu_yzpo3amu_0e30nacCHOCHU__NEPCOHAIbHBIX _OAHHBIX NOHUMAEmCA
COBOKYNHOCHIb  YC0BUEL U (DAKMOpPos,  CO30AOWUX  AKMYAIbHYI0  OHRACHOCHIb
HECAHKUUOHUPOBAHHO20, 8 MOM YUCTIE CAYYAUH020, 00CHYNA K NEPCOHANbHBIM OAHHBIM NPU
ux oopabomke 6 uHPOpMAUUOHHOU cucmeme, pPe3YyTbMAMOM KOMOPO2O0 MOZYm CHIAMDb
YHUYmMOIMCEeHUe, umMeHeHue, O10Kuposanue, KonupoeaHue, npeoocmaenenue,
pacnpocmpaneHnue nepcoHAIbHbIX OAHHBIX, A MAKX}HCe UHblE HENPABOMEPHbLE 0CUCBUL.

Yepo3wvt 1-20 muna akmyanvnol 011 UHGOPMAUUOHHOU cucCmeEMbl, eClU 0l Hee 6 HOM
yucie - aKmyanvbHul  yepo3vl,  C6A3AHHbBIE C  HAJAUYUEM  HEOOKYMEHMUPOBAHHBIX
(Hedexknapuposannvix) 603MONCHOCHECH 6 CUCHEMHOM HPOZPAMMHOM  oObDecheuenHuu,
UCROIb3YeMOM 8 UHPOPMAUUOHHOIL cucmeme.

Yepo3vl 2-20 muna akmyanvnvl 011 UHGOPMAYUOHHOU CUCHEMDL, €ClU 01 Hee 8 MOM
yucie - aKmyaabHol — Y2po3bl,  C8A3AHHbBIE C  HAJIUYUEM  HEOOKYMEHMUPOBAHHbBIX
(Heoexknapuposannvix) 603MOMNCHOCHEN 6 HPUKIAAOHOM HPOZPDAMMHOM ObecheueHuu,
UCNOIb3YeMOM 8 UHOPMAUUOHHOU cucmeme.

Yepo3vlt _3-20 _muna axkmyanvnol 011 UHOOPMAUUOHHOU cCUCHEMbl, eclu 01 Hee
AKmyajibHvl  y2po3bl, He  C6A3QHHBle  C  HAJIU4YUEM HEOOKYMEHMUpPOBAHHBIX
(Hedeknapupoeannvix) 603MONCHOCHEN 6 CUCHEMHOM U HPUKIAAOHOM RNPOZPAMMHOM
obecneyenuu, UCNOIBIYEMOM 8 UHGOPMAYUOHHOU cucmeme.

Onpeodenenue muna yzpo3 0€30nACHOCHU NEPCOHATbHBIX OAHHBIX, AKMYAIbHLIX 0J14
UHGOPMAUUOHHOUI cUCmEMbl, RPOU3BOOUMCA ONEPAMOPOM C YYEHOM OUEHKU BO3IMONCHO20
epeoa.

Ilocmanoenenue Ilpasumenvcmea Poccuiickoii @eoepavuu om 1 noaopa 2012 2. Ne 1119
«00 ymeepircoenuu mpeodoeanuil K 3aujume nepcoOHAIbHbIX OAHHBLIX NPU UX 00padomke 6
UHGOPMAUUOHHBIX CUCEMAX NEPCOHATbHBIX OAHHDBIX)




Mepsbl 10 00ecnie4eHUI0 0€30MACHOCTH MEePCOHAJBHBIX JAHHBIX NIPU UX 00padoTKe

Onepamop npu 00padomke nepcoHAIbHLIX OAHHBIX 00A3AH NPUHUMAMb HEOOXO00UMbLE
npaeoevie, OPAHU3AUUOHHbBIE U MEXHUYECKUue Mepbl uiu obecneqyueams ux nNpuUHAmuUe 0nA
3auumsl NEPCOHAIbHBIX OAHHBLIX OM HENPACOMEPHO20 UNU CAYUAUHO20 O00CHYnA K HUM,
YHUUMONCEHUA, uUMeHeHus, Onokuposanus, Konupoeanus, npeodocmaesieHus,
pacnpocmpanenusl NePCoOHAIbHBIX OAHHBIX, @ MAKX}Ce OM UHBIX HEeNnPaeoOMEPHBIX OelCmEuil 6
OMHOWIEHUU NEPCOHAIbHBIX OAHHBIX.

Oobecneuenue 6e30nacHoCmu NEPCOHATLHBIX OAHHBIX 00CMULACMCS, 8 YACHHOCHU

1) onpeoenenuem yzepo3 6Gezonacnocmu nepcoOHATbHBLIX OAHHBLIX NPU UX 00pabomke 6
UHGOPMAYUOHHBIX cCUCMEMAX NEPCOHATbHBIX OAHHbIX,

2) npumeHeHUeM OpP2AHU3AUUOHHBLIX U MEXHUYECKUX Mep HNno obecneueHuio
0ezonacHocmu NEePCoHANbHBIX OAHHBIX NPU UX 00paAdOmMKe 8 UHPOPMAUUOHHBIX CUCHEMAX
NEPCOHAIbHBIX OAHHBIX, HEOOXO00UMBIX O0J11 6bINOIHEHUA mMpPedosaHull K 3auiume
NEePCOHANbHBIX  OAHHBIX, UCHOJIHEHUE  KOmOpulX  obecneuusaem  YCHMAHOBIEHHbIE
Ilpasumenvcmeom Poccuiickoiu Dedepayuu yposHu 3auiuieHHOCMU REPCOHAIbHBIX OAHHBIX,

3) npumenenHuem npPOWEOWUX 6 YCMAHOBIACHHOM NOPAOKe NPOUEOYPY OUEHKU
COOMmMEemcmeus cpeocme 3auiumosl UHpopmayuu;

4) ouenkoii IPphekmusnocmu npuHuUMaAEMbIX Mep HO oObecheueHuro 0e30nacHocmu
NEPCOHANIbHBIX OAHHBIX 00 66004 6 IKCHIAYAMAUUI) UHPOPMAUUOHHOU CUCHIEMbL
nepCcoHaAnbHBIX OAHHDIX;

5) yuemom mamunnvix Hocumeneii NEPCOHATbHLIX OAHHBIX;,

6) oonapyscenuem pakmos HeCAaHKUUOHUPOBAHHO20 0OCYNA K NEPCOHATIbHLIM OAHHBIM
U npuHAmMUEM mep;



7)  eoccmamoslieHUeM  NEPCOHANbHBIX  OAHHBIX,  MOOUPUUUPOBAHHLIX  UIU
YHUUMONCEHHDBIX 6C/1€0CMEUe HECAHKWUOHUPOBAHHO20 00CHYNA K HUM,

8) ycmanoenenuem npagun 0ocmyna K nHepCOHANbHBIM OAHHLIM, 00PAOAMBIGACMBIM 6
UHGOpMAUUOHHOU cucmeme NePCOHAIbHBIX OAHHBIX, @ MAaKce odecneueHuem pecucmpauuu
u yuema 6cex OeiiCMEUIl, COBEPUIACMBIX C NEPCOHANbHBIMU OAHHBIMU 8 UHGOPMAUUOHHOU
cucmeme nepcoHAIbHbIX OAHHbBIX,

9) Kommponem 3a npuHUMaAEMbIMU MepAMU NO O00ecnedeHur0 0Oe3onacHocmu
NePCOHAIbHBIX OAHHBIX U YPOGH 3AUUWLEHHOCMU UHDOPMAUUOHHBIX CUCHEM NEPCOHATbHBIX
OQHHDIX.

Ilpasumenscmeo Poccuiickoiit @edepauuu ¢ yuemom 603MOHCHO20 6peda cyoOveKmy
NEPCOHANIbHBIX OAHHBIX, 00beMa U COOEPHCAHUA 00padamvleaemviX NePCOHANbHBIX OAHHBIX,
suU0a 0eamenbHOCHU, NPU OCYULECMEIEHUU KOMOPOo20 00padamuvléaromcia nepcoHalIbHble
OaHHble, AKMYANbHOCMU Y2P03 0€30NACHOCHU NEPCOHATbHBIX OAHHBIX YCHIAHAGIUCACH

1) yposnu 3awuwenHocmu NEPCOHANBLHBLIX OAHHBLIX HPU UX 00padomkKe 6
UHQOPMAYUOHHBIX CUCMEMAX NEPCOHAIbHBIX OAHHBLIX 6 3A8UCUMOCHU OM  Y2pPO3
Oezonacnocmu IMUX OAHHHIX;

2) mpebosanus K 3auiume HNEPCOHANbHBLIX OAHHBIX NPU UX 00padomke 6
UHQOPMAUUOHHBIX CUCMEMAX NEePCOHAIbHBIX OAHHBIX, UCNOJIHEHUE KOMOPbIX 00ecnevusaem
YCMAaHO0BEeHHbIE YPOBHU 3AUUULEHHOCMU NEPCOHAIbHBIX OAHHbIX,

3) mpebosanus K MamepuAIbHLIM HOCUMENAM OUOMEMPUUECKUX NEPCOHAIbHBIX
OAHHBLIX U MEXHON02UAM XPAHEHUA MmMAaKUX OAHHBIX 6HE UHQOPMAYUOHHBIX CUCHIEM
nepPCcoHANbHBIX OAHHDIX.

Deoepanvhwiii 3akon om 27.07.2006 Ne 152-D3 «O nepconanvbHvlX OAGHHBIX)



IlIpu o0Opabomke nepcoHanbHBIX OAHHBLIX 6  UHMOPMAUUOHHBIX  CUCHEMAX
ycmanaeausaromca 4 yposusa 3auiuieHHOCHU NePCOHAbHLIX OAHHBIX.

Heooxooumocmv obecneuenun 1-20 ypoeHnsa 3auiuuieHHOCHIU _NEPCOHATbHBIX OAHHbIX
npu ux oopadomke 6 UHPOPMAYUOHHOU cUCmeMe YCMAHABIUBAEHCA NPU HATUYUU XOMs Obl
00HO020 U3 CT1E0YIOULUX YCTIOGUIL.

a) 0 UHPOPMAUUOHHOU cucmeMbl aKmyanbHol y2po3vl 1-20 muna u unghpopmayuonnasn
cucmema oopabamuvieaem aAuUGO cheyualvbHvle KAMEZOPUU NEPCOHATbHBIX OAHHBIX, JUOO
Ouomempuyeckue nepconanvbHvle 0aHHbvle, TUDO UHbLIE KAME2OPUU NEPCOHATIbHBIX OAHHDIX;

0) 014 unpopmauuoOHHOU cucmemvl AKMYaabHbl Y2Po3sl 2-20 MUNA U UHPOPMAUUOHHAA
cucmema ooOpadamovieaem CHeYUAIbHblE KAMe20PUU NEPCOHATbHBIX OAHHBIX 0071ee uem
100000 cybpvexkmoe nepconanbHbvix OAHHBIX, He AGAAIOUUXCA COMPYOHUKAMU OnEpamopd.

Jlna obecneuenua 1-20 yposusa 3auiuuieHHOCHMU__NEPCOHATIbHLIX OAHHbLIX HPU UX
00padomke 6 UHPOPMAUUOHHBIX CUCMEMAX NOMUMO MPeDOCAHUIL, NPEOYCMOMPEHHBIX 01 2 -
20 _YPOGHA 3AUAHUEHHOCMU_NEPCOHAIbHBIX OAHHBLIX, HE00X00UMO 6bINOJIHEHUE CAe0yIouiux
mpeodosanuil.

a) asmomamuueckas pecucmpauus 6 INIeKMPOHHOM MHCYPpHAe 0e30NnACHOCmU
U3MEHEHUA NOJTHOMOYUU COMPYOHUKA onepamopa no 00CHYRY K NEPCOHAIbHbIM OAHHbBIM,
CO0ePHCAUUMCA 8 UHPOPMAUUOHHOU cucCmeMme;

0) co3z0anue CmMPYKmMYPHO20 NOOPA30eieHuUs, OMmMEEHCMEEeHH020 3a o0b0ecneueHue
0ezonacHocmu nepcoHAbHbIX OAHHBIX 6 UHPOPMAYUOHHOU cucmeme, JU0O0 803/10MHCeHUe HA
O00HO U3 CIMPYKMYPHBIX ROOPA30e1eHUll PYHKUUIL nO 00echedyeHur0 makou 0e30nacHocmi.

Ilocmanoenenue Ilpasumenvcmea Poccuiickoii @eoepauuu om 1 noaopa 2012 2. Ne 1119
«00 ymeepircoenuu mpedo8anuil K 3aujume nepCcoOHAIbHbIX OAHHBLIX NPU UX 00padomke 6
UHGOPMAUUOHHBIX CUCHEMAX NEPCOHATbHBIX OAHHDBIX)




Heooxo0umocms obecneuenusn 2-20 yposHa 3auiuuieHHOCHIU NEPCOHATbHBIX OAHHBIX NPU UX 00pabomke 6
UHpOpMAYUOHHOI cucmeme YCMAHABIUBACMCA NPU HATUYUU XOM S Obl 00H020 U3 C1E0YIOUUX YCII06UIL.

a) 011 UHEGOPMAUUOHHOU cucmembl AKmMyaabHvl yepo3vl l1-20 muna u ungopmayuonnas cucmema
oopabamuieaem 00uLed0Ccmynnvle nepcoHaibHble OAHHbIE,

0) Ona ungopmayuoHHoU cucmemvl AKMYaabHbl YepPO3bl 2-20 MUNA U UHDOPMAUUOHHAA CUCHEMA
oOpadamvieaem cneyuaibHovle KAMe2OpUU NEPCOHATbHBIX OAHHBIX COMPYOHUKOS8 ONEPAmMOopa uiu CneyuaibHule
kamezopuu nepconanvhvlx oannvix menee yem 100000 cyovexkmoe nepconanvuvix OanHbIX, HE AGNAIOULUXCA
compyoHuKamu onepamopa,

8) 014 UHEOPMAUUOHHOU CUCHEMbl AKMYATbHbL YZPO3bl 2-20 MUNA U UHOOPMAUUOHHAA CUCHeEMA
oopabamuvieaem 6uomempuuecKue nepcoHaibHvle OaHHbIE,

2) 014 UHGOPMAUUOHHOU CUCMEMbl AKMYATbHbL YZPO3bl 2-20 MUNA U UHQOPMAUUOHHAA cucmema
oopabamvieaem oouweoocmynuoie nepconanvhuvle oannvie donee uem 100000 cyovexkmoe nepconanvhvlx 0aHHbIX,
He AGNAINWUXCA COMPYOHUKAMU Onepamopa,

0) 0711 UHMOPMAUUOHHOU cCUCHEMbl AKMYAIbHbL YZPO3bl 2-20 MURA U UHPOPMAUUOHHAA CUCHEMA
oopabameieaem unvle Kamezopuu nepconanvHulx oannvix donee uem 100000 cybvexmos nepconanvhvix 0aHHBIX,
He AGNAINWUXCA COMPYOHUKAMU Onepamopa,

e) 01a UHPOPMAYUOHHOIU cucmembl AKMYaabHbl Y2PO3bl 3-20 MUNA U UHPOPMAUUOHHAA CUCHIEMA
oopabdameieaem cneyuaivHovle Kamezopuu nepconanvuvix oanuvix oonee uem 100000 cyovexmos nepconanvhvix
OAHHBIX, He AGIAIOUWUXCA COMPYOHUKAMU Onepamopda.

Jlna obecneuenusa 2-20 ypoeHA 3AU{UU{EHHOCHU _NEPCOHAIbHBLIX OAHHLIX HPU UX 00padomke 6
UHDOPMAUUOHHBIX CUCHEMAX NOMUMO GbINOTHEHUA MPed06anHuil, NPEeOyCMOMPEHHBLIX 01 3 -20 YPOBHA
3AUIULLEHHOCHIU NEPCOHAIbHBIX OAHHBLX, HE0OX00UMO, UMooObl 0OCHYR K COOEPIHCAHUIO ITIEKMPOHHO20 HCYPHANA
COOOWCHUIL OBl  603MOMCEH UCKIIYUMETIbHO O OO0AMHCHOCMHbBIX AUy (padomHuxkos) onepamopa uiu
YHOTHOMOYEHHO20 JUUA, KOMOPbLIM CEE0eHUs, COOepyHcaujuecs 6 YKA3AHHOM JcypHane, Heo0X00umvl O
BbINOJIHEHUS CIIYHCEOHBIX (MPYO08bIX) 00A3AHHOCHE.

Ilocmanoenenue Ilpasumenvcmea Poccuiickoii @edepayuu om 1 noaopa 2012 2. Ne 1119
«00 ymeepocoenuu mpedosanuil K 3auiume nepcoHAIbHbIX OAHHBLIX RPU UX 00pabomKe 6 UHPOPMAUUOHHBIX
cucmemax nepcoHaIbHbIX OAHHBIX)




Heooxooumocmsy obecnedenusa 3-20 YpOBHA 3AUAUUWLEHHOCHIU NEPCOHATbHBLIX OAHHBLIX NPU UX
o0pabdomke 6 UHPOPpMAUUOHHOU cUCmeEMe YCMAHAGIUBAEMCA NPU HAAUYUU XOomA Obl 00H020 U3
C1eOYIOULUX YCTI0BUIL:

@) 01 UHPOPMAYUOHHOU CUCMEMbl AKMYATIbHBL Y2PO3bl 2-20 MUNA U UHPOpMAYUOHHAA cucmema
oopabameigaem  00ul€00CMynHble  NEPCOHAIbHbIE  OAHHbBIE  COMPYOHUKO8  oOnepamopa  uiu
obwedocmynnvie nepconanvhvie oanuvle menee uem 100000 cyovexkmoe nepconanvhvlx OanHblxX, He
AGNAIOUWUXCA COMPYOHUKAMU Onepamopa;

0) Ona ungopmayuonnoli cucmemovl AKmMyaaIbHbl Y2PO3bl 2-20 MUNA U UHPOPMAUUOHHAA CUCHEMA
oOpabamvieaem uHble KAmMe20puu NEPCOHATbHBIX OAHHBIX COMPYOHUKO8 ONeEpamopa uiu uHbsle
kamezopuu nepconanvuolx oanuvix menee uem 100000 cyovexkmosé nepconanvHbix OaHHbBIX, HE
AGNAIOUWUXCA COMPYOHUKAMU Onepamopa;

8) 0711 UHGOPMAUUOHHOI CUCHEMbl AKMYATbHBL Y2PO3bl 3-20 MUNA U UHPOPMAUUOHHAA CUCHIEMA
oOpabdamuvieaem cneyuanvbHovle Kame20puu NEPCcOHANbHLIX OAHHBIX COMPYOHUKOS8 oOnepamopa uiu
cneyuanvHvle Kamezopuu nepconanvuvix oannvix menee yvem 100000 cydovexkmoe nepconanvnovix 0anHwix,
He AGNANWUXCA COMPYOHUKAMU Onepamopa,

2) 014 UHGOPMAYUOHHOI cUcCHmeMbl AKMYAbHbL Y2PO3bl 3-20 MUNA U UHPOpMAYUOHHAA cucmema
oopadamuvleaem duomempuyecKue nepcoHaibHovle OaHHbIEe;

0) 0711 UHMOPMAUUOHHOU cuCeEMbl AKMYATbHBL Y2PO3bl 3-20 MUNA U UHPOPMAUUOHHAA cUCmeMa
obpabamuieaem unvle kamezopuu nepconanvuvlx oannvix 6onee ywem 100000 cyovexkmos nepconanvhvix
OAHHBIX, He AGIANOWUXCA COMPYOHUKAMU ONEPamopa.

/Jlna obecneuenusn 3-20 ypo8HA 3AUW{UWEHHOCHU NEPCOHAIbHLIX OAHHBIX NPpU UX 00padomke 6
UH@OPMAYUOHHBIX CUCEMAX NOMUMO GbINOJIHEHUA MPEDOSAHUIl, NPEOYyCMOMPEHHBIX 0114 4 -20 YPOBHS
3AUAUUEHHOCIU_NEePCOHAbHLIX OAHHBIX, He00X00umMo, Ymoovl 0blj10 HA3ZHAYEHO O0JIHCHOCHHOE U0
(pabomnuk), omeemcmeeHHbIl 3a oOecneueHue  0E30NACHOCMU  NEPCOHANbHBLIX  OAHHLIX 6
UH@oOpMayuoHHoIl cucmeme.

Ilocmanoenenue Ilpasumenvcmea Poccuiickoit @edepavyuu om I noaopa 2012 2. Ne 1119
«00 ymeeporcoenuu mpedosanuil K 3auiume nepcoHaIbHblX OAHHBIX NPU UX 00padomke 6
UHBOPMAUUOHHBIX CUCIMEMAX NEePCOHATIbHBIX OAHHbBIX)




Heob6xo0umocmsb obecneuenusn 4-20 yposHa 3auiuuieHHOCHIU NEPCOHAIbHBIX OAHHBIX NPU UX
00pabomke 6 UHGOPMAUUOHHOU cucmeme YCMAHAGIUBAECMCA NPU HAAUYUU XOmA Obl 00HO20 U3
C1eOYIOUUX YCTI0BUNL:

a) 011 UHPOPMAUUOHHOU CUCHEMbl AKMYATIbHbL Y2pPO3bl 3-20 MUna W UHGOPMAUUOHHAA
cucmema oopadbamuleaem 00uie00CmynHbvle nepPCcoOHAIbHblE OAHHbLE;

0) 0na uH@OPMAUUOHHOU cucCmeMbl AKMYATbHbL Y2PO3bl 3-20 MUNA U UHPoOpmayuonHas
cucmema oopabamoleaem UHble KAMeE2OPUU NEPCOHATIbHBIX OAHHBIX COMPYOHUKOE Onepamopa uiu
unvle kamezopuu nepconanvuovix oannvix menee uem 100000 cyovexkmos nepconanvnvlix 0annvlx, He
AGNAIOUWUXCA COMPYOHUKAMU ONepamopa.

Jlna obecneuenun 4-20 yposHa 3auiuieHHOCMU_NEPCOHATIbHBIX OAHHBIX NPU UX 00padomke 6
UH(OPMAYUOHHBIX CUCEMAX He00X00UMO 8bINONIHEHUE CAEOYIOUUX MPedOCaAHUIL .

a) opzanuzauyusn pexcuma odecneueHus 0e30NACHOCMU NOMEWeHUll, 8 KOMOPbIX pa3meuieHa
UH(OpMayuonnaa  cucmema, - NPENAMCHMEYIOUWLE20  B0IMONCHOCHMU  HEKOHMPOIUPYEMO20
NPOHUKHOBEHUA UNU NPEObIBAHUA 8 IMUX NOMEUICHUAX JIUY, HE UMEIOWUX Npaea 00cmyna 6 Imu
nomeuieHus;

0) obecneuenue cOXpaHHOCMU HOCUmMeNell NePCOHANbHBIX OAHHDIX;

8) ymeepotcoeHue pyKogooumeiem onepamopa OOKyMeHma, Onpeoenaouie2o nepedens Jauu,
00Cmyn KOMOopvlIX K NEPCOHAIbHbIM OAHHBIM, 00padamvleaemvim 6 UHPOPMAUUOHHOU cucmeme,
He00X00uM 0715 8bINOJITHEHUA UMU CTIYHCEOHBIX (MPYO06bIX) 00a3aHHOCHEl,;

2) UCnoIvb306aAHUE CPEOCME 3auiumsvl UHPOpMauuU, NPOUEOMUx npPoueoypy OUeHKU
coomeemcmeus mpebosanuam 3akonooamenvcmea Poccuiickou @Dedepauuu 6 oonacmu
obecneuenusn 0e3onacHocmu uHgopmayuu, 6 ciayyae, Ko20a NPUMEHEHUe MAKUX CPeocme
Heo0X00uMO 01 HeUmpaIu3ayuu aKmyaabHovlX y2po3.

Iocmanoenenue Ilpasumenvcmea Poccuiickoit @edepayuu om 1 noaopa 2012 2. Ne 1119

«00 ymeeporcoenuu mpedoeanuil K 3auqume nepcoHanIbHblX OAHHBIX NPU UX 00padomKe 6

UHGOPMAYUOHHBIX CUCIEMAX NEPCOHAIbHBIX OAHHDBIX)




CIIACHUBO
3A BHUMAHHUE!
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