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YI'PO3A KUBEPTEPPOPU3MA.
MNOHATUE KUBEPBE30IMMACHOCTM.
OCHOBHBIE MEPBI BE3OIMACHOCTH
B OPTAHU3ALIUMU B IEJISIX
MPEJOTBPAILIIEHUS
KUBEPTEPPOPU3MA.
3AIIIMTA MEPCOHAJIBHBIX JAHHBIX
PABOTHUKOB.



IHoHATHS «KHOEepTEPppPOPU3IMA)» U
«KH0ep0e30ImacHOCTH.
Bo3mo:xxHoCcTH ceT UHTEpHET 1)1
OCYUIECTBJICHUS TEPPOPUCTHUYECCKUX AKTOB.
IIpuMepbl XaKepCKUX aTaK KaK crmocoda
peajn3anuu IKCTPEMUCTCKUAX U
TePPOPUCTHYCCKHUX TCHCTBHUMU.



Onpenenutrs TOHATHE «KOMNbIOMEPHbBLI meppopu3m» — JOCTATOYHO TPyAHAs 3ajada,
MOCKOJIbKY HEJIETKO YCTAHOBUTH YETKYIO TPAHUILY JJISI OTIMYMS €r0 OT HH(POPMAIlMOHHOW BOMHBI
U HMH(POPMALIMOHHOTO KpWMHHana. Eme omHa TpygHOCTh COCTOMT B TOM, YTO HEOOXOAMMO
BBIJICJIUTH CIEIU(DPUKY UMEHHO 3ToH (Gopmbl TeppopuszMa. CamMo TOHATHE «Kubepmeppopusm»
o0Opa3oBaHO CJMSIHUEM JIBYX CJOB: «Kubepnpocmpancmeo» (cdepa JHesITEILHOCTH B
HH(MOPMAIIMOHHOM MPOCTPAHCTBE, 00pa30BaHHAs COBOKYIMHOCThI) KOMMYHMKAIIMOHHBIX KAHAJIOB
MHTEpHETa W JPYTUX TEJICKOMMYHHUKAIIMOHHBIX CETEH, TEXHOJOTMYECKOM HHQPACTPYKTYPHI,
obecrieurBaroiieii nx QyHKIIMOHUPOBAHUE, U JIFOOBIX (POPM OCYIIIECTBISIEMON MOCPEICTBOM HX
MCIOJIb30BAHMS YEJIOBEYECKON AKTUBHOCTH) U «MEPPOPUIM ).

Hcxond u3 OCHOBHOTO MOHATUS TeppopusMa (cm. 3 Dedepanvrozo 3akona Ne 35-D3 «O
nPOMuUEOOCUCmMeUU meppopusmy) U COYETaHUs €ro C BUPTYaAJIbHBIM MPOCTPAHCTBOM, MOXKHO
BBIBECTH CJIEAYIOIIEE ONPEICIICHUE.

Kubepmeppopuzm — 3mo uoeonozuna nacunua u nPpaKmuKka 6030eiucmeuss Ha NpuHaAmue
PeuweHusn opanamu 20Ccy0apCmeeHHou 61acmu, OP2AHAMU MECHHO20 CAMOYRPAGICHUA UU
MENHCOYHAPOOHBIMU OP2AHUZAUUAMU, CEAZAHHBIMU C YCmMpAauieHuem Hacenenus u (uau)
UHbIMU  (hopmamu RPOMUGONPAGHBIX HACUNLCHIBEHHBIX O€UCMEUll, cogepuiaemvle 8
ungopmayuonnom u (wiu) Kubepnpocmpamcmee ¢ UCHONb306AHUEM KOMNbIOMEPHBIX
mMexHOoN02U.

COOTBETCTBEHHO, IIOA TEPMUHOM «KuUOepmepakm» MOXHO IIOHUMATh Oeicmeus no
oe3opzanu3auuu  UHMOPMAYUOHHBIX CcUcCmeM, ycmpawiaroujue HaceleHue u cozoaroujue
OnacHocmu 2udenu 4eiloeexka, NPUYUHEHUA 3HAYUMETbHO20 UMYUWIECMEEHHO20 yuiepoa 1udo
HACMYNIACHUA UHBIX MANCKUX NOC1e0CMEUNl, 8 UenaX 6030eliCmeus Ha NPUHAmMuUE peuleHus
Op2aHamMu 61ACMU WU MENCOYHAPOOHLIMU OPZAHUZAUUAMU, A MAKICE YZP03a COBEPUIEHUS
YKA3aHHBIX 0CUCMBULL 8 MeX Hce UeTAX.




TpancrpanuyHblil XapakTep KUOEPIPOCTPAHCTBA, €r0 3aBUCUMOCTh OT CJIOXKHBIX HMH(OPMAIMOHHBIX
TEXHOJIOTHH, aKTUBHOE HCMOJIb30BAHUE TIUIOMIAJOK W CEPBHUCOB KHOEPIPOCTPAHCTBA BCEMH TIpYIIaMu
rpaxaad Poccun onpenensror HOBbIE BO3MOKHOCTH, HO IIPU 3TOM M Pa3BUBAIOT HOBBIE YI'PO3bl JIMYHOCTH,
0OIIIECTBY M TOCYIapCTRY.

Yepoza ungpopmayuonnoii 6e3onacnocmu Poccuiickoin Dedepayuu - cCO6OKynHoOCHb 0eicmeuil u
daxmopos, cozoarouiux onacHocms HAHECEHUs yuiepoa HAUUOHATbHBIM UHMEPecam 6 UHPOPMAUUOHHOU
cghepe. («/lokmpuna ungpopmayuonnoii 6ezonacnocmu Poccuiickon Dedepauun) yTBepxKicHa YKa3oM
[Ipe3unenta Poccuiickoit @enepanuuot 05.12.2016 . Ne 646)

Ocnoenoii yzpo3oii 6 oonacmu meicOyHapoOHOU UHPOPMAUUOHHOU 0E30NACHOCHU A6IAEMCA
UCIIOJIb30BaHNE UH(POPMAIIMOHHBIX U KOMMYHUKAIIMOHHBIX TEXHOJIOTHI:

a) B KayeCcTBe HH(POPMAIIMOHHOTO OPYXHUS B BOCHHO-NOJUTHYECKUX IEIAX, MPOTHUBOpPEUALIUX
MEXIyHApOAHOMY MPaBY, JIJIsl OCYILIECTBICHUS BPaXKI€OHBIX JEHCTBUI U aKTOB arpecCuu, HAMpaBJICHHBIX Ha
NUACKPEIUTALMI0  CYBEPEHUTETA,  HAPYLICHUWE  TEPPUTOPUAIBHOW  LEJIOCTHOCTH  TOCYAApCTB W
MPEACTABISIONIUX YTPO3y MEXKIyHAPOAHOMY MUY, 0€30MaCHOCTH U CTPATErHYECKOM CTaOUILHOCTH;

0) 6 meppopucmuYecKux ueaax, 6 mom 4ucie 011 OKA3aHUA 0eCMmPYKMUBHO20 6030elcmeus Ha
/1eMeHmbl KpUMUYECKOU UHPOPMAYUOHHOU UHPPACMPYKMYPbl, @ MAKIHCE 014 NPONAAHObl MePPopuU3IMa
U npUeIeYeHUn K meppopucmuyeckou 0esmeibHoCmu H08blX CMOPOHHUKOE;

B) JUIsl BMEIIATEIbCTBA BO BHYTPEHHHE Ji€JIa CYBEPEHHBIX TOCYIAapCTB, HAPYIICHUS OOIIECTBEHHOTO
MOPSI/IKA, Pa3KUTAHUS MEXKHAIMOHAIBHOM, MEXPAacoBOM M MEXKKOH(PECCHUOHAIBHOW Bpa)bl, MpOIaraHbl
PaCUCTCKUX M KCEHO(MOOCKMX UIeH WIM TEOpUH, MNOPOKAAIOIMUX HEHABUCTh M JHUCKPUMHUHAIIMIO,
MOACTPEKAIINX K HACUIIHIO;

r) JJs COBEPIICHUS NPECTYIUICHUWH, B TOM YHUCJIE CBSI3aHHBIX C HEMNPABOMEPHBIM JOCTYIOM K
KOMIIBIOTEpHOM HWH(OpMaMM, C CO3JAaHUEM, HCIOIb30BAaHUEM U PACHPOCTPAHEHUEM BPEIOHOCHBIX
KOMITBIOTEPHBIX ITPOTPAMM.

(OcHoswt cocyoapcmeennoll ROJAUMUKU POCCUTICKOU hedepauuu
8 oonacmu mexcoyHapooOHoll uHgopmauuonnou d6ezonacnocmu Ha nepuoo 0o 2020 zooa)



B oduumanbHBIX POCCUHUCKHX JOKYMEHTaX B o001acTd HHOOpMAIMOHHON
0€30MaCHOCTH TEPMHH «KHOEepOE30MacCHOCTh» HE BBIJCISICTCS W3 00beMa IIOHSTHS
«uH(pOpMaIMOHHAsE 0€30MaCHOCTh» U HE UCHOJIB3YETCSl OTACIBHO.

Hngopmauuonnan _oezonacnocms__Poccuiickoiui_@Dedepauuu - cocmosanue
3AUUIEHHOCIMU JIUYHOCHIU, 00uecmea u 20cyoapcmea om 6HympeHHUX U 6HeUIHUX
UHPOPMAUUOHHBIX  Y2p0O3, HPU  KOMOPOM  00ecneuusaromcsa  peanuzayus
KOHCHUMYWUOHHBIX NPAE U C60000 Yen06eKa U 2parcoOaHuna, 00CMOUHble Ka4ecneo
U YPOBEHb MCUZHU 2PANCOAH, CYBEepeHUment, meppumopualbHas UeaoCHHOCmb U
ycmouuueoe CouuanbHo-IKoHomuueckoe paszeumue Poccunckou @Dedepauyuu,
obopona u 0OezonacHocmv 2ocyoapcmea. («/lokmpuna uHpopmauuoHHOU
oezonacnocmu  Poccuunickou @edepayuu)» yTBEpXKICHA YKazoMm lIpesumenta
Poccutickoit @eneparuu ot 05.12.2016 . Ne 646)

B ogHoM u3 HeoduumanbHbIX H0KyMeHTOB CoBera Denepanun denepaabHOro
CoOpanusi Poccuiickoit ®enepanun  — npoexkme «Konuenuyuu Cmpamezuu
Kuoepoesonacnocmu Poccuiickou Dedepayuuy - KubepbdezonacHocmp NOHUMACTCS,
KaKk Oojiee Y3KO€ MO CMBICIY TOHSTHE, YEM UHGopmayuonnas 0Oe30nacHocms U
O3HAYa€T  COBOKYHHOCHb  YCI06UU, NpPU  KOMOPHIX 6Ce  cocmasaaouue
KUuOepnpocmpancmea 3auiUiieHbl Om MAKCUMAIbHO B603MONCHO20 YUCIA Y2pOo3 U
8030€UCMEUIL C HEMNCEeIAMENbHBIMU ROC/IE0CMBUAMU.




WHTEepHET Kak TEXHOJIOTUs 00s13aH CBOUM POXKJICHUEM aMEPUKAaHCKUM BOCHHBIM. B Hauane
70-x TOJOB MPONUIOro CToJeTHsi crenuaiuctbl [leHTarona paboranu Haj TeM, Kak CIeiarh
BOCHHBIE KOMMYHUKAIlMH HEYSI3BUMBIMU I siIEpHOU aTaku (co ctopoHbl Coerckoro Corosa).
Bbixos ObUT HaiiieH B CO3J@aHUM JCUCHTPAIM30BAHHOW CETH MOJAKIIOYEHHBIX IPYr K JIPYyry
KOMIIBIOTEPOB, IJI€ BBIBOJ U3 CTPOS JOCTATOYHO OOJBIIOTO KOJUYECTBA Y3JI0B, COCTABIISIONIUX
CeThb, HE BJMSET Ha JIOCTaBKY JaHHbIX. Y€ B KoHie 80-x HHTepHeT ObUI OTKPBIT JJIst
KOMMEPYECKOI'0 UCTIOIb30BAHUS.

CeroiHss MOXKHO TOBOPUTH O TOM, 4TO MHTEpHET OXBAaThIBA€T BCE CTPAHBI MHUpPA, TAK KaK
Onmarojapsi TPUMEHEHUIO HOBBIX TEXHOJOTHM (HMCMOJb30BAaHWE MOOMWIIBHBIX CIIYTHUKOBBIX
YCTPOMCTB CBA3M) K ceTH MHTEpPHET MOXHO MOAKIIOYUTHCS U3 JIOOOW TOYKM 3€MHOIO Iapa.
Ecau ’xe ToBOpUTH O pa3BepHyTOM HHPpACTPyKType, TO B TakOoM KOHTekcTe WMHTepHer
oxBaTbiBaeT cerojgHs Oosiee 150 crpan Mupa. B Poccum, 1Mo pasHbIM OIIEHKAaM, YHCIIO
nonbp3oBarenen HTepHeTa cocTasisieT oT 3,5 10 8 MUJJIMOHOB YEJIOBEK.

[Ipu »toM WHTEpHET MO-NPEKHEMY OCTAETCS HEKUM BHUPTYaJbHBIM «CBOOOJHBIM
MPOCTPAHCTBOMY, JIEMOKpaTHUEN B BBICIIEM CBOEM MPOSBICHUH, TJ€ KaXIbli BOJIEH CBOOOJIHO
y3Jararb CBOU B3IVIAAbl. TpaHCHALIMOHAJIBHBIE TEPPOPUCTUYECKUE OPTaHU3ALUMU, B TOM YUCIIE U
«Anp-Kanpga», 1m0 HJOCTOMHCTBY OLEHWIM JIEMOKPAaTU3M  NPAKTUYECKM HHUKEM  HE
KOHTpoJinpyemMor CeTu M aKTHUBHO HCIIOJNB3YIOT €€ KaK IS MPOIAaraHbl CBOMX B3MNISIOB, TaK U
IJ1s. HEOCPEACTBEHHON NOATOTOBKU TEPPOPUCTUYECKUX AKTOB.

Bo3moxkHoctu MHTEpHETa 1O pacnpoCTpaHeHUI0 MHPopMaluu U ero HHGOpPMaIMOHHOMY
BO3JICUCTBUIO HE MEHBIIE, YEM Yy TPAJAUIMOHHBIX CPEICTB MacCOBOM MHGOpPMAIMU, TAKUX KaK
ra3etbl, paauo W TeiaeBujaeHue. OOmMpHbIE BO3MOXHOCTH MHTEpHETa aKTUBHO HCIIOJIB3YIOTCS
Pa3IMYHBIMU DKCTPEMUCTCKUMU U TEPPOPUCTUYECKUMU OpraHu3alusaMU Ui [OpOoIllaraHibl
PAcOBOM, PEIUTHMO3HOM U JpYyTrux (HOPM HETEPIUMOCTH.



Ilesu McnoJib30BaHMsl TeppopucTamu cetu MHTEpHET BeCchMa pa3HOOOpa3HbI:

- o0ecmedyeHHne JOCTyla K CpeACcTBaM MaccoBOM HMH(OpMAIMU M MpomaraHja
TEPPOPUCTUUECKOM IEATEITBHOCTH;

- CO3/IJaHUE CANUTOB C MOJAPOOHON MH(OPMAIIUEH O TEPPOPUCTUUECKUX IBHKCHUSX,
UX [eIsIX MW 3a1a4ax, MyOJauKalus JaHHBIX O BPEMEHM W BCTpeEYe JIIOIEH,
3aMHTEPECOBAHHBIX B MOJJIEPKKE TEPPOPUCTOB, yKazaHUK O (popmax NnporecTa U T.II.,
TO €CTh OKAa3aHUE CHUHEPTeTUUYECKOTO BO3JECHUCTBUSA HA JEATEIbHOCTh TPYIII,
MOJJIEPKUBAIOIINX TEPPOPUCTOB;

- UCIOJb30BaHue MHTepHeTa a1l 0OpalleHusi K MacCOBOM ayqUTOPHUU C LIEJIbIO
COOOIIIEHUS 0 OyIYIINX U YK€ CIUNIAHUPOBAHHBIX JICHCTBUSIX HA CTpAaHUIAX CAUTOB WJIU
pacchlUlka MOJOOHBIX COOOIIEHHH MO OBJICKTPOHHOM IIOYTE, a TaKXKe IpelaHue
TEPPOPUCTAMHU C MOMOIIBIO MHTEpHETA NIMPOKON ITACHOCTU CBOEU OTBETCTBEHHOCTH
34 COBEPIIEHUE TEPPOPUCTUIYECKUX AKTOB;

- BcemupHas naytuHa criocoOHa MHUIMUPOBATH TICUXOJIOTHYECKUNA TeppopusM. C
nmoMoIpt0 MHTEpHETA TEPPOPUCTUUECKUE OpPTAaHU3ALUMUU CEHOT TMAHUKY, BBOIST B
3a0JTyKJICHUE, IPUBOAAT K Pa3pyLICHUIO SMOIIMOHAIIBHBIX U MTOBEACHUYECKUX YCTAHOBOK
VHIVBU]IA.




Cerogus B aTepHeTe PyHKIMOHUPYET OOIBIIOE KOJUYECTBO MH(POPMAIMOHHBIX
pecypcoB (CaMTOB), CIOCOOCTBYIOIIMX Pa3BUTHIO KCEHO(DOOMHM U DKCTpEeMHU3MA.
YCI0BHO Takue CaiiThl MOKHO PA3/IeJINTh HA YEThIPE OCHOBHbIE I'PYIINBI.

1. CaliTel, HENOCPEJACTBEHHO pACHPOCTPAHSAIOIINE MACH HKCTPEMH3Ma,
cemaparusmMa M TeppopusMa. B 4acTHOCTH, yepe3 TakKue pecypchl MEXKIyHApOJHbBIC
TEPPOPUCTUYCCKUE OpraHU3allii MPAKTUYECKU OCCHPENITCTBEHHO OCYIIECTBISIOT
npornaragay paJaudKajdbHBIX TEUEHHHM HcCJIaMa, MNPOMOBEAYIOIIUX HASH JHKUXalga MU
OOpBOBI C «KHEBEPHBIMU.

2. HuadopMaimoHHBIE PeCypChl, OCYIIECTBIAOMNE HWHOOPMAIMOHHYI0 U
(MHAHCOBYIO TOJJICPXKKY TIPEACTABUTEICH MEXKIYHAPOJHBIX TEPPOPUCTHUUYECKUX
OpraHu3aluii. OTH CalThl IPU3BIBAIOT K COBEPIICHUIO TEPPOPUCTUYECKUX AaKTOB,
MpOIaraHAupyoT cernaparu3M, PEIUTHO3HYI0 HETEPHIUMOCTh M MEXKHAIMOHAJIBbHYIO
PO3Hb.

3. Caiitbl, pazxurarmune KceHooOH Ha OCHOBE PAcOBOM WJIM HAIlMOHAIBLHOM
npuHagiexkHoctd. K HMM, B  4YacTHOCTH, OTHOCSTCS  HHTEPHET-PECYpPCHI
aHTHUCEMHUTCKOTO XapaKTepa.

4. IHTepHeT-pecypchl CIIPABOYHOIO XapakKTepa, HalpsMyl HE MPU3bIBAIOIINE K
IPOTHUBONPABHOMN JIeSITEILHOCTH.




IIpuMepbl XaKepCKHUX aTaK
KaK cnoco0a peaan3anum IKCTPEMUCTCKUX U TEPPOPUCTHYECKHUX AeHCTBUIL.

Bupyc Stuxnet 2010 200a: oarokuposana sadepuasn npozpamma Hpana

Ota BUpYyCHas IporpamMma, KOTopas BECHJIa MEHEe OJHOro MerabaiiTa, Oplja 3alyIieHa B CETh
UPaHCKUX SIACPHBIX 3aBOjIOB. Korma BHPYC JAOCTHUT TOYKHM HA3HAUCHHMS, OH B3I IO KOHTPOJIb BCHO
cUCTeMy. 3aTeM OH MpHKa3al IATH ThICSYaM YpPaHOBBIX MEHTPU(Yr Bpamarbcs 0e3 KOHTPOJIS,
BHE3AITHO OCTAHABJIMBATHCS, a 3aTEM CHOBA HAYMHATH BpaIllEHHE, apajjIeIbHO IMOChIIAasi OTYETHI O TOM,
YTO BCE B IOPSJKE. DTa XaOTHYHAS MAHUITYJISAIMS MPOAOJDKAIACh B TEUCHHE 17 MecsIeB, 3acTaBIIss
3aBOJBI KUTh CBOEH COOCTBEHHOM »XM3HBIO, a PAa0OYMX M YYCHBIX COMHEBATHCS B COOCTBEHHOM
paccynke. I Ha IpOTSHKEHHHM BCEro ATOTO BPEMEHHM HHMKTO HE 3HAJ, 4TO IpoucxoauT. KoBapHas u
CKpBITHAsl araka IpHHeEcsa OOoJbllle Bpeaa, 4eM eClIu Obl 3TH LEHTpUGYrH ObLIM OBl MPOCTO
YHAUYTOXKEHBI. BUpyC Ben THICSAYM CIIEIIMAIMNCTOB 10 HEMPAaBUILHOMY IIyTH B TCUCHHE IOJyTOpaA JIET,
MOTPATUB THICSIYN YacOB pabOThl U YPAaHOBBIE PECYPCHI, OIICHUBACMbIE MUJUIMOHAMH JOJUIAPOB. DTOT
XaK 3allOMHHJICSA KaK pa3sMaxoM, TaK M XHTPOCTHIO: BHPYC aTaKOBaJl SJICPHYIO MPOrpaMMy CTPaHBI,
KOTOpasi HaXoauJ1ach B cocTossHuU KoH(aukra ¢ CIIIA 1 apyruMu MEPOBBIMU JIep)KaBaMH, a TaK)Ke OH
0OMaHBIBAJI THICSYH HAYYHBIX PAOOTHHUKOB B TEUCHHE ITOIYTOpPA JIET, IIOKA OH CKPHITHO BBIMOJIHSII CBOIO
IPSI3HYIO 3a7a4y.

Spamhaus 2013 200a: kpynneuwaa DDOS-amaxa 6 ucmopuu
DDOS-araka — 3T0, 1O CyTH, NOTOK AaHHBIX. VCMONb3yd NIECATKH KOMIIBIOTEPOB, KOTOPHIC
MOBTOPSIIOT OJJTMHAKOBBIN CUTHAJI C OOJIBIION YACTOTOM M HAa BLICOKOM YPOBHE IITyMa, Xakephbl OyKBaJIbHO
3aTalUIABAIOT W IIEPETPYHKAKOT KOMIIBIOTEpHBIE cUCTeMbl B uHTepHEeTe. B mapre 2013 roma srta
koHkpeTHass DDOS-araka oka3zajiach HACTOJIBKO OOJBIIOW, YTO OHAa 3aMemiinia padoTy BCEro
MHTEPHETA BO BCEM MHUpPE, a TAKXKE MOJHOCTHIO OTKIIIOUMIIO €T0 B HEKOTOPBIX YACTSAX MUPA HA 1IEJIbIE
4achl.




OcCHOBHbIE NIPUHIMIIBI KHOEP0E30IACHOCTH
OpraHU3alHUH.

Opranuszanusa 0€30MacHOr0 A0CTyNAa K CeTH
HUHTepHeT ¢ padoYux MeCT B OPraHM3aluu.
KoHTeHT-puabTpanusa HHPOpPMALTHH.
Ucnoab30BaHMe COBPEMEHHOI0 MPOrPaMMHOI0
oOecneyeHUs JIsl 3alUThI JAHHbIX OPraHU3al U
OcHOBHBbIE TPEOOBAHUSA K 0€30IIACHOCTH
P4 padoTe ¢ NPOrpaMMHBIM O0ecIIeYeHUeM,
npu padore B cetu UHTEpHeET.



B omiinumne oT 00BIYHOTO TEPPOPHUCTA, KOTOPBIN NI TOCTHXKEHUS CBOUX 1EJIEH UCTIOJIb3YET B3PHIBUATKY
UM CTPEIKOBOE OpYXHE, KUOEPTEPPOPUCT HCMOJB3YEeT COBPEMEHHbIE HHGOPMAIIMOHHBIE TEXHOJIOTHH,
KOMIIBIOTEPHBIE CHUCTEMBI M CETH, CIEIUAIbHOE NPOTPAaMMHOE OOECIeUeHUE, NPEeAHA3HAYCHHOE IS
HECAHKIIMOHUPOBAHHOTO MPOHUKHOBEHUSI B KOMIIBIOTEPHBIE CUCTEMbI U OpPTaHU3AllMU yJAJEHHOW aTaku Ha
MH(OpPMALIMOHHBIE PECYPCHI )KEPTBBI. B MEpBYI0 OUepenb —3T0 KOMNbIOmMEPHblE RPOZPAMMHbBIE 3AKIAOKU U
8UPYCHL, B TOM UUCJIE€ U CETEBbIC, OCYIICCTBIISIIONINE ChEM, MOIU(PUKAIIUIO UIN YHUUYTOKEHUE UH(OpMAIINH,
TaKk Ha3bIBAEMbIC <«JIOTUYECKHE OOMOBD», «TPOSHCKHUE» MPOTPAMMbl U HHbIE BUJIBI MH(POPMAIIMOHHOTO
OpYXHUS.

B kubepnpocTpaHCTBE MOTYT OBbITh HCIIOJIB30BAHbl Pa3IUYHbIE HPUEMbl O1A COBEPUIEHUSA
meppopucCmuyecKko2o aKma:

- HaHeceHue ymepOa OTHENbHBIM 3JIEMEHTaM KHUOEpIpOCTPaHCTBA, pa3pylIeHUE CeTe
DIICKTPONIUTAHUS, HABEJACHUE TIOMEX, WCIOJIb30BAHUE CHEUHATIBHBIX MPOrpaMM, CTUMYIUPYIOLIHUX
pa3pylICHUE amlapaTHBIX CPEJCTB;

- XUIIEHUE WIM YHUYTOXKEHHUE HH(GOPMALMOHHOTO, MNPOTPAMMHOTO U TEXHUYECKOTO PECypCcoB
KHOEpPIPOCTPAHCTBA, UMEIOIINX CTPATETUYECKYIO 3HAYMMOCTb, IyTE€M MPEOAOJCHUS CHUCTEM 3alllUThI,
BHEJIPEHUS] BUPYCOB, MPOTPAMMHBIX 3aKIaJ0K;

- BO3JICHCTBHME Ha MpPOrpaMMHOE oOecrieueHue W HUHPOPMAILUIO C IEJIbI0 HUX HCKAXKECHUS WU
Moaupukauuu B HUHGOPMALMOHHBIX CHUCTEMax M CHCTEMax YIPABJICHUS; PACKPhITUE U  yrposa
OnyOJIMKOBAaHUSl 3aKphITOW HWHPOpMaMud O (QYHKIHMOHUPOBAHUU HWHGPOPMAIMOHHON HHPPACTPYKTYPHI
rocy1apcTBa, OOIIECTBEHHO 3HAYMMBIX U BOCHHBIX HWHQPOPMAIMOHHBIX CHUCTEM, KOJOB IIU(pOBaHUS,
NpUHLIKIAX PadOThl CUCTEM IMIUPPOBAHUS;

- 3aXBaT KaHAJIOB TEJICKOMMYHUKAI[MOHHOTO BEIIAHUS C LIEJIbI0 PaclpOCTpaHCHUs Je3WH(POpMaInH,
CJIyXOB, J€EMOHCTPAIIMU U MOIIH TEPPOPUCTUUECKON OpraHu3allui U OOBSBICHUS CBOUX TPEOOBAHUI;

- YVHUYTOXXCHUE W aKTUBHOE MOJAABJICHHE JIMHUN CBSA3U, HEMpPaBUJIbHAS ajpecaiius, UCKYCCTBEHHas
neperpy3ka y3JioB KOMMYHHUKAIlUM, BO3JICHCTBHE Ha OMNEPaTOpoOB, pa3pabOTYMKOB HH(OOPMAIIMOHHBIX U
TEIEKOMMYHUKAIIMOHHBIX CUCTEM C I[ETBI0 COBEPILICHUSI UMH TIEPEUUCICHHBIX BBIIIE JICUCTBUM.



Qoecneuenue _unopmauuoHHol __0e30nacHOCmU - OCYULeCmeeHue
83AUMOYBAZAHHBIX NPABOEHIX, OP2AHU3AUUOHHBIX, ONEPAMUBHO-DA3bICKHBLX,
Pa3eeovleamenvHblX, KOHMPPA3BEOblBAMENbHBIX, HAYYHO-MEXHUUECKUX,
UHDOPMAUUOHHO-AHATUMUYECKUX, KAOPOBLIX, IKOHOMUYECKUX U UHBIX Mep
HO NPOZHO3ZUPOBAHUIO, OOHAPYIHCEHUIO, COEPHCUBAHUIO, NPEOOMBEPAULCHUIO,
OMPAINHCEHUIO UHQOPMAUUOHHBIX Y2PO3 U JAUKEUOAUUU NOCTEOCMEUIl UX

NPOAGICHUA.
Obecneuenue uHopmayuoHnoU 0€30NACHOCMU OCYULECIBIACICA HA
ocHoge couemanus 3AKOH00amenvHol, nPABONPUMEHUMENbHOI,

NPABOOXPAHUMENbHOU, CPOEOHOUl, KOHMPOJbHOU u  opyaux ¢opm
0esameIbHOCHU 20CYOAPCMEEHHBIX OP2AHOE8 80 63AUMOO0CIUCMEUU C OP2AHAMU
MECMHO20 CAMOYNPABIACHUA, OP2AHUSAUUAMU U ZPAAHCOAHAMU.

(«lokmpuna ungpopmauuonnoit v6ezonacnocmu Poccuiickou Deoepavuuy
yTBepkacHa Yka3zoM [Ipe3sugenta Poccuiickoit depepanuu ot 05.12.2016 . Ne 646)



Cucmema__oodecneuenus _uH@POPMAUUOHHOU __DE30NACHOCMU - COBOKYHHOCHIb CUJ
obecneyeHus UHPOPMAUUOHHOU 0E30NACHOCHMU, OCYUWLECMBIAIOUWUX CKOOPOUHUPOBCAHHYIO U
CHIAAHUPOBAHHYI0  0€AMEIbHOCHMb, U  UCHOABIYEMBIX UMU  CPeOCmE  odecneyeHus
UH@opmayuonHou 6e3onacnocmu.

Cunvl_obecneuenus uH@GOpMAUUOHHOU _0€30NACHOCHIU - 20CY0APCMEEHHbIE OP2AHbL, A
makyce noopazoeneHus u O0JAHCHOCHHbBIE JUUA 20CY0APCHEEHHBIX OpP2AH08, O0pP2aAHO08
MECHIHO20 CAMOYRPABIEHUA U OP2AHU3AUUIL, YNOTHOMOYEHHbIE HA PEeUleHUEe 6 COOMEEMCIEUU
¢ 3akonooamenvcmeom Poccuiickon Dedepayuu 3a0au no oodecneyeHur0 UHGOPMAUUOHHOU
bezonacnocmu.

Cpeocmea ___obecneuenus undopmauuonnou ____OezonacHocmu -  NpPaesoewvle,
OP2aHU3AUUOHHbIE, MEXHUUECKUe U Opy2ue cCpeocmea, UcCnoib3yemvle CUIAMU 00echedyeHus
UH(opmayuonHou dezonacHocmu

Cucmema obecneuenus UuHPOPpMaAUUOHHOU 0E30NACHOCMU ABIACMCA UYACMbIO CUCHEMbl
obecneyenus nayuonanvHou oezonacnocmu Poccuiickoiu @edepayuu.

Cucmema ooOecneyenus uHOOPMAUUOHHOU OeE30NACHOCMU CHIPDOUMCA HA OCHOGE
Pa3zpanuuenHus HNOAHOMOYUN OP2aH08 3AKOHOO0AMENbHOU, UCHOJTHUMETIbHOU U CYyOeOHOou
gracmu 6 OaHHOU c@hepe ¢ yuemom npeomMemos 6e0eHUs (heoepaibHblX O0pP2aHo8
20CYy0apCmeeHHoll 61acmu, Op2aHo8 20cyoapcmeeHnou eaacmu cyovekmos Poccuiickoi
@Dedepayuu, a makKHce  OP2AHO8  MECMHO20  CAMOYRDABIEHUA,  ONpPedeIAeMblX
3axonooamenvcmeom Poccuiickou Dedepayuu 6 oonacmu odecneyeHus 0e30nacHocmi.

Cocmaeé cucmemovl obecneuenHuss UHOOPMAUUOHHOU 0E30NACHOCHMU ONPedeAemc
Ilpe3uoenmom Poccuiickoit @edepavyuu.

(«loxkmpuna ungpopmayuonnoii 6ezonacnocmu Poccuiickoiit @eoepavuu)

yTBepxkaeHa YkazoM IIpesnaenta Poccuiickoit ®eaepanuu ot 05.12.2016 . Ne 646)




Opzanu3auuoHHYI0 _OCHOGY _cucmemul _odecnedyenus UuH@GOpMAUUOHHOU _0e30nacHocmu
cocmagaaiom: Coeem @edepayuu Dedepanvnoco Coopanus Poccuiickoii  @Dedepayuu,
Tocyoapcmeennan /[yma @Dedepanvnozo Coopanus Poccuiickou ®@edepawuu, Ilpasumenvcmeo
Poccuiickou @eoepauuu, Cosem bezonacnocmu Poccuiickoii Dedepauuu, edepaivuvie opzamnvl
ucnonnumenvrnoi earacmu, Ilenmpanovuviii 6ank Poccuiickoiui @edepayuu, Boenno-npomviuinennas
komuccusa Poccuiickou Dedepauuu, mesxceedomcmeennvie opzamnvl, cozoasaemvle Ilpezuoenmom
Poccuiickou ®Deoepayuu u Ilpasumenvcmeom Poccuiickou Dedepayuu, opzanvl UCHOJTHUMETbHOU
énacmu cyovekmoe Poccuiickoii @Dedepauyuu, opzanvl MeCMHO20 CAMOYNPABIEHUSA, OP2AHbL
CYy0eoHoll enacmu, RNpuUHUMAOWUe 6 coomeemcmeuu ¢ 3akonooamenvcmeom Poccuiickoii
Deoepanuu yuacmue 6 peuieHuuU 3a0ay no odecneueHuro UHPoOpMayuoHHoll Ge3onacnocmu.

Yuacmuuxamu __cucmemuvl __odecneyenus _uHPOPMAUUOHHOU _0E30NACHOCIU __ AGIAIOMCA:
COOCMBEHHUKU 00beKmMOo8 KPUmMUYEecKou UHDOpMAUUOHHOU UH@paAcmpyKmypvl u OpeaHu3ayuu,
IKCnayamupyruwiue maxkue o00vbeKmovl, CpPeOCmea MAcco8oU UHPOpmauuu U  MACCOBbIX
KOMMYHUKAWUI, Op2AHU3AUUU OCHEHCHO-KPEOUMHOU, 6aNI0OMHOU, OAHKOBCKOU U UHbIX cep
¢unancoeozo pvinka, onepamopul céA3u, onepamopvl UHPOPMAUUOHHBIX CUCHIEM, OP2AHU3AUUU,
ocyuiecmenaiouwue 0esameibHoCmy no CO30AHUI0 U IKCHAYAMAuuu UHPOPMAUUOHHBIX CUCHEM U
cemeil C6A3U, NO pazpadomke, NPOU3COOCMEY U IKChHAyamayuu cpeocme obecneueHus
UH(OpMaAYUOHHOI De30nacHocmu, no OKA3aHUI0 yciyz 6 odaacmu odecneueHus UHPOPMAYUOHHOI
De3onacHocmu, OpaHuzauuUu, OCywiecmeaAruiue 00pazoeamenvHyl0 0eAmenbHOCms 6 OAHHOU
obonacmu, o00uwiecmeeHHvle O00bEOUHEHUA, UHbIE OP2AHU3AUUU U 2pajdicoaHe, Komopwvle 6
coomeemcmeuu ¢ 3akonooamenvcmeom Poccuiickou @edepayuu yuacmeyrom 6 peuteHun 3a0a4 no
obecneuenuro uHhopmayuonnoll 6e3onacnocmu.

(«lokmpuna ungopmauuonnoii oezonacnocmu Poccuiickoii @edepayuuy
yTBepxaeHa Yka3zom [Ipesunenta Poccuiickonn @enepanuuot 05.12.2016 . No 646)




Jaoauamu___ 20Cy0apCmeEeHHbIX __OP2AHO08 8 PAMKAX __ 0esamelbHOCHU __ NO
o0ecneueHUuI0 UHPOPMAUUOHHOU DE30NACHOCHIU A8 IAIOMCSL:

a) obecneueHue 3auwiumevl NPA8 U 3AKOHHBLIX UHMEPECO8 2PAXCOAH U
opzanu3auuil 6 UHpopmayuoHHoIl chepe;

0) oueHKa coCmoAHUA UHPOPMAUUOHHOIU DE30NACHOCHU, NPOZHOZUPOBAHUE U
oOHapys)icenue - UHGOPMAUUOHHBIX  Y2pPO3, onpeoejieHue - NPUOPUMENIHBLX
HANPABIEHUIL UX NPEOOMEPAUECHUA U TUKEUOAUUU NOC/IEOCMBUIL UX NPOABTICHUSL;

8) naaHupoeanue, ocyuiecmeieHue u oueHka Ipphexkmusnocmu Komniexca mep
no obecneueHur UHHOPMAUUOHHOU DE30NACHOCHU;

2) opzanuzauua O0eaAmeabHOCMmU U KOOPOUHAUUA 63AUMOOCUCMEUA CU
obecneueHus UHPOPMAUUOHHOI Oe30NACHOCMU, COBEPUIEHCIBOBAHUE UX NPABOBO2O,
OP2aAHU3AUUOHH 020, OnepamueHoO-pa3vliCKHO20, pazeeovieameibHO20,
KOHmMpPa3eeovleameibHO20, HAYYHO-MEXHUUECKO20, unpopmauuonHo-
AHATUMUYUECKO20, KAOPOBO20 U IKOHOMUUECKO20 0DecneyeHus1;

0) 6bIPAOOMKA U peanuzayus mep 20Cy0apCmeeHHOU NO00EePHCKU OP2aAHU AU,
OCYUEeCMBIAIOUUX 0eAMEIbHOCHb N0 Pa3padomike, NPou3e00Cmaey U IKCHIyamayuu
cpeocme obdecneueHus UHPOPMAUUOHHOU 0Oe30naACHOCmU, N0 OKA3AHUIO YClyZ 6
oonacmu obecneuenus UHGOPMAUUOHHOU 0E30NACHOCIMU, @ MAKXCe OP2aHU3auull,
OCYULEeCMBAAIOUWUX 00PA308AMENbHYIO 0eAMETbHOCHb 8 OAHHOU 001acmu.

(«lokmpuna ungpopmauuonnoii 6ezonacnocmu Poccuiickou Deoepavuuy
yTBepkacHa Yka3zoM [Ipe3suaenta Poccuiickoit deaepanuuot 05.12.2016 . Ne 646)




Jadauamu _20cy0apcmeeHHbIX 0P2AH08 8 PAMKAX 0esimeIbHOCHU N0 _DPA38UNUIQ
U_COBEePUIEHCMBOBAHUIO CUCHEMbL_0DecnedeHusl UHPOPMAUUOHHOU _De30nacCHOCHU
AGAIOMCA:

@) YKpenjieHue 6epmuKaiu YynpaeieHus u WeHmpaiuayus cul odecneuenHus
uHopmayuonnoi - O0ezonacHocmu  Ha  peoepanbHoM,  MeMHCPEZUOHATIbHOM,
PECUOHATBHOM, MYHUUUNATIbHOM YPOGHAX, a4 mMAK)ce HA YpoéHe 00beKmoes
UHopmamuzayuu, onepamopos UHGOPMAYUOHHBIX CUCIEM U Cemell C8A3U;

0) cosepuiencmeosanue opm u mMemoooe 63aumMooelicmeusl cui oodecnedyeHus
UHPOPpMAUUOHHOU 0e30NACHOCMU 6 UENAX NOGbIUEHUA UX 20MOBHOCMU K
NPOMUBOOCUCMEUI0 UHGOPMAYUOHHBIM YZPO3AM, 8 MOM YUCTE NYMEM PeYaAPHO20
npoeeoeHuUs1 mpeHUupoB8oK (yueHui);

8) coeepuieHcmeosanue UHOOPMAUUOHHO-AHATUMUYECKUX U  HAYUHO-
MEexXHUYECKUX acnekmoe ¢ynkyuonuposanus cucmemul obecneuenusn
UHpOpMaAUUOHHOI De30nacHoCmu;

2) nogvluienue IPphekmugHocmu 63auUmMo0eiicCmeusn 20Cyo0apCmeeHHblX 0P2aHoas,
OP2AH08 MECMHO20 CAMOYNPABICHUA, OP2AHUAUULL U 2PANHCOAH NPU PeuleHUU 3a0ay
no odecneyenuro UHGoOpmMauuoHHOU 6e30nacHoCmi.

(«loxkmpuna ungpopmayuonnou oezonacnocmu Poccuiickon @eoepayuuy
yTBepkaeHa Yka3oM IIpesuaenra Poccutickoit @eneparuuot 05.12.2016 . Ne 646)




eamenvnocmu 20CY0apCmeeHHbIX op2anoe no obecneuenuro
UHPOPMAUUOHHOU 0E30NACHOCHU OCHOBBIBACHICA HA C1EOVIOUWLUX RPUHUUNAX:

@) 3AKOHHOCMb 00UWeCMBEHHLIX OMHOWIEHUI 6 UHGOpMayuoHHOU cepe u
npaseoeoe pPABeHCMEO 6CeX YUACMHUKOS MAKUX OMHOUWEHUIl, OCHOBAHHbIE HA
KOHCMUMYYUOHHOM Rpase 2paxcoan c60000HO UCKamb, NOIyuamsv, nepeoasambu,
nPOU3600UmMb U PACRPOCMPAHAMb UHPOPMAUUIO T100bIM 3AKOHHBIM CROCOOOM;

0) KoOHCcmpyKmueHoe  e3aumooelicmeue - 20CyO0apCmeeHHbX  O0P2AHO08,
OP2AHU3AUUIL U 2PAXHCOAH NPU peuleHUU 3a0ay no odecneueHur) UHGoOpMayuoHHOU
O0e3onacnocmu,

8) cobrwoenue dananca mexcoy nompedoHOCmbvIo 2paxcoan 8 c60000HOM 0OMeHe
uHopmayueii u 0ZPAHUYEHUAMU, CEA3ZAHHBIMU C HEOOX00UMOCHDbIO O0DecneueHus
HAUYUOHATIbHOU 0e30NACHOCMU, 8 MOM YUCTIE 8 UHPOPMAUUOHHOU chepe;

2) OocmamoyHoCmb CUl U Cpeocme obecnedeHus UHPOPMAUUOHHOU
OezonacHocmu, onpeoeniemas 6 MmMOM UUCAe HOCPEOCHEOM HOCHOAHHO20
ocyuecmeieHus MOHUMOPUH2A UHPOPMAUUOHHBIX Y2PO3;

0) coonwoenue 00uWenpUIHaAHHbLIX NPUHUUNO0B U HOPM MENCOYHAPOOHO20 npaea,
MENHCOYHAPOOHBIX 002080p06 Poccuiickon Dedepauuu, a makice 3aKOHO0AMENbCMEA
Poccuiickou @Dedepauuu.

(«loxkmpuna ungpopmayuonnou vezonacnocmu Poccuiickon @edepavuuy

yTBepkaeHa Yka3oM IIpe3suaenra Poccutickoit @eneparuuot 05.12.2016 . Ne 646)




Oonadamenem __ungopmauuu modxcem 0Ovimp 2paxcoanun (uzuueckoe auuo),
ropuouueckoe auuo, Poccuiickaa @eodepayua, cyovekm Poccuiickoui  @Dedepauyuu,
MYHUYURATIbHOE 00pa3osanue.

Oonadamens _undopmauuu, eciu unoe He npeoycmompeno ghedepaibHvlmu_3aKoHaMu,
gnpaee:

1) pazpewmamov unu ozpanuuueamv 00cmyn K uHopmauuu, onpeoenims NOPAOOK U
YC108UA MAKO20 00Cmyna;

2) ucnoavzoeamv uHpopmayuro, ¢ mMomM UuUCAEe PACHPOCMPAHAMbL ee, N0 CBOeMYy
YyCMOmMpEeHUuIo;

3) nepeoasamov uHpopmauuro Opy2um auuam no 002060py Ul HA UHOM YCHIAHOBIEHHOM
3AaKOHOM OCHOBAHUU;

4) 3awuwamev YCMAHOBIEHHLIMU 3AKOHOM Cchocodamu ceou npasa 6 cjyuae
HE3aKOHHO20 NOSYYEeHUA UHPOPpMaAyUU UlU ee He3AKOHHO20 UCNOIb306AHUA UHBIMU JIUUAMU;

5) ocywmecmensaimo unwvle Oelucmeus ¢ uHgopmayuen uiu papeuwiams OCyuiecmeieHue
makux oeucmeuil.

Oonadamens unghopmauuu npu 0Cyuiecme1eHuU c6oux npas 00a3amn:

1) coonrwoams npasa u 3aKkoOHHbBIE UHMEDPECHl UHBLX JIUU;

2) npunumamu mepvl no 3auume uHGopmayuu;

3) ozpanuuueamsv Oocmyn K uH@opmauuu, eciu maxasa 0043aHHOCMb YCHMAHOG/IEHA
geodepanvnvimu 3axonamu.

@Deoepanvuwtii 3axkon om 27.07.2006 Ne 149-D3 « O6 ungpopmavyuu, unphopmayuornmnvlx
MEexXHOoN02UuAX U 0 3auiume ungopmauuu (¢ peo. om 19.07.2018)




Opzanuzayus o6e3onacnozo docmyna K cetu HHTepHeT ¢ pabounx MECT B OpraHu3aluu
6K1I0uaem 6 cefs KOMIUIEKC TIPABOBBIX, OPraHU3AIMOHHBIX U TEXHUYECKUX MEPOIPHUATHIH,
HaIpaBJICHHBIX HAa OOecreyeHue 3amuThl MHQOPMAMU OT HEMPABOMEPHOTO JOCTYyMa, YHUUYTOKEHHUS,
MOIU(pUUIUPOBAHUS, OJOKUPOBAHUS, KOMMPOBAHUSI, MPEIOCTABICHUS, PACIPOCTPAHCHHS, & TAKKE OT
UHBIX  HENpPaBOMEPHBIX  JEWCTBUH B  OTHONIEHUWHM  Takod  HUHGPOpMAIIUU;  COONIOICHHE
KOH(UICHIINATLHOCTA HWH(OpMalUM OTPAaHUYEHHOTO JOCTYyMa; peaiu3alui0 MpaBa Ha JOCTYN K
uH(opMauu.

Oonadamenv ungopmayuu, onepamop UHPOPMAYUOHHOU cucmemsl 6  CAYHAAX,
YCmanoe1eHHbIX 3aKoHo0amenvcmeom Poccuiickon @edepayuu, od6a3anvl odecneyums:

1) mpenorBpallleHe HECAHKIIMOHUPOBAHHOTO JIOCTyNa K HMH(pOpMalMU M (WIH) Nepefadd ee
JIUaM, HE UMEIOIIIUM MpaBa Ha AOCTYN K HH(OpMalny;

2) CBOEBPEMEHHOE OOHApY>KEeHHE (PAKTOB HECAHKIIMOHUPOBAHHOIO JOCTYNa K MHPOPMAIIUY;

3) npeaynpexIeHUe BO3MOXKHOCTH HEOJAronpUATHBIX TMOCJICACTBUNA HapYIICHUS MOPsAKa
J0CTyNa K MHPpOpMaInY;

4) HegomyIeHUE BO3ICUCTBUS Ha TEXHUYECKHE CpeicTBA 00paboTKK MH(OPMAIINH, B PE3yJIbTaTe
KOTOPOTO HapylaeTcs uX PyHKIMOHUPOBAHHUE;

5) BO3MOXKHOCTh HE3aMEUIUTEIHLHOTO BOCCTAHOBJICHUSI UH(POPMAITUU, MOAUPUIIMPOBAHHON WM
YHUYTOXXEHHOMW BCIIE/ICTBUE HECAHKIIMOHUPOBAHHOTO JIOCTYIIA K HEM;

6) MOCTOSTHHBIN KOHTPOJIb 32 00€CIIEUCHUEM YPOBHS 3AIMIIIEHHOCTH HHPOPMALINY;

7) HaxoxneHue Ha Ttepputopun Poccuiickoir denepanuu 0a3 gaHHBIX HHGOpPMaLUU, C
UCIIOJIb30BAHUEM KOTOPBIX OCYILECTBIISIOTCS cOOp, 3alliCh, CUCTEMATU3alMs, HAKOIICHUE, XpPaHCHHUE,
yTouHeHUe (OOHOBIICHHE, U3MEHEHME), W3BJICUCHHUE IEPCOHANBHBIX JaHHBIX Tpaxkaan Poccuiickoit
denepanum.

Deoepanvuwtii 3axkon om 27.07.2006 Ne 149-D3 « O6 ungpopmavyuu, unphopmayuonmnvlx
MexXHOoN02UuAX U 0 3auiume ungopmauuu (¢ peo. om 19.07.2018)



K npaeosvbim_meponpusmuam_omHOCUMCA _paA3padoOmMKa 6 0Op2aHu3auul_HOpMAamueHo-
npPagoevlxX 0OKYMEHMmMO08, KOmopbvle ONpeoensiiom:

- IOPSJIOK MOAKJIFOYEHMST aBTOMATU3UPOBAHHBIX pab0OUHUX MECT COTPYIHUKOB MPEATTPUSITHS
K cetu IHTEpHET;

- HA3HaUYCHUE JIOCTyMNa K pecypcaM cetu HTepHeT;

- PETUCTpALMIO MMOJIb30BaTEIIS;

- OrpaHuYeHUs Npu padoTe B ceTu HTEepHET;

- o0OpallleHuE B Ipyrue OpraHru3aluy OT UMEHU YUPEXKACHUS;

- KOHTPOJIb UCIIOJIB30BaHUS peCcypcoB ceTu MHTepHeT.

Oo0num u3z makux 00Kymenmoe modxcem ovimo «llonosxcenue o nopsaoke noOKOUeHUA U

padomevl  ABMOMAMUSUPOGAHHBIX pPAOOUUX Mecm COMPYOHUKO8 NPEOnpUAmMUs 6 Cemu
Humepuempy.

K opcanuzauuonnvivm meponpuamuiam 0mHOCUNICA MEPONPUAHUA KOMOPble:

- ONPENECNAT MOPSAOK MOAKIIOYEHHS pabOYUX MECT COTPYIHHKOB K MEXIYHApOIHOU
cetu IHTEpHET M PENIAMEHTUPYIOT UCTOJIb30BaHUE CETU IHTEpHET B yUPEKICHUY;

- HampaBJieHbl Ha MOBBINIEHUS 3(P(PEKTUBHOCTH PAOOTHI COTPYIAHUKOB, HCIOJb3YIOMINX
AJICKTPOHHBbIE ~ MH(OPMAIIMOHHBIE pecypchl IoOanbHOM ceth HMHTEepHET, U  ypOBHS
UHPOPMAIIUOHHON  0€30MaCHOCTH  JIOKAJIbHOW  HMH(POPMALIMOHHO-BBIYMCIUTEILHON  CETH
YUPEKICHUS;

- YCTaHABJIMBAIOT MOCTOSIHHBIM KOHTPOJb U CHEUU(UKALMIO BUAOB HHPOPMALIUM, K
KOTOPOM pa3pelieH J0CTYN TOMY WIX UHOMY PaOOTHUKY.




K mexunuueckum_meponpuamusim_OMHOCUMCA_MEPONPUAMUSL_NO _8blOOPY U
ycmaHnoe6eKe MEXHUUECCKUX yCmpoucme U UHPOPMAUUOHHDBIX MExXHOo102Ull

(annapamuo-npozpamMmHbLX CPeoCchie) KOmopvle 0360 I0H OCYULECHIEIAMDb:

- WACHTU(UKALIMIO U ayTEHTU(UKAIINIO CYObEKTOB JOCTYIIa MU 0OBbEKTOB JI0CTYIIA;

- yIpaBJI€HUE JOCTYNOM CYOBEKTOB AOCTyINla K OOBEKTaM J0CTyna (KOHTEHT-
(bunpTpaiys nHPOPMaIIIN );

- OrpaHUYEHUE TTPOrPaMMHOM CPEJIbI;

- 3alllMTa MAIlTMHHBIX HOCUTENEH HHBOpMAIIUY;

- perucTpaius coObITUM 0€30MaCHOCTH;

- AaHTUBUPYCHAs 3aIlUTa;

- oOHapy>keHue (MpeaoTBpalleHUE) BTOPKESHUIA;

- KOHTPOJIb (aHAJIN3) 3alIUIIEHHOCTH HH(GOPMAITUH;

- o0ecreueHue 11eJI0OCTHOCTH MHGOPMAITMOHHON CUCTEMBI;

- 3allUTa CPeJibl BUPTYAJIN3aIlUU;

- 3aIlIUTa TEXHUYECKUX CPEJICTB;

- 3amuTa MH(POPMAILIMOHHOM CHCTEMBI, €€ CpEJICTB, CUCTEM CBS3M U MEpeiaadu
JAHHBIX;

- BBISIBJICHUE HHIIMJCHTOB (OJHOTO COOBITHUS WX TPYIIbl COOBITHI), KOTOpPBIC
MOTYT IPUBECTH K COOSM WM HApYUICHHIO (PYHKIIMOHUPOBAHMUS HWHGOPMAIIMOHHOM
CUCTEMBI;

yIpaBlieHHe KOHDUTyparer nHPOPMaIIMOHHOM CUCTEMBI.




Ipumep nookniwuenus APM yupescoenusn k cemu Humepnem



B cBsi3u ¢ HapacTaromuM INIOOAJbHBIM IIPOIECCOM aKTUBHOTO (DOPMHUPOBAHUS U
IIMPOKOMACIIITA0OHOTO HCIOJIb30BaHUSI MH(POPMAIIMOHHBIX pecypcoB ceTtu HMHTepHeT
0co0oe 3HadyeHHe mpuodOperaeT HHGPOPMAIIMOHHAS OE30MaCHOCTh OpTraHu3allui,
OPEANPUATUN U YUPEKICHUMN, U B IIEPBYIO oUepe/ib 00pa30BaTeIbHBIX YUPEKICHUN IS
eTel U MOJIOJEKHU.

s 9TUX 1ieJe MCIOJIb3yeTCsl IporpaMMa OTpaHHYeHHs BeO-KOHTEHTa (aHIVI.
Content-control software nmim web filtering software), koropass mo3Bossier 0JJ0KMPOBaTh
BeO-CalThl C COACPKUMBIM, HE IPEIHA3HAYCHHBIM JJIs1 IIpOoCcMOTpa. Tak Ha3bIBa€MBbIid
KOHTEHT-(QUIBLTP.

KoHTeHT-puIbTp — 3TO YCTPOWCTBO WM NOPOrpaMMHOE oOecredyeHue st
(GUIBTpAIllMX CAWTOB MO HMX COJACPKUMOMY, HE IO3BOJISIONIEE IMOJYYHUTh JOCTYI K
ONPEICIEHHBIM calTaM WIM ycayraMm cetd HuatepHer. CucremMa  IO3BOJISIET
OJIOKHMPOBATh BEO-CANTHI C COJCPKUMBIM, HE TIPEIHa3HAYCHHBIM JIJI1 IPOCMOTpa.

KoHTeHT-puapTp paboTaeT MO CTAaTUCTUYECKOMY IMPHUHIUIY, TO €CTh
IIOJICYUTHIBACT 3apaHEe OMNPEACIEHHBIE CJIOBA TEKCTA W OMNPEACISIET KAaTETOPUIO, K
KOTOPOUW OTHOCHUTCA COACPKUMOE CauTa.

[{enpr0 TakuMX YCTPOWCTB WX IIPOTPAMM SIBJISIETCS OTPAHUYEHHUE HOCTyNa B
NHTEpHET I IIKOJ, NPEANPUSTUNA, PEIIMTHO3HBIX OpraHu3aluu U T. 1. Yame BCero
KOHTEHT-(QUIBTPBI UCHIOJIB3YIOTCS JJIs1 OTPAaHUYEHMS TOCTYyTIa ISl JIeTel M ITOAPOCTKOB,
B Y4Ye€OHBIX 3aBEJICHUAX, OMONMOTEKaX W Ha pabodyux MecTaX B Pa3JIMYHBIX
YUPEKICHUAX, a TAK)KE UTPOBBIX KIIyOax U MHTEepHET-Kadbe.




[IporpaMMHBIC CpENCTBA 3aIUThl MHGOPMAIMKM BKIIOYAIOT MPOTPAMMBI IS HUIASHTU(DHUKAIIUN
MOJIb30BaTeNIe, KOHTPOJS JOCTyma, mudpoBaHus HHOOPMAIMK, YIAICHUS OCTaTo4HON (pabdodcii)
nHGOpPMAIIUK TUITA BPEMEHHBIX (haiiIoB, TECTOBOTO KOHTPOJISI CUCTEMBI 3alTUTHI U JIP.

[IpenmyniiecTBa MPOrPAMMHBIX CPEJICTB — YHHBEPCAIBHOCTh, THOKOCTh, HAJEKHOCTH, IMPOCTOTA
YCTAHOBKH, CIOCOOHOCTh K MOAU(DHUKAIINKN 1 PA3BUTHIO.
Henocrarku — orpanudeHHas (QyHKIIMOHAJIBLHOCTh CETH, HMCIOJIB30BaHHME YaCTH PECypcoB (paiii-

cepBepa U pabOYMX CTaHIMW, BBICOKAS UYYBCTBUTEIBLHOCTh K CIyYalHbIM WM MpPeIHAMEPEHHBIM
U3MEHEHUSIM, BO3MOXKHAsI 3aBUCUMOCTD OT TUIIOB KOMITBIOTEPOB (UX amnmapaTHbIX CPEICTB).

3amuTa Ha YpOBHE anmaparypbl U MOPOrPaMMHOIO OOECHEeYEHMs MpeaycMaTpUBAET YIMPABICHUE
JIOCTYTIOM K BBIYUCIUTEIBHBIM pecypcaM. 3allliuTa Ha YPOBHE JaHHBIX HalpaBjieHa Ha 3alIUTy UH(POPMAIIIU
pu 00paIleHNU K HEeH B TIpoIiecce padoThl U Ha 3aIUTy WHGOPMAIIUK TIPH e Mepeiade Mo KaHaaaM CBSI3H.

CpencTBa perucrpanuu, Kak M CpeCcTBa KOHTPOJIS JIOCTyHa, OTHOCATCS K 3((EKTUBHBIM METOAaM
samutbl 0T HCII. OgHako, eciau cpeAcTBa KOHTPOJIS IOCTyIa MpeaHa3HAuYCHbl JJIs MPEAOTBPAIICHUS TaKuX
NEeWCTBUM, TO 3a/1a4a PErUCTPAIIMN — OOHAPYKUTH Y)KE COBEPIICHHBIC JCHCTBUSI.

Opna w3 3amad obOecriedyeHHs 0e30MacHOCTH MHGOpPMAIMHU I BCEX ClIyyaeB IMoib3oBaHuS OBM
SBIIACTCS 3auiuma uH@oOpmayuu om paspyuwieHus, KOTOPOE MOXKET MPOU30WTU NpPH TOATOTOBKE U
OCYIIECTBICHUH KaKUX-JIMOO BOCCTAHOBUTEIBHBIX MEPOTIPUITHM.

Oco0y10 0MacHOCTh MPEACTABISIOT HPOZPAMMbBI-6UPYChL, KOTOPHIE CO3AI0TCS JJIsl HApyIIeHHs pabOThI
KOMITBIOTEPOB — BILJIOTH JI0 CTUPaHUsI UH(POPMALIIH.

Jnst  oOHapyXeHusT | yAajeHus BHUPYCOB CiIyxXaT axmueupycel. OHU TOAPA3ACISIIOTCS Ha
CIEIMAIM3UPOBAaHHbIE U YHUBEpcalibHble. Pasnuuue 3akiouaercss B TOM, 4YTO CHEIUAIM3UPOBAHHBIC
AHTUBHUPYCHI MOTYT OOpPOTHCS TOJBKO C YK€ HANMCAaHHBIMU BHUpPYCaMHU, a YHUBEpPCAJIbHBIE — U C €lIe HE
HanmMCaHHBIMU. W3 yHUBEpCAIbHBIX AHTHUBUPYCOB OOJBIIOE PACIPOCTPAHEHHE HMEIOT PE3UJACHTHBIC
AHTUBHUPYCHI W TPOrpaMMBbI-peBU30pbl. Kpome Toro, aig 3amuTbl OT BUPYCOB HCIONB3YETCS KOMILIEKC
Pa3IMYHBIX OPraHU3AIMOHHBIX MEPOIIPHUSTU.




Ctepbl NporpaMMHOM 3aLUK T

/

3aWunTa AaHHbIX

/

|

\

3awuTa nporpamMm

[

CoxpaHeHue
KOHMUAEHLMANEHOCTH

CoxpaHeHue ObecneymsaeT flBnaeTcs
LENOCTHOCTH KayecTeo 06paboTKu KOMMepYecKon
aHHbIX TanHou

Hanbonee ys3guma
ans
3N0YMbILLNEHHWMKA

OcHoenule Hanpae/ienus UCnoO/1b306aHuA l’lpOZp(lMMHOIZ 3auiumniol und)opﬂmuuu:

3amuTa uHpopmanuu ot HCJI,
3aI{yuTa IPOrpaMM OT KOIMMPOBAHMS,
3alIyuTa MH(POpMaIuu OT pa3pylIeHuUs,
3a1uTa MH(popMaIum OT BUPYCOB,
3alluTa IPOrpaMM OT BUPYCOB,
IporpaMMHas 3alluTa KaHaJIOB CBSI3H.




Ilpozpammusie cpeocmea 3auwgumaol UHGOPpMaAUUU OCNAMCA HA:

- BCTPOCHHBIC CPEJICTBA 3aIUThI HH()OpMAIINH;

- AHTUBUPYCHBIC TPOTPAMMEI (AHTUBUPYC) - MporpaMmma Jjisi OOHAPYKEHUSI KOMITbIOTEPHBIX BUPYCOB U
JedeHuss UHOUIMPOBAHHBIX (PAWIOB, a Takke I NPOPUIAKTUKHU - MPEAOTBpAlllCHUs 3apakeHust (paiaoB
WJIU ONIEPALIMOHHON CUCTEMBbI BPEJIOHOCHBIM KOJIOM;

- cHelNMaIu3UpPOBAHHBIC MPOTPAMMHBIE CPEJCTBA 3aIUThI MHOOPMAIIMKU OT HECAHKIIMOHUPOBAHHOTO
noctyna (00Ja7aT B IEIOM JIYYITUMH BO3MOKHOCTAMHU U XapaKTEPUCTUKAMU, YEM BCTPOCHHBIE CPEJICTBA).
KpomMe mnporpamm mudpoBaHusi U KpUNTOTPAPUUECKUX CHUCTEM, CYHIECTBYET MHOTO JPYTHX JOCTYITHBIX
BHEIIIHUX CPEACTB 3alIUThl HHPOPMAIIUHU.

- ME¥KCETEBbIC IKPAHBI (TaKkKe Ha3blBaeMble OpaHaMayspaMu win (paiipBonamu). Mexay JTOKaJIbHON U
00aTbHONM CETSIMM CO3/IAIOTCSl  CICIUMANIbHBIE IPOMEXKYTOUHBIE CEPBEPHI, KOTOPhIE HHCHEKTUPYIOT U
GUIBTPYIOT BECh MPOXOASIINN Yepe3 HUX TpadUuK CETEBOTrO/TPAHCIIOPTHOTO YPOBHENU. DTO MO3BOJISIET PE3KO
CHU3UTh YIpo3y HECAHKIIMOHUPOBAHHOTO JOCTyNa W3BHE B KOPIOPATUBHBIE CETH, HO HE YCTPAHSIET ATy
OMacCHOCTh TMOJHOCTHIO. bojiee 3amuieHHass pa3HOBUIAHOCTh METOJa — 3TO CHOCO0 Mackapaja
(masquerading), Korja BeCh UCXOJAIINI U3 JTOKaJbHOU ceTH Tpaduk nmochinaercs oT uMeHu firewall-cepsepa,
Jienas TOKAJIbHYIO CETh MPAKTUYECKU HEBUUMOM.

- proxy-servers (proxy — JOBEPEHHOCTh, JOBEpEHHOE JIUI0). Bech Tpaduk ceTeBOro/TpaHCIOPTHOIO
YPOBHEU MEXKY JIOKAJbHOW U TI100abHON CETAMU 3aMpEeIIacTCs MOTHOCTHIO - MapIIpyTU3ALMS KaK TaKoBas
OTCYTCTBYET, a OOpalieHus] U3 JOKaJbHOU CETH B TIOOAIBHYIO MPOUCXOJAT YEPE3 CHEIUAIbHBIE CEpPBEPHI-
nocpenHukd. O4yeBUIAHO, YTO TMPHU STOM OOpaIlEHUsT U3 [IOO0AJbHOW CETH B JIOKAIbHYIO CTAHOBSATCS
HEBO3MOXXHBIMU B MPHUHIMIE. ITOT METOJl HE JAET JIOCTATOYHOM 3alllUThl MPOTUB aTak Ha 0oJiee BBICOKHUX
YPOBHSIX - HAlpUMEp, Ha YPOBHE MpUJIOKEeHUS (BUPYCHI, koa Java u JavaScript).

- VPN (BupTyasibHas 4acCTHasl C€Th) MO3BOJSICT MEPEaBaTh CEKPETHYIO MH(GOPMALIMIO Yepe3 CETH, B
KOTOPBIX BO3MOXKHO IPOCIIYIIMBaHUE TpaduKa MOCTOPOHHUMU JTroabMu. Mcnionbiyembie TexHonoruu: PPTP,
PPPoE, IPSec.




lNporpaMMHble
cpeacTBa 3awuThl

Peructpauus
NaeHTudmkaums || ONPEAeneHne KOHTpOnb pau VHUUTOXKEHUE
npas CpeacTB U CMrHanusauus o| | Bcnomoratens-
TeXHUYECKUX paboThl - || vndopmauun B
TEXHUYECKMNX nonb3oBaTeneu HEeCaHKUMOHMUPO-| | Hbleé NpOrpaMmbl
CpeacTs, 3ajaad, TeXHUYECKHUX 3Y nocne
cpeacTs, npu obpaboTke BaHHbIX pasnuyHoro
Maccusos 1 3ajay u CPEACTB 3aKpbITOM 3aBEpLUEHUA eicTBUAX Ha3HaYeHus
nonb3oBartenen A . | | none3oBatenen P paboThl A
none3oearenemn MHpopMaunm
KoHTpone paboTsl | | ABTOMaTu4yeckoe
MexaHu3Ma npocrasneHue
3alWKnTbi rpuda




3awyuma ungopmayuu om HeCAaHKYUOHUPOBAHHO20 00OCHYNA

JInst  3amuThl  OT YY>KOIO BTOPKEHHS 00s3aTEIbHO  IPEIyCMAaTPUBAKOTCS
omnpeAciaeHHble Mephl  Oe3omacHOoCTU. (OcoOble  (QYHKIMH, KOTOPBIE JIOJIKHBI
OCYIIECTBIATLCS MPOTPAMMHBIMH CPEACTBAMU, ITO:

- UASHTU(PUKALIMS OOBEKTOB U CYOBEKTOB,

- pasrpaHuueHue (MHOTAA IIOJHAS M3OJAIMS) JOCTyHa K BBIYUCIUTEILHOM
TEXHHUKE,

- KOHTPOJIb ¥ PErucTpanus JeUCTBUN ¢ HH(OpMAIME U MporpaMMamMu.

B nponenypax uaeHTUPUKAIUA UCTIONb3YIOTCA PA3IUYHBIE METOIbI:

- IPOCTBIE, CJI0KHBIE U OJHOPA30BBIE NTAPOJIH,

- 0OMEH BONPOCAMU U OTBETAMU C JIMUHUCTPATOPOM,

- CpE/ICTBA aHAJIN3a UHAUBUYaIbHBIX XapAKTEPUCTHUK,

- KJIFOUH, MarHUTHBIE KapThl, 3HAYKHU U T.1.,

- CIeUHaIbHbIE UICHTU(DPUKATOPHI WIIKM KOHTPOJIBbHBIE CYMMBI JIJIs allaparyphl.

[Tocne naeHTUUKAIMA 3aIUTa OCYIIECTBISAECTCA Ha 3 YPOBHSIX:

- anmaparypsl,

- MPOrPaMMHOTO 00ECTICUEHUS],

- JTAaHHBIX.



Kﬂaccud)ukauuﬂ cucmem 3auiumsl om HECAHKUUOHUDPOBAHHO20 0ocmyna

npucyLwine camomy
nporpaMMHoOMY
obecneyeHuo Unu
conpoeoXxaawwme
ero npoaaxy
W NpenaTCTBYLWWe
HE3aKOHHbIM
NEeACTBUAM

annapaTtypsbl, AUCKOB U
WTATHbLIX YCTPONCTB.
Mpu ncnonb3oBaHum

TaKuUX CpeacTB
onepauuwoHHas cpeaa

B OTAWYME OT WITATHOro
pexuMma NocToAHHO

N3MEHAETCA, NOCKONbKY

BbINOJIHEHWE
nporpaMmM 3aBUCHUT
OT onpeaeneHHbIX

AEWUCTBUNA,
cneunansHbIX Mep
NpeAoCcToOpPOXHOCTE

W YC/TOBUW,

rapaHTUpPYIOLLUMX
3aLWnTy

paboTkl BBOAA
AOMNONHUTENBHON
WHdOopMaUMK C LUenso
naeHTUUKaL KK
MONHOMOY KA
nonb3oBartenen

npu BO3HWKHOBEHUM
0cobblX 06CTOATENLCTB:

- BBOAE HenpaBuALHOro
napons

- YKasaHuu
HenpaBWIbHOW AaTbl
WU BpEMEHN
npu 3anycke
nporpMamMm

- MoNbITKax AOCTyna K
WHdbopMaummn
6e3 paspeweHusa 1 T.n.

Cuctembl 3alUTBl KOMIBIOTEpA OT YY>KOIO BTOPXKEHHUS BECbMa pa3H006pa3HLI U MOIyT
KJIaCCI/I(l)I/IHI/IpOBaTBCﬂ 0 CJICAYIOILIUM Irpynmam:

- CpelICTBa COOCTBEHHOM 3aIUTHI, IPEAYCMOTPEHHBIE OOIIMM MPOrPaAaMMHBIM 00€CIIEUCHUEM;

- CPEIICTBA 3AIIUTHI B COCTABE BBIYUCIUTEIIBHOW CUCTEMBI;

- CPEJICTBA 3AIUTHI C 3aPOCOM HHGOPMAIINH;

- CpEICTBAa MACCUBHOM 3aIMTHI U T.II.

CpeactBa nporpaMMHOW 3aLUNThl

Cpeactea ) Cpe;éclg;?éaaue.mml CpeacTBa 3aWnThl Cpencrea CpeacTea

R E e A o T el i [ o
CHUCTEMBI
JneMeHTbl 3alMThl, CpeacTtea 3aWmThl TpebyoT ansa ceoen WHuuuupyroTca HanpaBneHbl Ha

npeaocTepexeHune,
KOHTPONb, NONCK YUK W
[OKa3aTenbCTB C Uenbio
co3aaHMA 06CTaHOBKM
HEeOoTBpPaTUMOro
packpbITUA
npecrynneHuns




3ammura nndopmManuu OT KONMMUPOBAHUSA

Jawmuma  ungopmayuu  om - KORUPOBAHUA  PeaU3YEMCS
8bINOIHEHUEM pAda QYHKUU, AGAANOWUXCA 00wumu 011 6cex
cucmem 3auiumel:

UJICHTU(PUKALMS CpEAbl, U3 KOTOPOH OyAET 3ayCKaThCs IIporpaMma,

ayTEHTU(PUKALIMS CPEbI, M3 KOTOPOU 3alyIleHa IIporpaMma,

peaKiMs Ha 3aIllyCK M3 HECAHKIIMOHUPOBAHHOM Cpejlibl (CBOJIMTCS K
BbIJAa4€ COOOIICHU),

perucrpanus CaHKIMOHUPOBAHHOIO JTOCTYIIA,

IIPOTUBOJICHCTBUE U3YUYCHHUIO AJITOPUTMOB PaOOTHI CUCTEMBI.



3amuTa nepcoHaJIbHbIX JAHHBIX PA0OOTHUKOB
KaK OJHMH U3 CIIOCO00B o0ecneyeHud
KH0ep0e30macHOCTH,
IPOTUBOACHCTBUA COBEPILIEHUIO BO3MOKHBIX
TEPPOPUCTHYECKUX AKTOB.

DenepajbHbIA 3aK0H 0T 27.07.2006 Nel52-D3
«O mepcoHAJTBHBIX JAHHBIX»



OcHoOBHBIE HOPMATUBHO-IIPAaBOBLIC AKTbI,
PEIIIaMECHTUPYHOIIUC paﬁoTy C IEPCOHAJTBbHbBIMHA JaHHBIMH

IL. Dedepanvhuviii_3axon_om_27.07.2006 Ne 149-D3 «O6 ungpopmayuu, unpopmayuonnvix
MEexXHON02UAX U 0 3auiume uHGopmayuuy

2. Deodepanvhbiii 3axkon om 27.07.2006 Ne 152-D3 «O nepconanvHvlx OAHHBIX)

3. Hocmanosnenue Ilpasumenvcmea P® om 21.03.2012 Ne 211 «O6 ymeepircoeHuu nepeuns
Mep, HAanpaeieHHvlX Ha ofecneueHue GbINOAHEHUA  00A3AHHOCHEl, NPEOYCMOMPEHHBIX
Deoepanvhvim 3aKkoHOM «O NEPCOHANBHBIX OAHHBLIX)» U NPUHAMBIMU 6 COOMEEMCHEUU C HUM
HOPMAMUBHBIMU NPABOBLIMU AKMAMU, ONEPAMOPAMU, ACTANWUMUCA 20CYOAPCHEEHHBIMU UTU
MYHUUUNATbHOIMU OP2AHAMU)

4. Hocmanosenenue Ilpagumenvcmea P® om 01.11.2012 Ne 1119 «0O6 ymeepircoeHuu
mpeoo8anuil K 3aujume nNEPCOHAIbHBIX OAHHBIX NPU UX 00PAOOMmMKe 8 UHPOPMAUUOHHBIX CUCHEMaX
NEPCOHAIbHBIX OAHHBIX)

5. Ipuxkaz @CTIK PO om 11.02.2013 Ne 17 «0O6 ymeepycoenuu Tpebosanuii o 3aujume
UHgopmayuu, He cocmagnaOuiell 20Cy0apCmeeHHy10 maity, cooeprHcauwieiicsa 6 20cyoapCcmeeHHbIX
UHGOPMAYUOHHBIX CUCEMAX)

6. Ipukaz @CTIK PD om 18.02.2013 Ne 21 «O06 ymeepicoeHuu cocmaga u cOOEpHCAHUA
OP2AHU3AUUOHHBIX U MEXHUUECKUX Mep no odecneyeHuro 0e30nacHoCmu nepcoHanbHbuIX OAHHBIX
npu ux o0padomke 6 UHPOPMAUUOHHBIX CUCHEMAX NEPCOHATbHBIX OAHHBIX)

7. Ilpuxkaz @®CH P® om_10.07.2014 Ne 378 «O06 ymeepicoenuu cocmasa u co0epiHcanus
OP2AHU3AUUOHHBIX U MEXHUUECKUX Mep no odecneyeHuro 0e30nacHocmu nepcoHanbHuIX OAHHBIX
npu ux oopadomke 6 UHPOPMAUUOHHBIX CUCHIEMAX NEPCOHAIbHBIX OAHHBIX C UCHOIb306AHUEM
cpeocme  Kpunmozpaguueckoii  3auwgumol  UHGOpMaAyuU, HEOOXO0UMBIX O  GbINOJIHEHUS
ycmanoeneunvix Ilpasumenvscmeom P® mpeodosanuii Kk 3aujume nepcoHANbHLIX OAHHBIX OJiA
Kax#c0020 u3 ypoeHeul 3auiuyéHHOCmU




Ilepconanvnvie oannvie — 00aa unopmayus, OMHOCAUWAACA NPAMO UIU KOCBEHHO

ONpeoeeHHOMY Uu onpeoenaemomy pusuueckomy auuy (cyoveKkmy nepcoHaIbHblX 0AHHDBIX).
Deoepanvuutit 3axkon om 27.07.2006 Ne 152-D3 «O nepcoHanbHblX OAHHBIX)

CyObeKT NEepCOHANBHBIX JAHHBIX — (PU3UYECKOE JIUI0, KOTOPOE IPSMO WU KOCBEHHO
ONPEAECIICHO WU ONPEAEIISIEMO C TIOMOIIBIO IEPCOHATBHBIX TaHHBIX.

Takum oOpaszom, jaesaeM BBIBOJ, 4TO HHGOpPMAIMsA, KOTOpas MNpsMO HJIM KOCBEHHO HE
yKa3bIBaeT Ha KOHKPETHOE (PU3UUECKOE JIUIIO0 IE€PCOHATBLHBIMU JAHHBIMU HE SIBIASCTCH.

Onepamopbst u unvie 1uua, nOJay4ueuiue 0OCHYn K nepCoOHAIbHbIM OAHHBIM, 00A3AHbL HE
PAcKpvleams mpemovum JUUAM U He PACHPOCHMPAHAMb NEPCOHAIbHbIE OAHHble 0e3 co2nacus
CyO0beKma nepcoHanbHblX OAHHBIX, eC/IU UHOE He NPE0YCMOMPEHO hedepaibHbIM 3aKOHOM.

Xpanenue nepcoHaibHblX OAHHBIX OO0IANCHO OCYUWECMBIAMbCA 8 (hopme, no3eonaouieil
onpeoeaums Cy0beKma nepCcoHANIbHLIX OAHHbBIX, He 00buie, Uem 3IM0O20 mpedyom uyeau
00padOmMKU NepPcoOHAbHBIX OAHHBLIX, €CAU CPOK XPAHEHUA NEPCOHATbHBIX OAHHBLIX He
yCmanoeieH geodepanvrvim 3AKOHOM, 002060pOM, CMOPOHOU KOmopozo,
6bl2000NpuoOpemamenem UaU  HOpyYUmMeEIEM N0  KOMOPOMY  AGAAEMCA  CYObeKm
nepcoHanivbHulX  Oannvix. QoOpabamovieaemvle  NEPCOHATbHBIE  OAHHbBIE  NOOJIEHCAM
YHUUMONCCHUIO TUO0 00e3TUYUCAHUI0 N0 OOCHUNCEHUI0 yenell oOpadomku uau 6 caydae
ympamsl He00X00UMOCmU 6 OOCHIUNCEHUU IMUX uyeinei, eciu UHoe He NPedyCMOmpPEeHO

gheoepanvrvim 3axkonom.
Deoepanvuutii 3axkon om 27.07.2006 Ne 152-D3 «O nepcoHanbHblX OAHHBIX)»




[lepcoHanbHbIE JaHHBIC, B 3aBUCUMOCTH OT IIeJIe HX OOpadOTKH, MOXKHO
pa3EeIUTh HA HECKOJIBKO KaTETOPUM:

- 0OIIeI0CTYIIHBIE (JaHHBIE, TOCTYN K KOTOPHIM MPEAOCTABICH HEOrPAHUYECHHOMY
Kpyry JHI[I C COITIacHsl CyObEKTa II€PCOHAJBHBIX JaHHBIX WM Ha KOTOphIE B
COOTBETCTBUM C (PeAepaibHbIM 3aKOHOM HE PacHpOCTPaHSIIOTCA TpeOOBaHUSA
COOMIOJICHUS KOH(PUICHIIUATLHOCTH);

- crelyaibHble  (Kacaloldecs pacoBOM, HAIMOHAJbHOM  IPUHAJJIC)KHOCTH,
MOJIUTUYECKUX B3IVISIJIOB, PEIWTHO3HBIX M (PUIOCOPCKUX YOEKICHUN, COCTOSHUSA
3JI0pPOBbS, HHTUMHOM JKU3HH);

- OuomeTpuydeckre (xapakTepusyromue (GU3NOJIOrHYeCKUEe OCOOCHHOCTH YEJIOBEKA
1 Ha OCHOBE KOTOPBIX MOKHO YCTAHOBUTbH €0 JIMYHOCTD ).

Onepamop  nepcoHaIbHLIX  OAHHBIX -  20CYOAPCMBEHHBIU  OP2aH,
MYHUUUNATIbHBLIL OpP2aH, Opuouueckoe uiu @Qusuueckoe Jauuo, camocmoamesi1bHo
UIU COBMECHIHO C Opy2UMU JUUAMU Op2anHusylowiue u (uau) ocyuiecmenaouiue
00padOmMKy nepcoHAIbHBLIX OAHHLIX, @ MAKMce Onpeoenarnuiue ueau 00padomxu
nepPCOHAIbHBIX OAHHBIX, COCMAE NEPCOHATIbHBIX OAHHBIX, NOOIEHCAUUX 00padomke,
Oelicmeus (onepayuu), cogepuiaemvle ¢ NePCOHATbHLIMU OAHHBIMU.

Deoepanvhwtii 3axkon om 27.07.2006 Ne 152-D3 «O nepconanvHvix 0AHHBIX)




Oopadbomka nepcoHanvHLIX OAHHBIX - J1I0D0e Oelicmeue (onepayus) uaU COBOKYRHOCHIb
Oeiicmeuil (onepauuit), co6epuUIAEMbIX C UCROIbIOGAHUEM CPEOCmE asmomamusayuu uiu o6e3
UCROIb306AHUA MAKUX CPEOCME C HNEPCOHATNbHLIMU OAHHBIMU, GKIIOUAA CcOOp, 3ARUCD,
cucmemamusayuio, HAKONjieHue, Xpanenue, ymounenue (00Hoe1eHue, UIMEHeHUe), u3ejieuenue,
ucnonv3oeanue, nepeoauy (pacnpocmpanenue, npeoocmaeiieHue, 00cmyn), oode3nuvusanue,
O10KUposanue, yoaienue, YHUUMONCceHUe NepCcoOHANIbHBIX OAHHDIX.

IIpyHOMNBI 00PA0OTKH MEPCOHAIBHBIX JAHHBIX

1. Oopabomrka nepcoHAIbBHBIX OAHHBIX OO0JAHCHA OCYUWLECMBIAMBCA HA 3AKOHHOU U
CHpaeeousoll ocHoae.

2. Oobpabomka nepcoHANIbHBIX OAHHBLIX OONNCHA  OZPAHUYUBAMBLCA  OOCHUNICEHUEM
KOHKDEmHblX, 3apaHee OnpeoeieHHvlx u 3akoHHvix uenei. He oonyckaemca oopabomka
NEPCOHAIbHBIX OAHHbBIX, HECOBMECHUMASA C UETIAMU COOPa NePCOHAIbHBIX OAHHDIX.

3. He oonyckaemcsa o00vedunenue 0a3 OAHHBIX, COOEPHCAUIUX NEPCOHAIbHBIE OAHHBbIE,
00padOmMKa KOMOPBIX OCYULeCMEIACMCA 8 UEIAX, HeCOBMECHUMBIX MeHcdy COOOIl.

4. Oopadoomke nooexcam mobKo NEPCOHAIbHBIE OAHHblIE, KOMOPble OMEeHaom UeaAM UX
oopadomku.

5. Cooepycanue u o00vem o00padamviéaemMvlX NEPCOHANLHBIX OAHHBIX  00JIHCHBI
COOmMEEemcme08ams 3aa6,1eHHbIM yeaiam oopadomku. Qopadamuvieaemvle nepcoHanvbHvle OAHHbIE He
001MCHBL ObIMb U30LIMOYHBIMU NO OMHOUIEHUIO K 3AA6/1ICHHBIM UEIAM UX 00padomKu.

6. IIpu o0Opabomke nepcoHANIbHBIX OAHHBIX OO0NHCHBL OblMb 00ecneyeHvl HMOYHOCHLb
NEPCOHAIbHBIX OAHHBIX, UX OOCHAMOYHOCHIb, A 6 HE0OXO0OUMDBIX CAYUAAX U AKMYAAbHOCHIbL NO
OMHOWEHUIO K Uenam o00padomku nepcoHaIbHblX OanHblx. Onepamop 001)CeH NPUHUMAND
Heo0Xx00uMble mepovl IUDO 0decneqyueamsp UX NPUHAMUE RO YOAIEHUIO WU YMOYHEHUI) HENnOTHbIX
U HEMOYHBIX OAHHDbIX.

Deoepanvuutit 3akon om 27.07.2006 Ne 152-D3 «O nepconaibHblX OAHHBIX)»



YciaoBust 00padOTKM NEPCOHAIBHBIX JAHHBIX
(Deoepanvuutit 3axkon om 27.07.2006 Ne 152-D3 «O nepconanvHvlx OGHHBIX))

1. Oobpabomka nepconanvHLIX OAHHBIX OOAMHCHA OCYUWLECHBTIAMBCA  C
coOnwoenuem  HPUHUUNOE U  HPABUN,  NPEOYCMOMPEHHBIX  HACHMOAUWUM
Deodepanvhvim 3aKkoHom. QoOpabomka nepcoHaANbHBIX OAHHLIX OONYCKACMCA 8
CEOYIOUWUX CTIYUAAX:

1) oopabomka nepcoHanbHbIX OAHHBIX OCYUWLECMBAACHICA C CO2ACUA CYObeKma
nepPCOHAIbHBIX OAHHBIX HA 00padOmKy €20 NepCOHAbHBIX OAHHDBIX;

2) o0pabomka nepcoHaIbHBIX OAHHBIX HEO00X00uUMa 01 OOCHUNCCHUA Uelell,
NPEOYyCMOMPEHHBIX MEHCOYHAPOOHBIM 002060pom Poccuiickou Dedepauuu unu
3AKOHOM, OJ11 OCYULECMEICHUA U BbINOJIHEHUA B03/10HCEHHBIX 3AKOHOO0AMETIbCMEOM
Poccuiickon Dedepauuu na onepamopa YyHKuuil, nOJIHOMOUUN U 00A3AHHOCMEIL;

3) 006pabomKka nepcoHAIbHLIX OAHHBLIX OCYULECHBIACHICA 8 C6A3U C yHacmuem
JAUUA 6 KOHCHMUMYYUOHHOM, 2ZPANHCOAHCKOM, AOMUHUCMPAMUBHOM, Y207106HOM
Ccyoonpouseoocmee, CyOOnpou3800Cmee 8 apoumpa’)cHvlx cyoax;

3.1) o00pabomka nepcoHANbHBLIX OAHHBIX HEOOX00UMA O UCHOIHEHUA
Cy0eoH020 akma, aKkma o0py2020 Op2aHa uau OO0AHCHOCHHO20 JUUA, NOOTEHCAULUX
UCROMHEHUI0 8 coomeemcmeuu ¢ 3akonooamenvcmeom Poccuiickoiu Dedepayuu 00
UCNOJTHUMETbHOM RPOU3800cmee (0ajiee - UCNOJIHEeHUE CYOeOH020 aKkma);



4) o0Opabomka nepcoHanvbHBLIX OAHHBLIX HeE0OX00uMa 01 UCHOITHEHUA
NOJTHOMOYUIL  (PedepantbHblX  OP2aH08  UCHOJTHUMEIbHOU  6]1ACHU, OP2AHO8
20CY0ApPCMBEHHBIX  BHEOIO0MHCEMHBIX  (POHO08,  UCHOTHUMEbHLIX  OP2AHO8
cocyoapcmeennou eaacmu cyovekmoe Poccuiickoiu Dedepayuu, opzanoe mecmmuozo
CAMOYNPAGICHUA U QYHKYUI Op2anu3zauuil, y4acmeylouwux 6 npeoocmasieHuu
COOMBEMCMBEHHO 20CY0APCMEEHHBIX U MYHUUUNATIbHBIX YCY2, NPEOyCMOMPEHHBIX
Deoepanvuvim  3axkonom  om  27.07.2010 Ne 210-®@3 "06 opzanuzauuu
NPeOOCMABNEeHUA  20CYOAPCMEEHHBIX U  MYHUUURAAbHOIX ycaye', ekniouas
pecucmpauuro  cyoOveKkma nepcoHAIbHBIX OAHHBIX HA  €OUHOM  nopmaie
20CY0aApPCMEEHHBIX U MYHUUUNAIbHBLIX YCcaye U (uiu) pecuoHaIbHbIX HOPMANax
20Cy0apCmeeHHbIX U MYHUUUNATIbHBIX YCIY2;

5) oopabomka nepconanbHbIX OAHHBIX HEOOXO00UMA 011 UCHOTHEHUA 002080pa,
CHMOPOHOU KOMOpP020 JU00 6bl2o0onpuodpemamenem uiuw nopyuumesiem no
KOmMopomy A61:1emcsa cyOveKkm nepcoHaIbHbIX OAHHbBIX, @ MaKice 011 3aKII0YeHUA
002060pa no uHuyuamuee cyOvLeKma NepPCcOHAbHLIX OAHHBIX UIAU 002080pPaA, NO
Komopomy cyovekm nepPCOHAIbHBIX OQHHBIX 0yoem ACNIAMBCA
8b12000NpUOOPemamenem uiu nopydyumesnem;

6) ooOpabomka nepcoHANbHBIX OAHHBLIX HEOOX00UMA ONA 3AULUMDBL HCUZHU,
300P06bA UIU UHBIX MHCUZHEHHO BAMNCHBLIX UHMepeco8 CyOveKma nepcoHabHbIX
OAHHDBIX, eC/1U NOJIYUEeHUE CO2NNaACUs CYObeKma nepcoHaIbHblX OAHHBIX HEBOIMONCHO;



7) 00padomka nepcoHaIbHbIX OAHHBIX HE00X00UMa 011 OCYUui|eCme1eHUsA npae
U 3AKOHHBIX UHMEPEco8 onepamopa uiu mpemvux Juu, 6 mom 4ucie 8 Cayuasnx,
npedycmompennvix PDedepanvhnvim 3axkonom 'O 3awume npase u 3aKOHHBIX
UHmepecos u3uueckux Jauy HPU OCYULECMEIEeHUU OeAMETbHOCMU HO 6036PAMY
NPOCPOYEHHOU 3A00THCEHHOCMU U 0 8HeceHUuUu uimenenuii 6 DedepanvHuvlili 3aKOH
""O mukpogunancosoit oeamenvHocmu U MUKpopuHancogvlx opzanuzauuax'’, 1uoo
0151 00CMUNCEHUA 00ULeCMBEHHO 3HAUUMDBLX Ue/lell nPU YCA08UU, YMO NPU IMOM HE
Hapywawmcsa npasa u c60000vl cydveKma nepcoHaiIbHblX OAHHbBIX;

8) ooOpabomka nepcoHanvbHBLIX OAHHBIX HEOOXO00UMA ONA OCYULECHBICHUA
npogheccuonanvbHOU 0eamelbHOCIU JHCYPHAaucma u (uiu) 3aKOHHOU 0eamenbHoCmu
cpeocmea maccoeou uH@gopmayuu auUO0 HAYUHOU, JAUMEPAMYPHOU UIAU UHOU
MeopuecKou 0esimeIbHOCMU NPU YCI06UU, YO NPU IMOM He HAPYUIAIOMCA nPaea u
3AKOHHble UHMeEPeChl CYObEeKmMa NePCcoOHAIbHLIX OAHHBIX;

9) oopabomka nepconaIbHBLIX OAHHBIX OCYULECMEIACHICA 6 CHAMUCMUYECKUX
UJIU UHBIX UCC1e008AMENbCKUX UEAX, HPU YCA08UU 00A3AMETbHO20 00e31UYUCAHUA
nepCcoOHAIbHBIX OAHHBIX;



10) ocywecmenaemca ooOpabomka  nEPCOHATIbLHBIX  OAHHBLIX, OOCHIYN
He0ZPAHUYEeHHO20 Kpy2a Uy K KOMOpPbiM npeodocmasien cyovekmom nepcoHaibHblX
OAHHBIX JUOO0 no e2o0 npocvOe (Oanee - nepcoHaIbHbIEe OAHHbBIE, COCIAHHbBIE
00ue0o0CcmynHviMuU CyObEeKmom nepPCoOHAIbHBIX OAHHBIX);

11) ocywecmensemca o00padomka nEePCOHANIbHLIX OAHHBIX, NOOJIEHCAULUX
ONYyOIUKOBAHUIO UNU  00A3AMETbHOMY  PACKPBIMUI) 6  COOMEEHMCHmEUU C
ghedepanvnvim 3aKoHOM.

1.1. Oopadbomka nepcoHabHBIX OAHHBIX 00BEKMOE8 20CY0apCHEEHHOU OXPAHbL U
Y1€HO8 UX CeMEIl OCYULeCMBIIACMCA C YUemoM 0CcoOeHHocmeill, nPedyCMOmMPEHHbLX
Deoepanvhvim 3akonom om 27 mas 1996 zooa N 57-D3 "0 zocyoapcmeennoiui
oxpane'.

2. Ocobennocmu o00padOmMKu CHEUUATILHBIX KAmMe2opuil NnepcoHaIbHbIX
OAHHBIX, @ MAKMHce OUOMempuuUecKuUx NePCOHAIbHBLIX OAHHBLIX YCHIAHAGIUBAIOMCA
coomeemcmeenno cmamovsamu 10 u 11 nacmosauwezo DedepaibHo20 3aKOHA.




3. Onepamop eénpage nopyuumsv 00padOmMKy HEPCOHATbHBLIX OAHHBLIX OPY2OMY JIUUY C
coznacus cy0veKkma nepcoHAIbHbIX OAHHBIX, €C/IU UHOe He NPedyCMOmpPeHo pedepaibHbim
3AaKOHOM, HQ OCHOBAHUU 3AKIHOUAEMO20 C IMUM JUUOM 002080PA, 6 HOM UUC]le
20CY0apCmeeHH020 Uau  MYHUUURAINbHO20 KOHmMpAKma, JaAubo nymem  RPUHAMUA
20CYy0apCmMeEeHHbIM UMW MYHUUUNAIbHOIM OP2AHOM COOmeemcmeyouieco akma (oanee -
nopyuenue onepamopa). Jluuo, ocywecmenawuiee o00padbomKy nepcoHaAIbHLIX OAHHBIX NO
nopyuenuro onepamopa, o00A3aH0 Co0NO0amMb HPUHUUNBL U Hpasuna oopadomku
NEPCOHAIbHBIX OAHHBIX, npedycmompennvle Hacmoauwum Deodepanvnvim 3aKonHom. B
nopyuenuu onepamopa O00JHCHbl 0blmb ONpeoesieHbl nepeueHy oelcmeuil (onepayuii) c
NEePCOHAIbHbIMU  OAHHBIMU, KOmMOpble O0yOym CO8epuiamvbCia JUUOM, OCYULECHEIAIOUUM
00padOmMKy nepCcoHaNIbHbIX OAHHBIX, U UedU 00padomkKu, 001)HCHA Oblmb YCMAHOB1EHA
00A3aHHOCIMb MAK020 JUUA COONI00amb KOHPUOCHUUATbHOCHb NEPCOHAIbHBIX OAHHBLIX U
obecneyusamo 0€30NACHOCHb NEPCOHAIbHBIX OAHHBIX NPU UX 00padomKe, a maKce O0NAHCHbI
Oblmb yKa3zanvl mpedoeaHusn K 3auiume 00padamvléaemvlx NEPCOHAIbHLIX OAHHBLIX 6
coomeemcmeuu co cmamueul 19 nacmosauezo DedepanipbHozo 3aKoHA.

4. Jluyo, ocywecmenawuiee o00padomkKy nepcoHANIbHLIX OAHHBIX NO NOPYYEHUI)
onepamopa, He 004a3aH0 noJayuams coznacue cydveKma nepcoHanIbHblX OAHHBIX HA 00PADOMKY
€20 NepCcoHaIbHbIX OAHHDIX.

5. B cayuae, ecnu onepamop nopyuaem 00padOmMKy HEPCOHANbHBIX OAHHBIX OPYy2OMY
JAUYY, OMEEMCMBEHHOCMb NEPed CyObeKmoM nePCoOHAIbHbIX OAHHBIX 3A 0eUCMEUs YKA3ZAHHO20
auya Hecem onepamop. Jluyo, ocywecmenarouwee o0padomkKy nepcoHanIbHbvIX OAHHBLIX RO
nopy4eHur onepamopa, Hecem OMeemcmeeHHOCHb neped Onepamopom.




Aemomamu3zupoeannas  00padomka  NEPCOHANBHBLIX  OAHHBIX -
00padomka nepcoHaIbHBIX OAHHBIX C HOMOULbIO CPEOCHI8 GbIYUCTUMETbHOU
mexXHuKu.

Deoepanvuwvii 3axkon om 27.07.2006 Ne 152-D3 «O nepcoHanbHbix 0AGHHBIX)

Oopabomka nepcoHaIbHBIX OAHHBIX HE MOdXcem O0blmb NPUHAHA
OCYUWLEeCMBIAEMOIL C UCNOTIb30BAHUEM CPEOCHE ABMOMAMUAUUU MOJIbKO HA
momM  OCHOGAHUU, UMO  NEPCOHAbHbIE OAHHbBIE  COO0EPHCAmciaA 8
UHDOPMAUUOHHOU cucmeme NePCOHAIbHBIX OAHHBIX TUO0 OblLIU U361eYeHbl
u3 Hee.

Iocmanoenenue Ilpasumenvcmea P® om 5.09.2008 Ne 687 «Oo6
ymeepacoenuu Ilonosxcenusn 00 ocovennocmax oopadomku nepcoHaIbHbIX
OAHHBIX, OCYULECBIACMOIL 0€3 UCNONBb306AHUA CPEOCME ABMOMAMUZAUUU )

Hnpopmayuonnaa cucmema nepconanbHvlXx OAHHBIX - COBOKYNHOCHIb
cooeprcanuxca 6 0a3ax OAHHBIX NEPCOHAbHBIX OAHHBIX U 00ecneuusaruux
Ux 00padoomKy UHPOPMAUUOHHBIX MEXHOI0ZUI U MEXHUUECKUX CPEOCME.

Deoepanvuwvii 3axkon om 27.07.2006 Ne 152-D3 «O nepcoHanbHbiX 0GHHBIX)



Kareropyu nH@opManiuoOHHbBIX CHCTEM MEPCOHATBbHBIX JAHHBIX

Hngopmayuonnan cucmema aenaemca uUHPOPpMAUUOHHOU cucmemoil, ooOpadamvlearouient
cneyuaaIbHvle Kame20puu nepcoHaAIbHbIX OAHHBIX, eC/IU 8 Hell 00padamuvleaomcsa nepcoHaIbHbvle OaHHble,
Kacawuwuecs pacoeoil, HAYUOHAIbHOU NPUHAOIEHCHOCHU, NOTUMUYECKUX 632711008, PETUCUOZHBIX UU
Gunocogckux yoesrcoenuil, cocmoanus 300p08b5, UHMUMHOU HCUZHU CYOBEKMOE8 NEePCOHANbHBIX OAHHbBIX.

Hngopmayuonnan cucmema aenaemca uUHPOPpMAUUOHHOU cucmemoil, ooOpadamvlearouienl
Ouomempuyeckue nepcoHanvbHvle OAHHbBlEe, €CAU 6 Hell 00padamvlearomca cee0eHUus, Komopbvle
xapakmepusyrom @Qu3uonozuueckue u duonoudecKue 0co6eHHocmu 4enoeexkd, Ha OCHOBAHUU KOMOPBIX
MOMCHO YCMAHOBUMDb €20 JUYHOCHIL U KOMOpble UCHOIb3YIONCA ONepamopom 0isa yCmAaHo61eHUs
JAUYHOCMU CYObEeKmMa NePCOHAIbHBLIX OAHHBIX, U He 00padamuvlearOmcsa Cee0eHUsd, OMHOCAUUECa K
CREeYUAIbHBIM KAMe2opUuaM nepcoHanbHbIX OAHHBIX.

Hngopmayuonnan cucmema aenaemca uUHPOPpMAUUOHHOU cucmemoil, ooOpadamviearouient
00uedocmynuvle HnEpPCcoHaANbHbIE OAHHbBlE, €CIU 6 Hell 00padamvlearomcsa NnepcoHalbHble OAHHbLE
CYObeKmoe NnepcoOHANbHLIX OAHHBIX, HNOJYYEHHbIE MOALKO U3 00UW€00CHYNHBIX UCHOUYHUKOS
NEPCOHAIbHBIX OAHHBIX, CO30AHHBIX 6 coomeemcmeuu co cmamoveii 8 Dedepanvrozo 3axkona 'O
nepcoHanvbHvlX 0AGHHLIX "

Hngpopmayuonnaa cucmema aensemcsa unH@oOpmayuoHHoU cucmemoil, odpadbamoviearouiell uHvle
Kamezopuu nepcoHaibHblX OAGHHBIX, eC/lU 6 Hell He 00padamuvlearomca nepcoHanbHvle OaHHble, YKA3AHHbLE
6 ad3ayax nepeom - mpemovem HACMOoAULe20 NyHKma.

Hnghopmayuonnan cucmema sagnaemca uHGOPpMayuoHHOU cucmemoil, 00padamoiéarouieli nePcoHalbHble
OaHHble COMPYOHUKOB Onepamopa, eciu 6 Hell 00padamuvléaomcsa nepcoHanbHvle OAHHbIE MOTbKO
YKa3aHHBIX COMPYOHUK0S8. B ocmanvnuvlx cayuaax ungopmayuonnas cucmema nepcoHaibHuolX OAGHHbIX
A6emcA UHPOPMAUUOHHOU cucmemoil, odOpadbamvlearouiell nepconaiIbHble 0aHHble CyObeKmoe
NEPCOHAIbHBIX OAHHBIX, He AGTIAINWUXCA COMPYOHUKAMU Onepamopa.

Ilocmanoenenue Ilpasumenvcmea Poccuiickou @edepavyuu om 1 noaopa 2012 2. Ne 1119

«00 ymeepircoenuu mpedosanHuil K 3aujume nepcoHaAIbHbIX OAHHLIX NPU UX 00padomKe 6

UHGOPMAYUOHHDBIX CUCMEMAX NEPCOHATbHBIX OAHHBIX



Iloo axkmyanvnblMu _yzpo3amu__0e30NACHOCHU _NEPCOHAIbHbIX OAHHBIX NOHUMAEHCA
COBOKYNHOCHIb  YC0BUH U (haKmopos,  co30aWuUX  AKMYaibHyl)  ORACHOCHb
HEeCAHKUYUOHUPOBAHHO20, 8 MOM HUCIE CAYYAUH020, 00CHYNA K NEPCOHATIbHBIM OAHHBIM NPU
ux oopaoomke 6 uHPOpMAUUOHHOU cucmeme, pPe3yTbMaAmom KOMoOpo20 MOZym CHAnb
YHUYMOdCEHUE, u3MeHeHue, O10Kuposanue, Konuposanue, npeoocmaenenue,
pacnpocmpanenue nepcoHaibHbIX OAHHBIX, @ MAK}CE UHbLE HENPABOMEPHDBIE 0ClICIBUAL.

Yepozvt_1-20 muna axmyaivHol 011 UHGOPMAYUOHHOU cucmeMbl, eciu 011 Hee 8 MOoM
yucie - aKmyaabHol — Y2po3bl,  C6A3AHHbBIE C  HAJAUYUEM  HEOOKYMEHMUPOBAHHbBIX
(HeOeKnapupoBanHvlX) BOIMOMCHOCHEN 6 CUCHEMHOM  NPOZPAMMHOM  ODecneyeHuu,
UCROIb3YeMOM 8 UHPOPMAUUOHHOU cucmeme.

Yepo3vt 2-20 muna axmyaivHol 015 UHGOPMAYUOHHOU cucmeMbl, eciu 011 Hee 8 HOoM
yucie - aKmyaabHol — Y2po3bl,  C6A3AHHbBIE C  HAJAUYUEM  HEOOKYMEHMUPOBAHHbBIX
(HeOeKnapupoBanHvlx) B03MONCHOCHECH 6 NPUKIAAOHOM HPOZPAMMHOM oODecneyeHuu,
UCROIb3YeMOM 8 UHPOPMAUUOHHOU cucmeme.

Yeposvt _3-20 muna axkmyanvnvl 014 uH@opmauuonHoU cucmemvl, eciu 011 Hee
AKmyaibHbl  y2po3bl, He  CeA3aHHble c  Haauyuem HEeOOKYMEHMUpPOBAHHbIX
(HeOeKnapupoBanHvlx) 603MONCHOCHEU 6 CUCHEMHOM U NPUKIAAOHOM RPOZPAMMHOM
obecneyenuu, UCNOIb3YEMOM 6 UHPOPMAUUOHHOU cucmeme.

Onpeodenenue muna yzpo3 0e30nacHOCMU HEPCOHANbLHBIX OAHHBIX, AKMYATbHLIX 0J14
UHGOPMAUUOHHOUI cucCmeMbl, NPOU3BOOUMCA ONEPAMOPOM C YYEHIOM OUCHKU BO3MONCHOZ0
epeoa.

Iocmanoenenue Ilpasumenscmea Poccuiickou @edepavyuu om 1 noaopa 2012 2. Ne 1119
«00 ymeeporcoenuu mpedosanuil K 3aujume nepcoHaIbHblX OAHHBIX RPU UX 00padomKke 6
UHGOPMAUUOHHBIX CUCHEMAX NEPCOHAIbHBIX OAHHBIX)




Mepsbl 1o o0ecneuyeHn 0 0e30MACHOCTH MEPCOHAJBHbBIX JAHHBIX MPH UX 00padoTKe

Onepamop npu 00padomke nepcoHAIbHLIX OAHHBIX 00A3AH NPUHUMAMb HE00X00UMble
npaeoevle, OPAHU3AUUOHHbBIE U MEXHUUECKUe Mepbl Ulu obecneuusams uUX npuHamue 0ns
3auumol NEePCOHANBLHBIX OAHHBIX OM HENPABOMEPHO20 UNU CAYYAUH020 O00OCMYRA K HUM,
YHUYMOMCEHUA, U3MeHeHUsl, O10KUposanus, Konupoeanus, npeoocmaeienus,
PacnpocmpaneHusl NePCOHAIbHBIX OAHHBIX, @ MAKX}Ce OM UHBIX HENPABOMEPHBIX OelCHEUIL 6
OMHOWEHUU NEPCOHANIbHBIX OAHHBIX.

Oobecneuenue 6e3onacHocmu NEPCOHATbHBIX OAHHBIX 00CMU2ACMCA, 8 YACHHOCMU:

1) onpeoenenuem yzpo3 6Ge3onacHocmu nNepPCOHAIbHLIX OAHHBIX NPU UX 00padoOmKe 6
UHGOPMAUUOHHBIX CUCMEMAX NEPCOHATbHBIX OAHHBIX;

2) npumeneHuem OpP2AHU3AUUOHHBLIX U MEXHUYECKUX Mep ho obecneueHuro
Oe30nacHocmu nEepCcoOHAIbHBIX OAHHBIX NPU UX 00padomke 8 UHPOPMAUUOHHDBIX CUCHEMAX
HEPCOHAIBHBIX  OAHHBIX, HE00X00UMBIX O] BbINOJIHEHUA mpedosanull K 3aujume
HEPCOHAIBHBIX  OAHHBIX, UCHOJIHEHUEe  KOMmOpblX  obecneyueaem  YCHIAHOG/ICHHbIE
Ilpasumenvcmeom Poccuiickoit @edepayuu ypoeHu 3auiuieHHOCMU NEPCOHATIbHBIX OAHHbBIX,

3) npumenenuem HNPOUWIEOWIUX 6 YCHIAHOGIEHHOM NOpsA0Ke npoueoypy OueHKu
coomeemcmeus cpeocma 3auiumasl uHpopmayuu;

4) ouenxoui IPphexmuenocmu npuHuMaeMvlx mep no odecnevyeHur 0OezonacHocmu
HEPCOHAIBHBIX OAHHBIX 00 66004 6 IKCHAYAMauur) UHGOPMAUUOHHOU CUCHEMD]
NEePCOHATbHBIX OAHHBIX;

5) yuemom mamunnplx Hocumeineil nepcoHAIbHBIX OAHHbBIX,

6) oonapysrcenuem haxkmoe HeCAaHKYUOHUPOBAHHO20 OOCMYNA K NEPCOHATbHBIM OAHHBIM
U npuHAmMUeM mep;



7)  eoccmamnosieHueM - NEPCOHAIbHBIX  OAHHBIX,  MOOUPUUUPOBAHHBIX  UU
YHUYMOMHCEHHBIX 6C/1€0CMEUE HECAHKYUOHUPOBAHHO20 00CHYNA K HUM;

8) ycmanoenenuem npasun oocmyna K nepcoHaIbHbIM OAGHHLIM, 00padamvléaemvim 6
UHGOPMAUUOHHOIUI cucmeme NEePCOHANbHBIX OAHHbBIX, A MAaKXce obecneuenHuem pecucmpauuu
u yuema e6cex Oeiicmeuil, cOBEPUIACMBIX C NEPCOHATbHBIMU OAHHLIMU 8 UHPOPMAUUOHHOT
cucmeme nepCcoOHAIbHBIX OAHHBIX;

9) Kommponem 3a NPUHUMAEMBIMU MepamMu no obecnedeHurwy 0e30nacHocmu
NEPCOHAIbLHBIX OAHHBIX U YPOBGHA 3AUAUUIEHHOCHU UHPOPMAYUOHHBIX CUCMEM NEePCOHAbHBIX
OQHHDBIX.

Ilpasumenvcmeo Poccuiickoii @Dedepayuu ¢ yuemom 603MONHCHO20 6peda CyOveKmy
NEPCOHAILHBIX OAHHBIX, 00beMa U COO0EPHCAHUA 00PADAMbBIBAEMBIX NEPCOHATLHBIX OAHHDLX,
suUOa OeameIbHOCmU, NPU OCYUIECHBIEHUN KOMOpPo20 00padamvlearomcsa nepcoHaibHble
OanHbvle, AKMYAAbHOCHU Y2PO3 0€30NACHOCMU NEPCOHAILHBIX OAHHBIX YCHIAHABIUBACHL:

1) ypoeénu 3awuuieHHocmu nEPCOHATIbLHLIX OAHHBLIX NPU UX 00padomke 6
UHGOPMAUUOHHBIX CUCHEMAX NEPCOHATbHBLIX OAHHBIX 6 3A6UCUMOCHIU Om  yZPo3
Oezonacnocmu IMUX OAHHLIX;

2) mpeboeanus K 3auiume NEPCOHAIbHBLIX OAHHBIX NPU UX 00padomke 6
UHGOPMAUUOHHBIX CUCHEMAX NEPCOHAIbHBIX OAHHBIX, UCHOJIHEHUE KOMOPbIX obecneuusaem
YCMAaHo81eHHbIE YPOBHU 3AUUWEHHOCHU NEePCOHANTbHBIX OAHHbBIX,

3) mpebosanus K MaAMEPUATIbHBIM HOCUMENAM OUOMEMPUYECKUX NEPCOHATbHBIX
OAHHBIX U MEXHONO02UAM XPAHEHUA MAKUX OAHHbLIX 6He UHMOPMAUUOHHBLIX CUCHEM
NEPCOHATbHBIX OAHHDBIX.

Deoepanvnwtii 3akon om 27.07.2006 Ne 152-D3 «O nepconanvbHblX OAHHBIX)



Ilpu o00pabomke nepcoHANbHBLIX OAHHBLIX 6  UHPOPMAYUOHHBIX  CUCHEMAX
ycmanaesaugearomc 4 yposHsa 3auiuie HHOCHU NePCOHAbHLIX OAHHDIX.

Heooxooumocmo obOecneuenus 1-20 ypoeHA 3aUiUULEHHOCHIU NEPCOHAIbHbIX OAHHbHIX
npu ux oopadomke 6 UHPOPMAUUOHHOU cucmeme YCMAHABTUBAECMCA NPU HATUYUN XOMA Obl
00HO020 U3 C/1e0yIOWUX YC06UIL:

a) 0211 UHGOPMAUUOHHOU cuCmeMbl AKMYATbHbL Y2Po3bl 1-20 muna u unpopmayuonnasn
cucmema oopadbamovieaem JauOO cneyuabHvle KAMe20pUU NEPCOHANbHBIX OAHHbBIX, JUOO
Ouomempuyeckue nepconanbHvle OanHbvle, TUO0 UHbIE KAMe2opUU NePCOHAIbHBIX OAHHbBIX;

0) 07151 UHPOPMAYUUOHHOU CUCHEMbl AKMYATIbHBL Y2PO3bl 2-20 MURA U UHPOPMAUUOHHAA
cucmema oopadamvieaem CHeUUAIbHbIE Kamezopuu NepCcoHaANbHbIX OAHHBIX 00/1ee uem
100000 cyb6vekmos nepconanvbHvlX OAHHBIX, HE ACAAIOUWUXCA COMPYOHUKAMU Onepamopa.

Jlna oobecneuenus 1-20 ypoeHA 3auiUuieHHOCMU _NEPCOHANbHBIX _OAHHLIX NPU UX
00padomke 6 UHGOPMAYUOHHBIX CUCEMAX NOMUMO MPEOOBAHUIL, NPEOYCMOMPEHHBIX 014 2 -
20 _YPOGHA 3AUIHUIEHHOCHU _NEPCOHATbHBIX OAHHLIX, HE00X00UMO 6bINOJIHEHUE C/1eOyIOUiUX
mpebdosanuii:

a) asmomamuuecKkas pecucmpauus 6 3IIeKMPOHHOM JCypHale 0e30nacHoCmu
U3MEHEHUA NOTHOMOYUU COMPYOHUKA Onepamopa no O00CHYny K NEPCOHAIbHbIM OAHHBIM,
CO0ePHCAUUMCA 8 UHPOPMAUUOHHOU cucmeme;

0) co30anue CmMPYKmMYpHO20 NOOpa30eieHus, O0meemcmeeHHo20 3a obecneuenue
OezonacHocmu nepcoHAbHbIX OAHHBIX 6 UHPOPMAYUOHHOU cucmeme, TUO0 80310)HCeHUE HA
00HO U3 CMPYKHYPHBIX NOOPA30e/IeHUll PYHKYULL nO 00ecnedyeHu1o maKkou 0e30nacHoCmu.

Iocmanoenenue Ilpasumenscmea Poccuiickou @edepavyuu om 1 noaopa 2012 2. Ne 1119
«00 ymeeporcoenuu mpedosanuil K 3aujume nepcoHaIbHblX OAHHBIX RPU UX 00padomKke 6
UHGOPMAUUOHHBIX CUCHEMAX NEPCOHAIbHBIX OAHHBIX)




Heooxodumocms odecneuenusn 2-20 ypogHa 3auiUuieHHOCMU NEPCOHAIbHLIX OAHHBIX NPU UX 00padomKe 6
UHGOPMAUUOHHOU cuCmeMe YCIAHABIUEAEMCA NPU HATUYUN XOMs Obl 00HO20 U3 CEOYIOUUX YCI08UIL:

a) 01A UHPDOPMAUUOHHOU cucmembl AKMyaavbHbl yepo3vl I-20 muna u ungopmayuonunas cucmema
oopabampwlieaem 06uedoCcmynuvle nepcoHaIbHble OAHHbIE;

0) Ona unpopmayuoHHOU cucmemvl AKMYAIbHLL Y2pO3bl 2-20 mMuna u UHPOpMAUUOHHAA cucmema
oOpadamvigaem cneyuaibHvle KAMe2opuu nNePCoOHANbHLIX OAHHBIX COMPYOHUKO8 ONEpamopa uiu cneyuaibHble
Kamezopuu nepconanvHulx oannvix menee uem 100000 cydovekmoe nepconanvHvIX OAHHBIX, HE AGIAANULUXCA
COmMpPyOHUKAMU Onepamopa;

8) 014 UHGOPMAUUOHHOU cucmemsvl AKMYajabHbl YZPO3bl 2-20 mMuna u UHPOpMAUUOHHAA cucmema
oOpadamvieaem duomempuuecKue nepcoHanbHvle OaHHbLE;

2) 01Aa UHGOpMAUUOHHOU cUCMmEMbl AKMYAIbHbL YZPO3bl 2-20 MUNA U UHPOPMAUUOHHAA CUCmeMA
oopabamuvleaem odue0ocmynnule nepconaibuvle oannvie donee uem 100000 cyovexkmos nepconanvbHvIX OAHHBIX,
He AGIAIOUUXCA COMPYOHUKAMU Onepamopa;

0) 01 UHPDOPMAUUOHHOU cucmeMbl AKMYAIbHbL Y2po3bl 2-20 muna u UHPOpMAUUOHHAA cucmema
oopabamuvleaem uHvle KAMe20puU NEPCOHAIbLHLIX 0annblx 0o1ee uem 100000 cyovekmos nepconanbHvlX OAHHBLX,
He AGIAIOUUXCA COMPYOHUKAMU Onepamopa;

e) 014 UHGOPMAUUOHHOU cucmemvl AKMYajabHbl Y2PO3bl 3-20 Muna u UHQPOpmMaAyUOHHaAA cucmema
oopabampvleaem cneyuanvbHovle KAmMe2opuu nepcoHanbHvlX Oannvlx o0oee yem 100000 cyovexkmos nepconanvnvlx
OAHHBIX, He AGIAIOUUXCA COMPYOHUKAMU Onepamopa.

Jlna obecneyenusn 2-20 YypOGHA 3AUAHUICHHOCHIU _NEPCOHANbHLIX OAHHBIX NpU UX 00padomke 6
UHMOPMAUUOHHBIX CUCEMAX HOMUMO GbINOJIHEHUA mpedosanuil, npedycCMoOmpeHHovix 071 3 _-20 YPOGHA
3AUAHUEHHOCHIU NEPCOHATbHBIX OAHHBIX, HE00X00UMO, UMOObL 0OCHIYN K COOEPHCAHUIO IIEKMPOHHO20 HCYPHALA
COOOWEHUTL ObL1  803MOMCEH UCKIIOYUMETIbHO O] OO0JMHCHOCMHbIX Juy (padomHukos) onepamopa uau
YHOJITHOMOYEHHO020 UUA, KOMOPHIM CEEO0eHUA, COo0epyHcauuecs 6 YKA3AHHOM JcypHale, Heo0Xo0umvl 01
BbINOJIHEHUS CTIYHCEOHBIX (MPYO068bIX) 0053aHHOCHEll.

Ilocmanoenenue Ilpasumensvcmea Poccuiickoii @edepayuu om 1 noaopsa 2012 2. Ne 1119
«00 ymeepocoenuu mpedoeanuil K 3auiume nepcoHAIbHbIX OAHHBLIX NPU UX 00padomKe 6 UHPoOpMayUOHHBIX
cucmemax nepcoHaIbHbIX OAHHBIX)




Heoo0xo0umocms obecneuenusn 3-20 YpOGHA 3AUAUWLEHHOCHMU NEPCOHAIbHBIX OAHHLIX NPU UX
o0pabomke 6 UHBOPpMAUUOHHOU cUCmeEMe YCMAHAGIUBAEMCA NPU HAAUYUU XOmA Obl 00H020 U3
C1e0yIuux yCaoeuii:

a) 0711 UHPOPMAYUOHHOU CUCmEMbl AKMYATbHBL YZPO3bl 2-20 MUNA U UHPOpMAUUOHHAA cucmema
oopabamovieaem  oOwe0ocmynnvie  NEPCOHAIbHBIE  OAHHBIE  COMPYOHUKO8  onepamopa  Uiu
oo0wedocmynuvle nepconanvuvie oannvie menee dem 100000 cyovekmoe nepcoHanbHbIX OAHHBIX, He
AGNAIOWUXCA COMPYOHUKAMU Onepamopa;

0) 013 uHGOpMaAUUOHHOU cucmembl AKMYATbHbL Y2POo3bl 2-20 MUNA U UHPOPMAUUOHHAA cCUCHmEMA
oOpabamovieaem uHble Kame20puu NEPCOHATbHBIX OAHHBIX COMPYOHUKO8 ONEpamopa uiu uHble
Kamezopuu nepcoHaIbHblX Oannvlx Mmenee uem 100000 cyovekmosé nepcoHalbHbIX OAHHBIX, He
AGNAIOWUXCA COMPYOHUKAMU Onepamopa;

8) 01 UHMOPMAUUOHHOIL cUCMEMbl AKMYAbHbL Y2PO3bl 3-20 MUNA U UHPOPMAUUOHHAA cucCmeMa
oOpabamovieaem cneyuaivbHvle KAMe20puu NepPCcoOHANbHBIX OAHHBIX COMPYOHUKO8 oOnepamopa ujiu
cneyuanbHovle Kamezopuu nepcoHanvHulx 0annvlx menee uem 100000 cyovekmos nepconanvbHvlX OAHHBIX,
He AGANWUXCA COMPYOHUKAMU Onepamopa;

2) 014 unpopmayuoHHOll cucmemvbl aKmMyaabHsl Y2po3vl 3-20 MURA U UHPOPMAUUOHHAA cucmeMa
oopadamvieaem duomempuyeckue nepcoHabHvle OAHHbLE;

0) 0711 UHPOPMAYUOHHOU cCUCmEMbl AKMYATbHBL YZPOo3bl 3-20 MUNA U UHPOPpMAUUOHHAA cucmema
oopabampvieaem uHbvle Kame2opuu nepcoHaIbHbIX Oannvlx 0onee uem 100000 cyovekmoes nepconanbHwvix
OAHHBIX, HE AGIANWUXCA COMPYOHUKAMU OnEPamopa.

Jlna obecneuenusn 3-20 YpOGHA 3AUAUUIEHHOCHU NEPCOHATbHBIX OAHHLIX NPU UX 00padomke 6
UHMOPMAUUOHHDBIX CUCIEMAX NOMUMO BbINOJIHEHUA MPEDOGaHUIl, RPEOyCMOMPEHHBIX 011 4 -20 YPOBHA
3AUUUEHHOCMU _NEePCOHAbHBLIX OAHHBIX, He00X00uM0o, Ymoovl 0bl10 HAZHAYEHO O0JIHCHOCHIHOE U0
(pabomnux), omeemcmeeHHvlll 3a oOOecneueHue  0E30NACHOCHMU  NEPCOHATbHBLIX  OAHHLIX 6
UHGOPpMAUUOHHOI cucmeme.

Iocmanoenenue Ilpasumenvcmea Poccuiickoit @edepavyuu om 1 noaopa 2012 2. Ne 1119
«00 ymeepicoenuu mpeodosanuil K 3aujume nepcoHaIbHblX OAHHLIX NPU UX 00padomke 6
UHGOPMAUUOHHBIX CUCHEMAX NEPCOHATbHBIX OAHHBIX)




Heob6xo0umocms obecneuenusn 4-20 ypoeHa 3auiuuieHHOCIU _NEPCOHAIbHBIX OAHHBLIX NPU UX
00pabomke 6 UHGOPMAUUOHHOIU cucmemMe YCMAHAGIUBAECMCA NPU HATUYUU XOmA Obl 00H020 U3
C1e0YIOUUX YCI106UIL:

a) 01 UHGOPMAUUOHHOU cUCmeEMbl AKMYyaabHbl y2POo3bl 3-20 MUNA U UHOOPMAUUOHHAA
cucmema oopadamuieaem o0uie00CmynHple nepPcoOHAIbHble OAHHbBLE;

0) 01 uH@OpMAUUOHHOU cucmembl AKMyaabHbl y2po3bl 3-20 MUNA U UHOOPMAUUOHHAA
cucmema oopadbamoleaem UHble KAME2OPUU NEPCOHATIbHBIX OAHHBIX COMPYOHUKOE Onepamopa uiu
UHble Kamez2opuu nepconanbHuvix Oannvlx menee uem 100000 cyovexkmoe nepconanvHvix OAHHBIX, HE
AGNAIOUUXCA COMPYOHUKAMU Onepamopa.

Jlna obecneuenun 4-20 yposH:a 3auiULeHHOCIU NEPCOHAIbHBIX OAHHBIX NPU UX 00padomKke @
UHGOPMAYUOHHBIX CUCIEMAX He00X00UMO 8bINOTIHEHUE CEOYIOUUX MPeDOCAHUIL:

a) opzanuzauyusn pexcuma obecneuenus 0e30NACHOCMU HOMEW|eHUIl, 8 KOMOPbIX pameuiena
UHGOpmMayuonnHaa - cucmema, - NPENAMCMEYIOULE20  B0IMONCHOCHMU  HEKOHMPOIUPYEMO20
NPOHUKHOGECHUA UNU NPEObIGAHUA 8 IMUX NOMEUCHUAX JIUY, HE UMEIOWUX Npasa 0ocmyna 6 mu
nomeuieHus;

0) obecneuenue coOXpaHHocmu Hocumesnell NepcoHaANbHbIX OAHHBIX;

8) ymeepoicoenue pyKogooumenem onepamopa OOKyMeHma, Onpeoenaouiezo nepedens Jauy,
00CHyn KOMOPbIX K NEPCOHAIbHBIM OAHHBIM, 00padamvléaemvim 6 UHEOPMAUUOHHOU cucmeme,
Heo0X00uUM 0715 8bINOJTHEHUA UMU CIIYHCEOHBIX (MPYO06bIX) 00a3aHHOCHeEll;

2) ucnonv3oeanue cpeocmeé 3auwgumol UHOpMaAuUU, RNPOUWLEOUWUX NPOUEOYpy OUEHKU
coomeemcmeus mpebosanuam 3akonooamenvcmea Poccuiickoii @Dedepayuu 6 ooaracmu
obecneuenusn 0Oe3onacHocmu uH@opmayuu, 6 ciayyae, Ko20a NPUMEHEHUe MAKUX CpPeocme
Heo0X00uUMO 01 HeUmpPaIu3auuu aKmyaabHovlX y2po3.

Iocmanoenenue Ilpasumenvcmea Poccuiickoit @edepayuu om 1 noaopa 2012 2. Ne 1119

«00 ymeepicoenuu mpedosanuil K 3aujume nepcoHaIbHbIX OAGHHBLIX BPU UX 00padomKe 6

UHGOPMAYUOHHBIX CUCMEMAX NEPCOHAIbHBIX OAHHDBIX)




CIIACHUBO
3A BHUMAHMUE!




